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Abstract 
Networks of wearable devices and sensors implanted in or on a human body collect and 
transmit physiological data in real time to a variety of applications. However, issues with data 
security and reliable transmission arise due to the unpredictable nature of WBAN 
circumstances. The studies aid in developing WBAN technology, increasing its use in practical 
settings, and better protecting and transmitting data. Trust and confidence in the dependability 
of WBAN systems are bolstered by the suggested algorithms' strong defense against data 
breaches, unlawful access, and data loss. 
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INTRODUCTION 
The healthcare business is the primary user of WBAN for its monitoring capabilities. The 
nodes of a WBAN are tiny biomedical sensors implanted all over a person's or animal's body. 
All the information gathered by the network's sensors is sent to the "sink," from whence it may 
be sent to the appropriate authorities or medical professionals. With this setup, even the most 
remote patients may get top-notch medical attention. These days, people use WBAN devices 
like smart watches, smart shoes, and digital glasses to monitor their health on the go. Jogging, 
walking, and other forms of regular physical exercise, as well as physiological activity, such 
as the heart rate and respiration rate, have significant effects on long-distance engendering. 
 
WBANs may be broken down into two distinct categories: (i) event discovery, and (ii) periodic 
outcome. The former involves the transmission of information between nodes at a constant 
rate while the later involves the transmission of information at sporadic intervals. In each 
instance of the organized topology, the nodes' available resources and the sent data are 
different. One of the most crucial aspects of designing solutions for WBANs is balancing QoS 
imperatives with low power management limits of nodes. Both Bluetooth (IEEE 802.15.1) and 
ZigBee (IEEE 802.15.4) have been ratified as standards for usage in the healthcare sector. It is 
challenging to strike the point with systems that are both adaptable and utilized over bigger 
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distances since these international standards have been tried and proven but are not effectively 
structured. Thus, they use more energy than protocols (like 802.15.6) developed with WBANs 
in mind. 
 
In GA, the first stage of mutation is employed for both conserving information and introducing 
new types of information. It's a genetic operator that keeps a genetic algorithm population from 
losing its individual traits as it reproduces. The next step is crossover, which is used mostly in 
the pairing procedure. This is the backbone of the proposed model algorithm. Only nodes that 
have passed the first fitness verification step will be permitted to go to the second. The last 
piece of GA, Genesis, is built into the program to facilitate mutation and crossover. Two 
possible implementations of this method are training, where the input pattern is learnt, and 
testing, when the individual nodes of the WBAN network are put to the test. The classification 
is carried out with the use of fuzzy logic. Some of the parameters being evaluated include 
lifetime, throughput, BER (Bit Error Rate), route loss, residual energy, etc. 
 
LITERATURE REVIEW 
Peng, Haipeng et.al (2017). Wireless body area networks (WBANs) have expanded their use 
beyond the realm of remote healthcare to include the military, sports, disaster assistance, and 
other fields. A WBAN may evolve into a body-to-body network as its size increases, resulting 
in more nodes and more complex interactions between them. As technology develops, 
concerns about energy efficiency and data security become more apparent. To overcome these 
two obstacles, we propose adopting chaotic compressive sensing (CCS) in this research. By 
keeping just, the parameters required for matrix generation, CCS drastically decreases the data 
storage needs of traditional compressive sensing. Furthermore, the chaos's sensitivity might 
improve the safety of data transmission. For the purpose of transmitting images, a variant of 
CCS is described; this variant combine confusion and mask into a single algorithm to improve 
the quality of encryption. The effectiveness and feasibility of the proposed methods are 
simulated. The results show significant gains in energy efficiency and security, while also 
lowering the need for actual storage space. The secret's unlocking is of paramount significance. 
When used to image encryption, the modern method excels. There is less than a 0.04 
correlation between nearby pixels in all three orthogonal directions, and the entropy of the 
cipher image with 256 levels of gray value is more than 7.98. 
 
Shayokh, Al et.al (2016). Due to growing healthcare expenditures and the prevalence of 
inactive lifestyles, wireless body area networks (WBAN) were first proposed as a way to 
enhance healthcare delivery. The broad use of Cloud computing and its integration with 
WBAN represents a new direction in smart healthcare. Software Defined Networking (SDN) 
is a relatively new technology that aims to simplify and manage complicated network 
infrastructure. When it comes to quality of service, it is crucial to have a system in place that 
ensures complete privacy for each individual patient's records. In this study, we provide a 
Kerberos-based safe and efficient data transmission system for software-defined virtual 
hospitals. This research also shows, via simulation findings, a superior data delivery system 
with appropriate networking security utilizing the Kerberos system, which is important for the 
next generation of smart healthcare architecture. 
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Thippun, Pitchakron et.al (2023). The monitoring of a patient's physiological signals for the 
aim of analyzing and arranging their treatment may benefit from a wireless body area network 
(WBAN), which is usually acknowledged to be a subset of a planned wireless sensor network 
(WSN). Reliable communication while yet retaining an acceptable degree of efficiency and 
packet loss is a major challenge for WBANs. Obtaining properties like this in networks of 
wireless sensor nodes presents an interesting research problem. In this paper, we analyze the 
effects of human motion, indoor and outdoor settings, transmitter and receiver positions, and 
packet inter-arrival times on the performance of wireless sensor networks (WSANs), focusing 
on experiments of dynamic capabilities in several WBAN scenarios. As such, the WBAN 
employs low-power IEEE 802.15.4 sensor nodes to achieve its goals. One way to measure the 
reliability of a network's connections is by looking at the PDR, or packet delivery ratio. The 
results of the experiments show that the network performance for WBAN data transmission 
may be affected by the varying circumstances of the testbed. To have a PDR of 90% or more, 
our data show that the packet interval time must be greater than 15 ms. Experiment-based 
evidence of WBAN dependability, compiled across all tests, is also discussed, and summarized 
in this paper. In addition to paving the way for the implementation and development of a more 
reliable WBAN system, our findings may also assist users and researchers alike zero in on the 
optimal settings and configurations for WBAN to fulfill communication reliability demands. 
 
Salayma, Marwa et.al (2017). WBANs (wireless body area networks) provide effective and 
inexpensive e-health care and wellness applications. The WBAN poses a number of challenges 
and features that are unique from other types of wireless sensor networks. In addition to 
draining batteries, vulnerabilities and unexpected channel behavior at the MAC layer 
contribute to the problems associated with channel access. Time Division Multiple Access 
(TDMA) MAC protocols provide for a stable and power-efficient WBAN. However, 
traditional TDMA techniques used by WBAN older standards like IEEE 802.15.4 and IEEE 
802.15.6 do not effectively account for the channel state and node reliability. The purpose of 
this research is to improve the reliability and performance of WBANs by introducing two 
unique TDMA-based techniques. Both approaches take into account the current state of the 
channel connection while adaptively synchronizing the nodes. The proposed techniques are 
put through their paces over a range of traffic intensities and time frames. Additionally, both 
the IEEE 802.15.4 and 802.15.6 MACs are assessed for their relative merits. The findings 
proved that the proposed approaches might improve WBAN reliability and energy efficiency. 
 
Elias, Jocelyne. (2014). When used to remote patient monitoring and other healthcare 
applications, wireless body area networks (WBANs) show great promise for improving quality 
of life. Because of its impact on the network's total energy consumption and longevity, WBAN 
deployment is a critical issue. This study investigates effective strategies for constructing such 
networks with an emphasis on how to address the dual challenges of data routing and relay 
placement. In order to reduce the time and energy required to build up the network, we offer 
the Energy-Aware WBAN Design model, which is a mixed integer linear programming 
technique that optimizes the placement of relays and the path data takes to the sink. Finally, 
we solve the proposed model in both realistic WBAN scenarios and generic topologies, and 
we compare its performance to that of the most well-known strategies presented in the 
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literature. Because (1) it builds energy-efficient and cost-effective WBANs in a short 
calculation time and (2) it offers a reasonable tradeoff between the energy consumption and 
the number of installed relays, the numerical results demonstrate that our model is a suitable 
framework for the dynamic WBAN design issue. 
 
Algorithm 1: Hybrid Encryption with Dynamic Routing- Use Case 1 Medical Monitoring 
In the healthcare monitoring use case, the Hybrid Encryption with Dynamic Routing algorithm 
was tested. The algorithm successfully combined symmetric and asymmetric encryption 
techniques to ensure data security. Data packets were securely encrypted using a symmetric 
key, and the symmetric key itself was encrypted using the recipient's public key. The dynamic 
routing algorithm efficiently transmitted data packets through the most reliable and available 
paths in the dynamic WBAN network.  
 

 
Figure 4.1 Flow chart of Algorithm 1 
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CODE SNIPPET: 
# Symmetric Encryption Function 
function encrypt With Symmetric Key(data, symmetric Key): 
encrypted Data = encrypt(data, symmetric Key) 
return encrypted Data 
 
# Asymmetric Encryption Function 
function encrypt Symmetric Key(symmetric Key, recipient Public Key): 
encrypted Symmetric Key = asymmetric Encrypt (symmetric Key, recipient Public Key) 
return encrypted Symmetric Key 
 
# Dynamic Encryption Function 
function dynamic Routing(data, recipient): 
path = find Most Reliable Path(recipient) 
send Data Through Path(data, path) 
 
# Healthcare Monitoring Function 
function health care Monitoring(data, recipient Public Key): 
symmetric Key = generate Symmetric Key() 
encrypted Data = encrypt With Symmetric Key(data, symmetric Key) 
encrypted Symmetric Key = encrypt Symmetric Key(symmetric Key, recipient Public Key) 
combined Packet = combine Packets (encrypted Data, encrypted Symmetric Key) 
dynamic Routing(combined Packet, recipient) 
return "Data transmission successful" 
# Example usage 
Patient Data = gather Patient Vital Signs() 
Recipient Public Key = get Recipient Public Key() 
Health care Monitoring (patient Data, recipient Public Key) 
The results demonstrated that the algorithm-maintained data confidentiality and integrity even 
in scenarios with changing network topologies, ensuring reliable data transmission for 
healthcare monitoring applications. 
 
Complete implementation for building a Mobile Ad hoc Network (MANET) its a high-level 
code outline using Python on a basic example using the AODV routing protocol. The Node 
class represents a node in the MANET with attributes for neighbors, routing table, and methods 
for adding neighbors and updating routing tables. The MANET class is responsible for 
managing the nodes and their connections, as well as simulating the AODV route discovery 
process. 
 
TO INVESTIGATION SECURITY CHALLENGES FOR WBAN 
Wireless body area networks (WBANs) are gaining attention for their potential utility in 
continuous patient monitoring. Security is paramount in WBAN in order to safeguard the 
private data obtained while delivering medical treatment to patients. The use of a WBAN 
allows for continuous monitoring of the condition, with the resulting real-time data useful for 
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a wide range of diagnostic treatments. WBAN is a pioneering instance of how science and 
technology may be used to improve human health. These WBANs provide the framework to 
significantly improve the quality of care in many settings. It is crucial that patients have access 
to high-quality medical care in the comfort of their own homes when they are unable to go to 
the hospital. When designing a model and mechanism for such a distant location, it is vital to 
ensure the patient's health information is kept private in a highly secure environment. In 
WBAN, where patients often need to be on the go, a reliable remote healthcare mechanism 
and ready access to critical patient data are necessities. There is a broad range of applications 
for WBANs, from emergency management and remote health monitoring to temperature 
sensing and beyond. 
 
When it comes to remote healthcare monitoring, WBAN allows for either the patient's home 
or a medical institution to act as the base of operations. This monitoring system provides a 
number of resources for patients, medical professionals, and others to utilize in the detection 
of abnormalities at an early stage. The local computer, also known as the sink node, collects 
information such as patient physiological indices and the present status of medical device 
monitors through broadcast data from the sensor nodes. Figure 1: An Example of Remote 
Healthcare Monitoring. 
 

 
Figure 1 Architecture of remote healthcare monitoring 

 
Figure 1 shows how telemedicine services employ WBAN architecture to monitor patients 
who are far from medical institutions. 
 
The Remote Healthcare Monitoring System will implement the proposed methods. The 
findings of the literature study reported in Chapters 1 and 2 lend credence to this claim; these 
chapters include subjects like Intra and Inter BSN networks, external networks, and the Health 
Monitoring System. In this section, we'll compare the performance of the Remote Healthcare 
Monitoring system using the proposed Game Theory and Data Encryption/Decryption 
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methods with and without them. Extension and associated approach Identity based Multi User 
Signcryption (IBMS). 
 
The WBAN architecture incorporates several sensor nodes into a private wireless body area 
network to shield private patient data. The human body communicates with devices in a 
WBAN-based healthcare monitoring system via wireless gateways. Medical professionals 
such as physicians and emergency personnel such as operators and remote servers are all part 
of this system. The only function of the gateway is to make the main network accessible to the 
WBAN. A remote server analyzes the sensor data, determines the patient's health state, and 
notifies caregivers as required. Because of the potential for energy waste and data corruption 
during long-distance data transmission, gateways are designed to interface with many public 
networks and perform sophisticated tasks across them. In healthcare remote monitoring 
systems, WBANs provide a huge quantity of real-time signals that are evaluated in a fixed 
length of time. The longer the central server must spend processing, the more patients there 
are. 
 
User activity that may be considered harmful or unlawful is reported to a central server. In 
order to take any necessary action or report any relevant data, the network contacts the body 
sensor nodes in the monitored area through the remote server management. Using body sensor 
network systems in the design of healthcare services has significant user benefits. An effective 
remote healthcare monitoring system might be developed by connecting the internet with 
networks of biosensors. Sensor nodes gather data on the patients' physiological indicators and 
the status of the monitoring devices. These transmissions are disseminated to the local machine 
or sink node. Gateways allow for long-distance servers to talk to local networks of wearable 
sensors. This remote health monitoring system has excellent scalability and a high degree of 
versatility, making it useful for care units, medical service systems, and maybe other 
applications. 
 
CONCLUSION 
Electronic health systems rely on delay-dependent, aware, beyond-wireless body area network 
medical data packet transfers, and this research takes all of these variables into consideration 
to provide a complete picture of the current state of the art in this domain. More stringent 
reliability criteria apply to WBAN than to other kinds of WSN due to the sensitive nature of 
health information, medical services, and data. Improving reliability is a dynamic area of study 
with several applications down the road. This thesis presents the results of investigation into 
novel approaches to bolster the dependability of Wireless Body Area Networks. New health 
communication standards and procedures are needed because monitoring of life-related 
signals, such as those that suggest a heart attack, has highly particular technology requirements. 
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