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Abstract 

Our Invention “Application of Securing data access and automatic exchanges” is a   
Automation has become an important agenda item in managing software modifications that 
need the least amount of manual involvement when reviewing project regressions. Continuous 
integration solutions are necessary for quick testing environments in software development 
techniques like Agile, Scrum, and XP. The key issue is the reliance on several technologies 
because there isn't a single product that can perform project automation. The suggested 
automation tool should include facilities for configuration, execution, and debugging. It is 
difficult to integrate project automation technologies such as test management tools like 
Testing and Selenium, job scheduling platforms like Jenkins and Apache Continuum, and 
software configuration management tools like Mercurial and Get. When an organization wants 
to use the current cloud services, the complexity is increased since the PKI infrastructure for 
access control that is already in place does not communicate data among the software tools and 
processes. The suggested method effectively groups and runs the tests automatically by taking 
a single CSV containing input test case and metadata information. The suggested technique 
calls for the platform for task execution in a cloud environment to include security access 
control mechanisms. 

Key: Application, Securing, data, access, automatic, exchanges. 

Introduction 

We securely provide network telemetry data with authorized third parties, preserving privacy 
while allowing searches on the encrypted network telemetry. Using more advanced security 
algorithms like ID-PKC and ABE, we carried out an experimental inquiry into the creation of 
a search algorithm that protects privacy [1].In order to check for bugs in the developed software 
before releasing it, a fast development environment is required for the product that will be 
provided on the cloud platform. Fast software development demands the creation of an 
unbreakable infrastructure that is safe, scalable, and reliable [2].  
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However, even while cloud systems allow for the rapid development of products, they still 
need the assistance of automation tools in order to fully use the build and test environments 
[3]. With the help of cloud virtualization services, the suggested solution handles the issue of 
building and testing a framework in a cloud environment [4]. 

Literature Survey on Automation Frameworks and Secure Jobs Execution 
Different automation technologies in the cloud environment are required for the various stages 
of software development. For instance, technologies like Puppet, Juju, Apache Continuum, 
Jenkins, and Cobbler are used in various phases to setup, schedule, and monitor automated jobs 
[33]. We need a solution that can do continuous integration, test-driven development, and 
debugging in order to increase quality and quickly resolve client concerns. 
 
Based on the project requirement, automation can be triggered in various methods some of 
them contains the following (34).On-demand run: a user manually initiates the jobs using 
scripts or a user interface. Tests are organized into test suites and run in accordance with the 
schedule during a scheduled run. As soon as the build is accessible or a change set is found 
(pushed) in the source repository, these tests will begin to execute. (iii)On event occurrence. A 
plan was developed to assess the Cloud Service Level Agreement (SLA) in a real-time context, 
and a security management system was suggested for keeping track of alerts, security events 
involving the cloud, and vulnerabilities [5]. Google Colas, a component of the Google App 
Engine, serves as the main run-time environment [6, 7]. 
 
Cloud computing represents the next step in the growth of the Internet. For coherence to be 
achieved throughout a network, it is necessary to share resources [38]. In recent years, it has 
developed as a new computing standard that has implications for a variety of academic 
domains, including software testing. 

Proposed Approach 

There are two main components to the suggested technique. First, we provide a framework for 
the execution of automated processes in order to thoroughly test and validate cloud software 
projects. The new code change tests are essential because they enable any project to work with 
newly changed source code without regressing. We provide an all-inclusive methodology that 
scales and executes tests utilizing cloud resources and in accordance with configuration (serial 
or parallel), respectively. 

The suggested method effectively groups and performs the tests automatically by using a single 
CSV (comma separated file) with input test case and metadata information. 

A CSV (comma separated) file contains the test configuration data.  

Later, we propose a security access control mechanism for the jobs execution platform 
leveraging the cloud environment. The role-based access control policies are integrated, and 
the security aspects of the tool are experimented. 
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The test information listed under each item in the test definition (CSV) file include the 
following: UNIQUE_ID, TEST_NAME, EXECUTION_MODE, and MACHINE_CONFIG... 

 
 Fig.1: Application of Securing data access and automatic exchanges Flow 

Design and Implementation of Fully Automated Test Framework for Cloud 

For the development and deployment of software for a cloud environment, extra controls are 
necessary in contrast to on-premise installations. Compatibility problems resulting from cloud 
providers' support for various methods of managing user data, a reduction in control over the 
physical security of the cloud, compliance with relevant laws that apply to the data domain, 
and data security throughout the entire tenure of the data (newly created persisted, processed, 
transited, and destroyed) are just a few of the significant changes in the cloud environment. 

As seen in Figure 1, cloud software developers should adhere to the Secure Coding Guidelines 
(OWASP Security Guide). Every stage, from specifications through deployment, must take 
security into account. The execution logs, debug statements, and error messages all include 
extremely useful information about the code in the production environment. Static analysis 
checks code statically, and the dynamic code analysis tools analyze as it executes and checks 
for possible security vulnerabilities. The dynamic code analysis tool analyzes the runtime code 
execution paths. 
Experimental Results 
The user-interface tests are picked in order to experiment and validate the outcomes of the 
automation framework. In general, the tests are frequently divided into user-interface, database, 
and application programming interface tests. Due to the variety of browsers and operating 
systems required, the support for each operating system, the need for pre- and post-
configuration of virtual machines, and the runtime environment, user-interface tests are said to 
be the most complicated. Execution of this test requires careful consideration of the setup of 
the target computer, and therefore takes more time than other tests. The development of the 
execution time was virtually linear with the quantity of test cases. 
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Table 1 : Test case results using Single client machine. 

 

No. of test cases Execution time (in minutes) 

 

40 86 

70 112 

100 170 

150 292 

200 387 

250 458 

300 503 

  
 

Result 

They only care about metrics and procedures for assessing scalability in parallel and distributed 
systems when it comes to performance testing. Aspects like dynamic scalability are not 
supported in the stage that metrics development, frameworks, and solutions are now in. 
Software issues and bug patches affect regression testing, which raises concerns and presents 
challenges. The on-demand cloud testing services should be able to address a wide range of 
issues and worries. Test engineers should be given enough test models and criteria that work 
well with cloud computing in order to provide suitable test models and criteria for cloud testing. 
As a continuous validation and regression testing solution, test engineers must provide 
automated retesting approaches that address the multitenancy component of cloud computing 
environments whenever software has been upgraded as a consequence of bug patches or feature 
upgrades. Since both cloud and Saabs apps offer connection protocols and APIs, test engineers 
should verify the interoperability quality of cloud applications. For cloud interoperability, new 
automated test options are available. 

Conclusion 

Flexible infrastructure is necessary for quick software product development. Such products 
may be created by utilizing the elasticity offered by cloud environments. To generate quick 
products, the current cloud environment has to include automation of the build and test 
environments. When it comes to cloud computing and data calculations, security comes first. 
This technique has as its goal the development of a plan for a safe cloud environment. this 
approach covered the necessity for data encryption while using public cloud services for 
compute, security forensics, and auditing. The importance of a safe SDLC for scalable test 
automation frameworks built on top of cloud environments was also underlined by this work. 
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Functional testing is growing increasingly advanced and uses a lot of hardware and software 
to mimic human activity. In contrast to functional testing, nonfunctional testing enables 
measurement and association testing of software systems' nonfunctional features. According to 
experts, cloud computing has a limited number of advantages and testing problems. Every 
project must develop and record new requirements since testing is an ongoing effort. 
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