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Abstract 

The most predominant technology for Internet of Things (IoT) related application is 
Wireless Mesh Network (WMN). Normally the issue generated in WMN is the selection of a 
path for secure packet transmission. A lot of methods are proposed in WMN for enabling the 
possibility of achieving secure packet transmission within the network or to other networks. 
The issues like delay, bandwidth, and security are the main constraints identified while 
accessing the WMN during packet transmission. In this work, a blockchain-based 
Topographical Relay Selection Secure Routing (B-TRSSR) technique for the multi-hop 
communication is proposed in consideration of the bandwidth, delay, and flow control. In this 
proposed method an entirely different transmission path is selected by avoiding all risky zones 
by ensuring the security of transmitted packets. The various security threats like tampering 
attacks, dropping attacks, flooding attacks, and malevolent attacks are identified and is 
eliminated by introducing an Adaptive Intrusion Detection System(AIDS). The issues like 
transmission delay, Bandwidth, and overload traffic are handled by introducing a routing 
metric called Bandwidth, Transmission delay, and Overload Handler (BTDOH). This was 
enhanced by modified Q-Learning algorithm which inturn supports the flow control strategies 
also. The experimentation results proves that the proposed hybrid model will supports the 
secure transmission of packets in Wireless Mesh Networks(WMN) in an effective manner 
when compared with other state of art methods.  
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I. Introduction 
The mobility of MANET nodes allows them to roam freely throughout the network. 

Nodes' ability to communicate with other nodes is based on their single-hop or multihop 
communication area size. They are facilitating the transfer of data packets between nodes via 
multihop communication[1]. To ensure efficient delivery of sensed information, swarm 
intelligence techniques and enhanced dynamic source routing are used, with each party's path 
being determined by enhanced dynamic source routing. Optimizing node positions for relative 
transmission is accomplished through link scheduling. Transmitting nodes should have as few 
neighbors as possible to send data along the path with the fewest hops possible. There could be 
an increase in broadcasting failures due to the network's increased number of nodes[2].  

Mesh WLANs self-organize and self-heal (WLANs). If damaged, it self-heals. Using 
WLAN mesh networks, this issue of too much high-speed Internet access may be solved. Due 
to their increased wireless network coverage, WLAN mesh networks are powering the global 
expansion of broadband internet access. Internet access the future, and wireless broadband 
networks power it[3]. The security technology of other WLANs cannot be used in WLAN mesh 
networks. There are no wires connecting the nodes in a WLAN mesh network. Passive listening 
and forging identities, data tampering, and other attacks are all possible in a multihop 
forwarding mesh network. Data tampering is possible in mesh networks. As the number of 
smart devices with ARM chips grows, cyberattacks become more likely. The speed and routing 
of wireless mesh networks improve depends on their safety[4]. 

In a WLAN mesh network, each node is responsible for routing its own segment. Mesh 
and non-mesh devices alike can connect to access points or Aps[5]. These nodes will be 
referred to as mesh APs from now on. Non-mesh devices can connect and share network 
resources with the 802.11 infrastructure mode of mesh access points[6]. WLAN mesh networks 
can be used by roaming users, so the assumption that the organization that owns the location 
will also run the network is incorrect. This enables businesses to share WiFi networks. Users, 
access points, mutual authentication, and encryption must all be considered when deploying 
mesh networks in an enterprise or campus. 

 In both developed and developing countries, wireless mesh networks (WMNs) allow 
people to connect to the Internet. Mesh networks have more channels and interfaces, and mesh 
routers are the backbone of these networks[7]. The latency and capacity of RMA wireless 
metropolitan networks (WMNs) are examined in this paper (MAC)[8]. A benefit of using 
Wireless Mesh Networks is that new nodes can be added to the network without requiring a 
complete reinstallation of the entire network (WMN). A reliable and energy-efficient routing 
protocol is needed to integrate smart IoT applications and Wireless Mesh Networks (WMN)[9]. 
Although ensuring the fastest possible WMN communication path is critical, it is problematic 
at the expense of low throughput and unacceptable delay.  

Route-finding and data-transmission times are included in this delay. Due to link 
disconnection, the broadcasting mechanism generates redundant control packet 
transmissions[9][10]. There is a cost to reinitializing blind route discovery. Neither action takes 
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place outside the network in any way, shape, or form. Data transmission latency rises when 
networks are congested. A mesh client is any device that requires an active network connection 
with WMN, which is built on mesh routers. Networks with a high traffic volume may benefit 
from installing fixed nodes, such as mesh routers[11]. 

Mesh routers can transmit at higher power levels, have multiple antennas for receiving 
and transmitting data, and have an endless supply of energy[12]. Mesh routers communicate 
with mesh clients and gateways outside the client's communication range. Each hop along the 
mesh router backbone results in a different route for the packet. A packet can be sent to a 
specific node in a mesh network by a mesh router[13]. In WMNs, routers and clients 
communicate using different protocols. Mesh backbone traffic is unaffected by interference 
from mesh clients. IEEE 802.11a could be used for the backbone link in a mesh network, while 
IEEE 802.11b could be used for clients and routers. Both use the 802.11 standard. In areas 
where cable or DSL internet access isn't feasible, wireless mesh networks (WMNs) are seen as 
the networking technology of the future. Clients and routers are components of wireless mesh 
networks (WMN)[14]. There are two types of mesh routers: those that connect directly to the 
Internet and those that serve as gateways for other networks. Gateways serve as the backbone 
of the mesh network, allowing clients to connect to it. The backbone of the network is 
comprised of mesh routers.  

In order to support wireless traffic delivery, the bandwidth between the Internet and 
non-gateway mesh routers needs to be distributed fairly among them. A new generation of 
wireless technology and spectrum access methods are being developed to meet the needs of an 
increasingly populous world, as the traditional static method of spectrum access is 
inadequate[15]. This is a result of an increase in wireless devices. Cognitive radios are desirable 
in a high-traffic wireless mesh network (WMN). Increased network capacity can be achieved 
using cognitive radios, which use spectrum more effectively[16]. They make it more 
challenging to allocate bandwidth. 802.11-based wireless mesh networks use the same channels 
for all mesh routers. WMN with cognitive radios is able to transmit at a wide range of 
frequencies because each node has access to multiple spectrum bands (channels). Data rates 
and transmission distances affect the options available to users when selecting a route and 
channel. Cognitive radios must not interfere with the primary users of a channel in order to use 
it. This is subject to change, however, as the actions of the primary user determine which 
channels are accessible. 
 

II. Related Works 
WMN is an ad hoc network of mobile clients and wireless mesh routers that can be set 

up and dismantled anytime. In the Internet of Things, WMN is an excellent choice for devices 
that require constant connectivity[17]. All wireless connectivity issues will be resolved quickly 
with a new router from Winnebago Networks (WMN) installation. WMN is now available for 
use in commercial and industrial IoT applications. In Wireless Mesh Networks (WMNs), mesh-
enabled nodes may benefit from the Internet of Things (IoT) solutions by gathering real-time 
data and providing intelligent applications[18]. IoT-enabled route planning In recent months, 
WMN has seen an increase in its following. Data from the Internet of Things impact the routing 
operations of WMN. One networking solution is to use load balancing and interference-aware 
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cluster-based routing. These devices are referred to as routers with gateways for the WMN 
wireless mesh network[19]. 

The wireless LAN and cellular data networks are linked together by the bridge. Sending 
data packets to the gateway node allows mesh network clients to access the Internet. To be 
effective, a WMN must be flexible and well-organized. A dependable and energy-efficient 
routing protocol is required when creating multihop wireless routes for mesh-based smart 
applications[20]. Traffic from mobile clients to gateways can overwhelm some links. This 
hinders smart application routing. Routing WMN traffic must be changed, no matter how 
expensive. Routing protocols can be table-driven or source-initiated, depending on the 
implementation. This distinction is based on the routing strategy used.  

Routing protocols that rely on tables must recalculate previously saved routes. Routes 
can be seen on a route table. When the need arises, the source node in these protocols initiates 
route discovery. By comparing to table-driven routing protocols, on-demand routing protocols 
consume less bandwidth and have lower overhead. When a network discovers a new path for 
communication, source nodes send Route Request (RREQ) packets. WMN data packet delivery 
is severely hindered without low path discovery latency. Route discovery latency is reduced, 
network capacity is increased, and regular communication is maintained by limiting 
unnecessary RREQ flooding. For a secure WLAN mesh network to be deployed, it is necessary 
to authenticate both users and access points (APs). Strongly recommended is a secure 
authentication mechanism[21]. Third-party configurations are required for local authentication 
to work; which of these configurations are still required. 

Distributing traffic loads across multiple paths in a network is possible, thereby 
reducing congestion. End-to-end delay is reduced thanks to multipath routing, which also 
improves route maintenance for secure transmissions. Maintenance costs can be reduced by 
using location-based routing. Reliable zone-wide communication was a major topic of 
discussion in the Zone Routing Protocol (ZRP)[22]. Forecast FCC was used to implement 
MANET routing. Using this technique, the most congested node in the routing path is 
eliminated. It is possible to avoid network traffic by using neighboring nodes to determine the 
shortest path. There may be transmission delays when a large amount of data is transmitted. In 
order to make optimization more manageable, LDM was introduced.  

Mobile node communication must be secure in an unfriendly environment to be 
successful. It can be challenging to secure MANETs due to their distinct differences from wired 
networks. This system has peer-to-peer networking, resource limitations, and a dynamic 
structure[23]. Overhearing neighboring nodes' packet forwarding status is common in 
reputation-based schemes. A Forwarder's reputation is based on the results of monitoring. 
Networks are safe from routing interruption attacks thanks to ESCT's technology. This method 
mimics human cognition by relying on information with a high degree of trust. The 
trustworthiness of the information received by mobile nodes is evaluated and shared. Each node 
shown here is constantly improving its ability to identify and remove harmful entities from the 
system[24]. 

Community networks are equipped with an SDWMN control plane for WMN 
transmission redirection. Experiments have shown that a shared WMN can handle more 
connections while providing the same bandwidth[25]. Multiple gateways are proposed by 
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Hussein et al. to improve throughput and latency. Saturation throughput and packet latency 
have both been improved thanks to multi-hop MAC protocols. Cui et al. have updated the 
FPBR traffic management programme. Enhanced forward pointers are used to manage Internet 
and internal network traffic in wireless mesh networks[26]. Using wireless mesh networks and 
short-interval interference, Aboubakar et al. developed a framework to manage network 
resources. According to them, a Markov model can better understand the MAC layer 
performance of an intelligent 802.11s IEEE grid wireless mesh network[27]. Immutability and 
decentralization make the blockchain an ideal solution for this issue because of the new 
cryptography of the blockchain. Blockchain, a public ledger that records all transactions, allows 
for decentralized self-management through point-to-point networks and distributed time-
stamping servers. As quickly as possible, identity management applications and services are 
being developed by a team of dedicated developers. Shapuan et al. placed a hybrid 
cryptographic scheme. This uses Zero-knowledge allows users to conceal transaction 
information by interacting with the cryptographic algorithm[28].  

Blockchain transactions are verified for legality and sender identity using cryptographic 
signatures. A safe environment is created for all transactions. As a last line of defense, signature 
algorithms guard the data associated with a transaction. The names and locations of the parties 
involved in the transaction and the dollar amount will remain anonymous. Blockchains already 
have mature attack algorithms like selfish mining, eclipse, and obstinate mining[29]. A 
blockchain-based access control method must be quickly developed to regulate user access to 
WLAN mesh networks. A wide range of techniques is needed in MANET to achieve stable 
mesh routers. Multipath routing protocols in MANET are used to identify communication paths 
from source to destination. These protocols only use a single source node for data transmission. 
There are alternate routes between the source and gateway in the event of a failure. Backup or 
alternate routes are used if the primary route is blocked. If a link on the primary route fails, the 
source node will switch data transmission to alternate routes that lead to the gateway. There 
should be a re-discovery of all previously discovered routes. WMN, on the other hand, 
necessitates establishing a solid infrastructure. Reinforcement learning is used in energy-
sensitive mesh networks. In order to find the best route, reinforcement learning updates the 
routing table[30]. Improved power efficiency, failure rate, and spectrum efficiency are 
achieved. The importance of a non-learning routing algorithm grows as network scalability 
increases. Several studies have shown that multipath routing improves mesh networks. Routing 
metrics are not worth anything if there are no multiple routes. In order to find feasible routes, 
some routing protocols employ an aggregated value. An aggregated value, even if it reduces 
the time it takes to select a route, may not be reliable. Packets are routed via a variety of paths 
using. Several paths to the same gateway are used by a node when this occurs. Link 
disconnections have been eliminated, and network throughput has increased. The number of 
ways to get to a particular location is determined by comparing network parameters[31]. To 
take advantage of the on-demand distributed routing capabilities of these protocols, WMN 
requires a more reliable multipath routing solution. Router for wireless mesh networks that 
uses local repair and multiple constraints. The authors centralized control of channels, 
bandwidth, and packet routing. Afterward, they presented a distributed channel allocation and 
routing algorithm based on local traffic loads [32].  
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Network topology K-connected, low-interference networks can be assigned channels 
using their algorithm. A quality-of-service routing algorithm can help you find the best route 
for connection requests requiring much bandwidth. Both algorithms are capable of locating 
connections with an adequate bandwidth. A centralized approximation algorithm with a 
constant bound was suggested by [33] as a way to jointly compute channel assignment, routing, 
and scheduling solutions for equitable rate allocation. The authors of [34] used a fast primal-
dual algorithm to investigate a similar problem and discovered throughput upper bounds. Using 
this information, they devised heuristics for assigning two channels to a single signal. Cross-
layer solutions were used by the researchers to address rate allocation, routing, scheduling, 
power control, and channel assignment. Congestion control, channel allocation, and scheduling 
were all addressed in a single algorithm by [35]. Network utility maximization problems for 
the joint channel, interface, and MAC allocation were formulated by them.  

The researchers developed an exact binary linearization algorithm and an approximate 
dual decomposition algorithm. Neither of the algorithms was theirs. An excellent introduction 
to cognitive radio networks is given by Filali et al.[36]. To come up with solutions that are both 
fair and efficient, numerous heuristic algorithms have been developed. An algorithm for fair 
spectrum allocation based on a multichannel contention graph(MCCG) was proposed by Tegou 
et al.[37] This was a way to measure the amount of interference. Time-spectrum blocks for 
cognitive radio users have been discussed using centralized and distributed protocols [38]. 
Local bargaining-based spectrum allocation was proposed using cognitive radios in wireless 
ad hoc networks. There was also the introduction of a distributed architecture for spectrum 
management and usage rules. According to [39], the per-node throughput for a specific WMN 
topology and gateway location can be determined using an approach based on collision 
domains.  
 

III. Proposed Method 
A. Topographical Relay Selection Secure Routing (B-TRSSR) technique 

For delivering the packets in a secured manner a Topographical Relay Selection Secure 
Routing (B-TRSSR) technique for the multi-hop communication is proposed. Here the 
information sharing is from satellite or cloud to the wireless mesh networks. The available 
nodes from Internet of Things (IoT) are selected which is based on the availability of the 
channel and the connectivity of the links that is determined for moving forward to the 
destination nodes. The possibility of the nodes available with less channel interference and the 
better connectivity of the links might be responsible of the selection of the bandwidth to the 
effective nodes. The architecture for the proposed B-TRSSR is shown in figure 1. 
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Figure 1: Architecture for the Proposed WMN Routing System 

The model prescribed for the mobility is applicable to the architectures like VANET, 
MANET and other 5G /6G Applications. Normally this could be done by selecting the random 
paths which describes the movement of nodes by providing the most accurate information by 
finding out the mobility of the specific nodes. The example scenario behind the B-TRSSR 
technique is illustrated in figure 2. The un trusted nodes will be responsible for the selection of 
the trusted nodes and thus it will enable the connectivity over the links. The rates depicted for 
the channels might be determined by the selection of the trusted relay nodes. The delay nodes 
which are trusted might be based on the ratings provided and in consideration with the nodes 
which took part in the challenges provided. The available nodes which are participated in the 
contest might get added to the list of relay nodes. The selection of nodes for transmission might 
be done with the help of ratings allocated. The nodes which is not involved in the challenge 
contest or if it doesn’t complete the contest might not get selected for the routing. 
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Figure 2: Example Scenario of B-TRSSR technique 

The rating of the nodes is mentioned under various ratings ranging from 0 to 5. Hence 
the maximum possible ratings are compared with the average rating and obtained the value of 
3.5 rating against the selected nodes for further processing. Hence the nodes with high rates 
might be taken as trustable ones and hence from here the bandwidth-related nodes are taken 
out for transmission of data. The ratings of the nodes will be calculated by considering the 
control message like the route request (Rreq) and route reply (Rrep) which is send to the nodes 
which is present in the system dedicated for the communication. The algorithm representing 
the determination of the average node rating (RN) is mentioned below in algorithm 1. 

Considering the variations identified for the various counts the route request (Rreq) 
along with route reply (Rrep) is passed along to the separate nodes which delivers the individual 
nodes with value RN could be calculated. The RN is calculated with the mathematical expression 
given below 
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    (1) 

Where, Xreq mentions the request sent to the route and Xrep represents the requests which 
is not send for receiving the requests. Here three possible occurrences are notified across 
various intervals ie; Yreq and Zreq. The three various circumstances might correspond to the fine 
tuning of the node selection criteria. 
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Algorithm 1:Algorithm for Average Node Rating (RN) determination 

'

1

: _ ( )

: ( )

: , ,

(1, 2,3,... )

( 1 )

(1, 2,... )

*100

(1, 2,3,... )

( 1 )

N

k k k

k l

n

N
req rep

N
k req

k l

Input Ctl q to Nbr N

Output Tr N R

Consideration A X B Y C Z

Begin

X n T

for i toN

Broadcast B R l

X X
Calculate R

X

Y n T

for i toN

Broadca





  






    
 
 






'

1

(1, 2,... )

*100

(1, 2,3,... )

n

N
req rep

N
k rep

k l

st B R l

Y Y
Calculate R

Y

Z n T





    
 
 





 

'

1

( 1 )

(1,2,... )

*100

3.5

1 3.5

n

N
req rep

N
k req

N

N

for i toN

Broadcast B R l

Z Z
Calculate R

Z

if R

The nodeis added to the relay nodelist

if R

The nodeis added to theTrusted nodelist

else

The nodeis added to theuntrustable






    
 
 



 



Re

nodelist

End for

End for

End for

End if

turn  

The trustable nodes follow different paths by considering the ratings provided X, Y, 
and Z are the three possible passages dedicated to secure transmission. The three paths will be 
controlled by the decentralized unit framed with blockchain. The selection of nodes for trusted 
transmission while considering the connections across the links are evaluated to the entire 
region for passing across the data which is sensed along with the relay nodes. The control 
packets that is passed in between the nodes are passed for estimating the needed bandwidths 
fixed in between the selected nodes. The packets that are scheduled based on the availability 
of the bandwidths that makes the dedicated networks to be free of congestion and the data that 
are delivered without any such losses. The measurement identified for the control packets along 
the consideration with the connectivity and the bandwidth is represented mathematically as 
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Where, Bw(n) is the bandwidth, w(n) is the nodes data and ∅ is the channel overheads. 

The nodes that are moved might gets connected over the longer time period which estimates 
the total reference value of the connectivity provided between the links. The reference values 
dedicated to the link duration might be available to evaluate the probability of occurrence of 
the existing nodes. The probability prediction is set to the nodes with the least data rate and the 
nodes that are given available so far might be able to communicate to the range that is not 
specified within the range of communication and is mentioned in the mathematical model as 

lo ( )ng N r xl P R T       (3) 
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The probability of the available links can be predicted and is obtained in order to 
consider the ranges of communication that exist in between the nearby nodes in the available 
paths. The path variation can be modelled across the paths provided. Hence the intrusion of the 
channel and the related congested networks that is caused because of the high data traffic which 
can be reduced with the availability of the free spaces in the bandwidth and high connectivity 
links used for the transmission purposes. 
 

B. Blockchain-Based Authentication 
The topographical information can be processed through the decentralized module 

which in turn keeps ride of the authenticated information through the overall access points. The 
nodes which get associated with the authentication can be of various types like MANETs, 
VANETs, 5G and 6G communications etc.  
 

 
Figure 3: Authentication Procedure 

The joining nodes which is associated with the access points might makes the nodes 
which is joined in any of the nodes will now send an authentication request to the access points. 
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The access point will check the total area and verifies the certificates allocated to the clients 
which is examined locally or globally. The client certificates allocated to the access points will 
verify the client-related information where the execution of the authentication is done at the 
End-to-End region. If the authentication is not verified yet then the request is given to the server 
at the joining node. After the authentication process the nodes which is joined will get the 
master key from the IP addresses allocated to the DHCP. Since the joining node is a mesh 
access point, it will try to establish the signal sections along with the authentication-based 
access points and it will broadcast the same request to the decentralized networks and from 
there it will starts to operate. The procedure for authentication process in dealing with the 
access point is illustrated in figure 3. 
 

C. Cryptosystem Identification 
There is no need for storing and signing the user's public key because the identity of the 

user in the situation can be utilised as the public key. The plan also guards against the attacker 
stealing the identity of the requester. Authentication on cipher-based security mechanisms do 
not require certificates, which simplifies configuration settings, lowers system building costs, 
simplifies operation and maintenance, and boosts system performance. The algorithm 
corresponding to the cryptosystem identification is illustrated in algorithm 2. 
 
Algorithm 2: Cryptosystem Identification 
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The system S gets authenticated by the user A which might have some identifiable information 
which can support the users A for identifying the information’s via third party related 
information which includes the methods which supports the verifications through email or 
phone. Then if the validation of it may end with failure and hence the public key is enabled for 
user A. Then another user sends the information to the Blockchain for expecting the permission 
to transmit the data after pertaining the authentication related information. The user A will 
verify the user B related information after verifying the digital signatures including the personal 
verification. After verification the authentication is provided to the user B to transmit its 
relevant data’s to the user A by a method called Broadcasting. 
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IV. Results and Discussion 

The proposed method is implemented using the mesh Access points. The wireless mesh 
network is developed using the different types of non-homogeneous nodes by which each node 
is developed by different manufacturers, and each might have the ability to work on a same 
network. The hardware which is used for the testing purpose might consists of surface pro3 
win11(Node 1), surface pro3 win11 (Node 2), Samsung galaxy s6 tablet 128gb (node 3), 
Raspberry Pi 4(Node 4), Samsung S5P4418 Single Board Computer (Node 5) and laptop (intel 
core i3, 11 th gen, 256SSD) (Node 6). Here Nodes 1,2 and 3 are assess points connected via 
mesh network and is implemented on the computer. Other nodes are either mobile phones or 
computers. The experimentation process was carried out with six various intervals. The results 
obtained after experimentation might provide a greater fall back at the hops side and in between 
the assess points. This might send a request to the another node(either phone or laptop). The 
authentication might be provided after the reception of the requests from any of the nodes. The 
average authentication delay obtained when considering number of Hops are shown in figure 
4. 

 
Figure 4: Average authentication delay 

If the hop count is more than three then the authentication delay will transfer the packets 
over the TCP (Transmission Control Protocol) and other to the UDP (User Defined protocol).  
The TCP will transmit the datas very faster when compared to the UDP, without considering 
the packet loss. Since the blockchain is used there might be very less authentication delay 
assumed in the transmission of packets securely with decentralised node in multi hop 
communication. On the other hand, the simulation is performed with various other available 
densities of the nodes. It consists of some random nodes of the size 50/100/150/200 and are 
placed randomly with some areas. Considerably the velocity assumed for the mobility of the 
node is set to be 50 m per second. The range allocated in between the communication is 150 
m. The total simulation happened here is for 30 minutes. The simulation study focuses on some 
of the routing parameters like the Throughput, End to End Delay, Jitter, Packet Delivery Ratio, 
Packet Over Head Parameters. The latency is the most important parameter which determines 
the delay of transmitted packets. The time taken for each packets are used for determining the 
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shortest path by considering the hop count from one gateway to another using the control 
packets and is illustrated in figure 5. Here the path length will create impact on the discovery 
of the routes by considering the latency. This could help in determining the route length and 
shortest path for secure transmission in wireless mesh networks. The discovery of the route 
length in association with the latency is formulated along with the density of the nodes within 
the network. Normally the state of art method depicts that the protocols that are existed in 
determining the shortest paths are obtained without any such limitations that leads to the 
transmission of the duplicate packets hence the latency is in the range of 5 to 11 μs. 
 

 
Figure 5: Latency vs Hop Count 

The proposed TRSSR method initiates the gathering of the information’s from the 
transmitted packets during the discovery process of the routes. The neighbour which is not in 
common mode will set a Rreq to the client and it significantly reduces the latency range from 
11 to 5μs.The determination of the values like RTT and TTL will define the maximum available 
time for travelling across the networks and thus creates the networks resources which inturn 
considers the time consumption to be very low value. And hence the maintenance of the 
available nodes along with the routes will reduce the route discovery by maintaining the delay 
due to the link interruptions. Hence the proposed work will reduce the delay time to about 15 
% considering the existing methods. Then the throughput determines the total number of bits 
transmitted successfully to the provided gateways at a particular period of time.The obtained 
throughput is shown in figure 6. 
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Figure 6: Throughput vs Node disjoint 

Utilizing buffering characteristics for network congestion, the suggested work can 
estimate the spectrum resource and optimise network traffic. It offers flexibility in response to 
changing bandwidth constraints and effective variation approaches to the entrance. After the 
removal of the nodes from the neighbouring list the node disjointness is improved by the help 
of eliminating route packets in order to determine the reception of the duplicate packets. Hence 
the method proposed might improve the throughput and is allowed to degrade from 30 to 15 
Mbps with the increase in the gateway pairs. Normally while supporting the heterogeneous 
nodes available in the network will retain the restriction of Rreq by broadcasting the route 
delivery packets by increasing the throughput performance by approximately 50% more when 
considered to the existing methods. Then the packet received rate is calculated based on the 
received packets at the receiver side after the request from the sender. The packet received rate 
is illustrated in figure 7. 

 
Figure 7: Packet Received Rate 

The packet’s received rate is determined by considering the ratio of the packets 
delivered rate to the packets sent rate. Considering the other methods the proposed method 
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provides high packets rate and thus shows the improvement in the proposed method. Then the 
transmission overhead is determined by comparing the proposed B-TRSSR with other state of 
art methods. The transmission overhead results obtained after experimentation is shown in 
figure 8. 

 
Figure 8: Transmission Overhead 

The proposed method processes very less overheads when compared to the existing 
methods hence the minimum count allows the routing with selected hop counts in the region 
of selected paths that gets included in the network area. The another parameter called end to 
end delay is calculated at various determination points by setting up the difference in the packet 
sent duration and the packets received time . The experimentation results obtained after 
determination of end to end delay for the available node density is illustrated in figure 9. 

 
Figure 9: End to End Delay 

From the above figure it is very clear that the end to end delay values of the TRSSR is 
better when compared to the existing methods where the number of nodes considered here is 
in the range of 100/200/300 respectively. 
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V. Conclusion 
In this work, a blockchain-based Topographical Relay Selection Secure Routing (B-

TRSSR) technique for the multi-hop communication is proposed in consideration of the 
bandwidth, delay, and flow control. Here, an entirely different transmission path is selected by 
avoiding all risky zones by ensuring the security of transmitted packets. The various security 
threats like tampering attacks, dropping attacks, flooding attacks, and malevolent attacks are 
identified and is eliminated by introducing an Adaptive Intrusion Detection System(AIDS). 
The issues like transmission delay, Bandwidth, and overload traffic are handled by introducing 
a routing metric called Bandwidth, Transmission delay, and Overload Handler (BTDOH). This 
was enhanced by modified Q-Learning algorithm which inturn supports the flow control 
strategies also. The experimentation results proves that the proposed hybrid model will 
supports the secure transmission of packets in Wireless Mesh Networks(WMN) in an effective 
manner when compared with other state of art methods.  
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