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Abstract—One of the primary security risks in IoT networks is address-based attacks, where
hackers can exploit vulnerabilities by targeting specific IP addresses. To address this issue,
various security techniques have been proposed, including address shuffling. Address shuffling
is a security technique that involves randomly changing the IP address of an IoT device
periodically, making it difficult for hackers to target the device. However, manually changing
IP addresses can be cumbersome, especially when dealing with several IoT devices.

We propose an Al-based address shuffling technique for IoT security. Our approach involves
using machine learning algorithms to predict the best time to change the IP address of an [oT
device based on various parameters such as accuracy, precision, throughput &time taken or
speed to shuffle the IP address. We show that our approach can effectively reduce the risk of
address-based attacks in [oT networks, while minimizing the impact on device performance
and usability. Our experiments demonstrate that our approach outperforms existing techniques
and can provide a more secure and efficient IoT environment.

Keywords: — loT Security, I[P Address Shuffling, Artificial Intelligence, IDS

INTRODUCTION

The emergence of the [oT has significantly changed how we engage with technology in our
daily lives[1], [2]. Author presented a survey on smart homes and wearable devices to industrial
automation and smart cities, & explained that IoT has opened up a world of possibilities[3].
However, with the increasing adoption of IoT devices, security concerns have also escalated[2],
[4]-[8]. IoT devices are susceptible to threats because of their networked nature, which can
have severe consequences ranging from data theft to physical harm[4].

Due to the unpredictability of node mobility, network topologies can change frequently. The
IP addressing protocol assigns a unique network address to a network node that is not
configured, allowing it to communicate with other network nodes via multi-hop wireless
links[9]. The evaluation of IP address shuffling technique for IoT security has been carried out
by several researchers in different IoT environments. The evaluation includes the effectiveness
of the technique in mitigating different types of attacks, the impact on network performance,
and the scalability of the approach.
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Effectiveness in Mitigating Attacks:

Studies have shown that IP address host shuffling is a tool created for endpoint security
protection & is an effective technique in mitigating various security threats, including IP
address-based attacks, eavesdropping attacks, and denial-of-service (DoS) attacks[10]. The
dynamic [P address shuffling mechanism periodically changes the IP addresses of loT devices,
making it difficult for attackers to locate them. The approach also helps to prevent attacks that
rely on the knowledge of the IP address of the target device, such as IP address spoofing attacks.
Consequently, IP address reconfiguration can improve IoT device safeguards by lowering the
possibility of effective attacks.

Impact on Network Performance:

The impact of IP address shuffling on network performance depends on the frequency of IP
address changes and the size of the loT network. Studies have shown that frequent IP address
changes may increase network traffic and delay, which can affect the performance of IoT
applications. Therefore, an optimal interval for [P address changes should be determined based
on the network size and the security requirements of the IoT environment. However, the impact
of IP address shuffling on network performance can be minimized by implementing an efficient
IP address management system that ensures seamless [P address switching.

The scalability of IP address shuffling depends on the complexity of the [oT network and the
availability of resources. Studies have shown that IP address shuffling can be applied to large-
scale IoT networks without significant performance degradation. The approach can also be
easily integrated into existing [oT security frameworks, making it a scalable solution for
enhancing loT security.

Ad hoc network configurations are vulnerable to attack because there is no first line of defence
other than the standard IEEE802.11authentication. A viable defence against attacks on these
ad hoc networks is the installation of intrusion detection systems (IDS) either at the network's
edge or at the node level. Because the IDS, alerts the network administrator to any suspicious
behaviour it detects, the administrator can take measures to protect sensitive information and
prevent further assaults. The datasets or network traffic to be monitored must be carefully
chosen if an IDS is to be built successfully in a wireless setting[11].

One of the primary security concerns in [oT networks is address-based attacks[12], [13]. In an
address-based attack, a hacker targets a specific [P address to gain unauthorized access to an
IoT device. Address-based attacks can be devastating for IoT networks as they can allow
hackers to take control of devices, steal data, or launch further attacks[14]. Address shuffling
is a security technique that involves changing the IP address of an IoT device periodically to
reduce the risk of address-based attacks. However, manually changing IP addresses can be
challenging, especially when dealing with a large number of loT devices.

In recent years, artificial intelligence (AI) has proven to be an effective method for dealing
with [oT network security issues[14]. Al-developed algorithms can trawl through terabytes of
data to look for patterns that people might overlook[15]. Anomalies in network traffic can be
detected by ML algorithms, which can then be used to pinpoint possible security issues and
implement preventative measures[16]. Address shuffling can also be automated with Al,
making it more convenient to use and administer in [oT networks. .
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Address shuffling using Al involves using ML algorithms to predict the best time to change
the IP address of an IoT device based on various parameters such as device usage, network
traffic, and historical attack patterns. The Al system can analyze the behavior of IoT devices
and detect patterns that may indicate a potential attack[15]. For example, if an IoT device
suddenly starts sending large amounts of data to an unknown IP address, it may indicate a data
breach. The Al system can then trigger an address shuffle to mitigate the risk of an attack.
Another advantage of using Al for address shuffling is that it can minimize the impact on device
performance and usability. Manual address shuffling can cause downtime and disrupt the
normal operation of IoT devices, leading to user frustration and decreased productivity[11].
However, Al algorithms can schedule address shuffles during periods of low device usage or
when devices are idle, minimizing the impact on device performance and usability.
Furthermore, Al-based address shuffling can adapt to changing network conditions and attack
patterns. As hackers develop new attack strategies, Al algorithms can learn and adapt to new
threats, ensuring that loT networks remain secure. Additionally, Al algorithms can monitor the
effectiveness of address shuffling and make adjustments as needed to optimize security and
minimize disruption to device operation.

LITERATURE REVIEW & ANALYSIS

IP address shuffling in network layer is an adaptable method of surveillance defence that
routinely reconfigures the links between devices and IP and transport layer (protocol and port)
addresses.

Devices in the Block IoT network are associated with the internet and can exchange data with
one another using their respective IP addresses. To make it more difficult for attackers to
identify and target individual IoT devices, IP address shuftling is a security method that
randomly changes the [P addresses of those devices across a network[16]. This technique can
also prevent attacks such as DDoS assaults, which saturate a network with requests and cause
it to crash[17]

The authors propose a gatekeeper mechanism, which shares address mapping information with
the registration server while also making it possible for the genuine IP addresses of [oTs within
local subnetworks to remain hidden from the outside world. The registration server has access
to information on worldwide address mapping, whereas the gatekeeper is in charge of local [oT
device mapping and delivers data needed for security management. When connecting two [oTs
that are separated by a gatekeeper, the gatekeeper plays a crucial role in establishing a secure
session from beginning to end[18].

Obtaining a routable address is possible for nodes in mobile ad hoc networks through dynamic
address assignment without any prior configuration, providing a mechanism for dynamic
network membership and enabling them to interact with one another in the absence of a
centralised infrastructure. The authors proposed a new method of assigning addresses that is
both efficient and time-saving[19].

The literature review was conducted using the "loT security," "IP address shuffling," and "AL"
The search was performed on multiple databases & focused on IoT security using IP address
shuffling using Al. The exclusion criteria were studies that did not meet the inclusion criteria
or studies.
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IP Address Shuffling

Network-level MTDs, such as time-varying topology, are thought to be viable in embedded
systems, whereas host- and application-level MTDs are challenging to implement[20]. An
illustration of a network-level MTD is the periodic coordinated shifting of IPv6 and IPv4
network addresses for the devices.

To enhance attacker cost, the address mutation is designed to maintain the new IP address
selection as random as feasible[21]. Several studies have proposed IP address shuffling as a
technique to enhance loT security. IP address shuffling involves periodically changing the IP
address of IoT devices to prevent attackers from identifying and targeting vulnerable devices.
The authors showed that their technique improved the security of the IoT network by reducing
the success rate of attacks. Moving Target Defense (MTD) was put forth as a brand-new,
ground-breaking technology to change the asymmetrical relationship between attacks and
defences. It also provided a brief overview of the research accomplishments of network address
shuffling in accordance with two patterns that the authors had previously identified.

The concept of [P address randomization to defend against port-scanning attacks was discussed
& demonstrated that IP address randomization could effectively protect clients from attacks by
making it difficult for attackers to track down the device's location. Together with the capability
to scan any range of IP addresses using whatever ports, port scanning detection may
significantly limit the losses brought on by viruses[22].

By keeping an eye on the activity of the opposition and adaptably rearranging the addresses of
network hosts, the study described a revolutionary proactive adaptive defensive strategy that
introduces dynamism into static systems. The ability to easily remove network hosts from
dangerous network ranges and addresses allows for this flexibility[23].

The network is exposed to a huge number of virtual decoy nodes, each of which is given a real
IP address and outfitted with condensed versions of common protocols to be taken as a
functioning system. The rate at which the real node is found and attacked is decreased using
decoy-based MTD. The addresses of all the real and fake nodes are then periodically updated
and randomly dispersed[24].

In another research, author proposed a technique that utilizes IP address shuffling to protect
IoT devices from network-level attacks[25]. Their results showed that IP address shuffling
could significantly reduce the success rate of attacks.

The success rate of network-level assaults was dramatically decreased by frequent IP address
shuffling, according to a recent study that assessed the effectiveness of [P address shuffling for
IoT security and measured the impact of various shuffling rates on security [27].

An IP address swap can reduce the network-wide impact of a dynamic cyber defence approach
from an SDN perspective[20][26].

An attacker cannot determine the origin or destination of a specific communication because the
identifying characteristics of IoT nodes are dynamic [29]. This is because the IP address
patterns are continually shifting and seem random to an outsider. Because packets carrying
information produced by a particular node cannot be linked, the system offers additional
security advantages, is relatively easy to install, and doesn't require any changes to the present
networking architecture.

By using a pseudorandom permutation algorithm to shuffle the IP addresses of IoT devices in
a network, a secure and lightweight IP shuffling scheme for [oT networks was created, which
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not only increased the security of the IoT network but also decreased the overhead associated
with IP address shuffling WNG [30].

In terms of security and communication overhead, a lightweight IP shuffling technique that
employs the Hash function beats conventional [P shuffling strategies[27].

The security of the IoT network was enhanced while retaining a minimal communication
overhead using a dynamic IP address shuffling approach that shuffles IP addresses based on
the amount of traffic in a network.

In terms of communication overhead and security, an effective IP shuffling strategy that
employs a Bloom filter to shuffle IP addresses in a network performs better than existing IP
shuffling systems [28].

By advocating a method for continually switching IP addresses at certain intervals, the authors
looked at how successful IP address shuffling is at boosting IoT security. According to the
study, IP address rerouting increases IoT device security by making it more challenging for
attackers to locate the devices.

Another research suggested a security architecture that makes use of dynamic IP address
shuffling, which changes IoT devices' IP addresses on a regular basis, to improve the security
of those devices. According to the study, the suggested security architecture may successfully
counteract numerous security risks, such as IP address-based assaults.

There is a way for leveraging IP address shuffles to improve the security of loT devices by
combining them with encryption and decryption methods to make it difficult for hackers to
access them[29].

The general-sum game-based cyber-attack and defensive competition for 10T in real-time, as
well as the realistic scaling of the current IoT-enabled MTD and decoy ideas and increase the
efficacy of these approaches in IoT settings, were taken into consideration while developing
the IToDM model[30].

The study also suggested an [P address shuffling based safety feature to enhance IoT systems
protection in a fog computing environment and found that the mechanism effectively mitigated
different security risks, including IP address-based assaults.

Using 02 Byte addresses, a unique approach for altering IP and MAC addresses called AShA
with HMAC for connections with even about 2000 terminals, do a worldwide collision-free IP
regeneration.. It is also easy to construct and has little network overhead[16].The authors
employed a dynamic IP address shuffling mechanism that periodically changes the IP addresses
of IoT devices in a network. The study revealed that the proposed security framework can
effectively mitigate various security threats, including IP address-based attacks and
eavesdropping attacks.

The author used network address shuffling to solve the serious trust and security issues that
Wireless Sensor Networks (WSN) are currently facing. They also took into account the effects
of network address shuffling control, network autoimmunity control, and defence cost. This
solution was then formulated as a stochastic cost optimisation problem. Lyapunov optimisation
theory is used to increase its generality[31]. The suggested technique efficiently reduces a
variety of security risks, including IP address-based attacks, in a WSN environment by utilising
a dynamic IP address shuftling mechanism that routinely alters the IP addresses of IoT devices.
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Al for IP Address Shuffling

To improve IP address shuftle, the study suggested utilising Al algorithms that can both
monitor the activity of [oT devices and create new IP addresses depending on the network's
present configuration. An Al-based IP address shuffle method that reduced the likelihood of
successful assaults while using a recurrent neural network to create new IP addresses [25].
When it comes to identifying human actions, automated feature engines for CNNs and LSTMs
outperform models trained with statistical machine learning approaches [25]. Results have
demonstrated that a hybrid model that includes CNN and LSTM performs better than
conventional machine learning techniques for the diagnosis of Parkinson's disease. The
extraction of geographical and temporal components from network traffic data using a hybrid
network made up of CNN & LSTM paves the way for improved intrusion detection
systems[19].

By comparing it to other studies for models trained on an oversampled ECG database and
verified on an independent test dataset, the efficacy of the hybrid CNN/LSTM model was
examined[32].

The hybrid model's outcomes are superior in every way to those of cutting-edge methods.

In a different study, author explored the effectiveness of Random Forest technique for credit
card fraud detection. Their results showed that the Random Forest classifier outperformed other
ML techniques in terms of accuracy, sensitivity, and specificity.

Random Forest classifier demonstrated more accuracy than conventional machine learning
algorithms when used to diagnose breast cancer[26].

Deep learning models surpassed the Random Forest classifier in terms of accuracy and
sensitivity, according to research using deep learning classifiers to diagnose diabetic
retinopathy[26][10].

EXPEERIMENTAL SETUP

Simulation of IoT nodes is done in COOJA. This helps to test and evaluate the performance of
IoT applications and protocols before deploying them in real-world scenarios. COOJA is a
popular network simulator used to simulate wireless sensor networks. Contiki/Cooja simulator
tool provides a convenient environment for researchers to experiment with different network
topologies, protocols, and security mechanisms. In this context, researchers can use Cooja to
evaluate the effectiveness of IP address shuffling in increasing network resilience. To conduct
an [P address shuffling experiment in Cooja, the following steps have been followed:

Journal of Data Acquisition and Processing Vol. 38 (2) 2023 4649



ADDRESS SHUFFLING AI TECHNIQUES FOR IOT SECURITY USING RASPBERRY PI

Creating a Simulation Topology

Defining the IP Address Shuffling Algorithms

Implementing IP Address Shuffling Algorithms
Using Script Writing

A

Simulation Run

v

/Result F,valuation/

Figure 1: Flowchart for Simulations of Nodes
The first step is to create a simulation topology using this simulator. The topology includes a
set of sensor nodes and a base station. The nodes are configured to use a specific IP address
range.
The next step is to define the IP address shuffling algorithm that will be used in the experiment.
The algorithm specifies how often the IP addresses of the nodes will be changed and how the
new addresses will be generated.
IP address shuffling algorithm is implemented in this simulation. This is by writing a script or
a plugin that periodically changes the IP addresses of the nodes according to the algorithm.
During the simulation, the nodes are periodically changing their IP addresses, making it
difficult for an attacker to track them. Finally, the results of the IP address shuffling experiment

are evaluated by analysing the network resilience against attacks. This is done by measuring
the network performance in terms of Observed accuracy, precision, and throughput, as well as
by analysing the time taken or speed of address shuffling by different techniques to avoid
network vulnerability to specific attacks.

Study Parameters Details

OS / Simulator: - ContikiNG / Cooja

Routing Based Protocol: -  IPv6 Based RPL

Cooja Radio Propagation Model: - UDGM with Distance Loss

Operational Frequency of Carrier: - 2.50 Gigahertz

Transmission Distance Transmission range: 50 meters, with Interference Range: 100
meters

Density of the Testing Nodes: -Dynamic: -5 to 20 (root is excluded)

Topology: - DODAG Tree

Measurement Between Adjacent Nodes Random placements & topology: <50 m

Routing Protocol in Network Layer: ContikiRPL

RESULTS & DISCUSSION

To conduct this experiment, we used a Raspberry Pi 4B as an [oT gadget, running on Raspbian
OS, using various Al libraries, including TensorFlow, Keras. We used three Al techniques for
IP address shuffling: Random Forest( RF), convolutional neural network (CNN),& Long Short-
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Term Memory ( LSTM) techniques. We used a dataset of Fifteen Hundred IP addresses and
their corresponding labels (legitimate or malicious) to train the models. We split the dataset
into 60% for training of sample, 20% for validation, and 20% for testing.

Raw Data from
Kaggle

Pre-processing to Reduce the

Raw Data to Suitable Format
& to Scale the Features

Generator To(Train Training of

Training Model Auto Encoder

Trained Trained
L 2

Classifier Training & Prediction of Al Based
03 Models
* RF Model
*LSTM Prediction
* CNN

Figure 2: Al-based predictive model
The results of the experiment showed that all three Al techniques were effective in generating
new IP addresses for the Raspberry Pi IoT device.

The Random Forest technique achieved the highest efficiency, with an accuracy of 94%, a
precision of 93%, and a recall of 95%. The CNN technique achieved an accuracy of 91%, a
precision of 91%, and a recall of 92%. The LSTM technique achieved an accuracy of 89%, a
precision of 90%, and a recall of 88%.
The precision and accuracy of a model can be computed by using confusion matrix. The
parameters of a confusion matrix are shown in Tablel & by using these selections, we
characterise the effectiveness of a classifier on a dataset with known labels. Because of the
binary nature of intrusion (assault) detection, we can calculate the following based on system
outcomes:

o True Positive (TPS) sense: An assault occurred and was correctly predicted.

o False Positive (FPS) sense: An assault did not occur, but it was predicted.

o True Negative (TNS) sense: An assault did not occur, but it was correctly predicted.

o False Negative (FNS) sense: An assault did occur, but it was not predicted.

Table 1: Confusion Matrix

Forecast: Assault | Expected:
Will Happen Ordinary

Instance

Reality: Assault

Happened TPS FNS

Actual: Ordinary | FPS TNS

Equation (1) defines the formula for finding the value of Accuracy Evaluation (AE), based on
the selections.

TPS+TNS
AE = (1)
TPS + TNS + FPS + FNS
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The model's false-positive rate can be assessed based on its accuracy. It demonstrates how well
an ML model can detect intrusions,

PE= —=— ®)

In contrast to accuracy, which considers only positive classifications (such as the detection of
assaults), precision focuses solely on positive classifications.

In terms of throughput, the RF technique was the fastest, generating new IP addresses at a rate
of 500 addresses per second. The CNN technique generated new IP addresses at a rate of 200
addresses per second, while the LSTM technique generated new IP addresses at a rate of 100
addresses per second.

The time taken to generate new IP addresses varied for each Al technique. The RF technique
took an average of 1.5 seconds to generate one thousand new IP addresses, the CNN technique
took an average of 5 seconds, and the LSTM technique took an average of 10 seconds.

The results of the experiment show that all three Al techniques were effective in generating
new IP addresses for the Raspberry Pi IoT device. The RF technique was the most efficient in
terms of accuracy and throughput, generating new IP addresses per second. However, the CNN
and LSTM techniques were also effective, achieving accuracies of 91% and 89%, respectively.
In terms of time taken to generate new IP addresses, the Random Forest technique was the
fastest, taking an average of 1.5 seconds to generate 1,000 new IP addresses. The CNN and
LSTM techniques took longer, with the CNN technique taking an average of 5 seconds and the
LSTM technique taking an average of 10 seconds. The results are put in Table 2 below for
ready reference.

Table 2. Performance of different methods

Performance Evaluation of Different ML Methods
In\;ie;t]i & ggizzss giielgfs Recall Throu Time
Methods % % ghput | Taken
LSTM 89 90 88 100 10
CNN 91 91 92 200 5
RF 94 93 95 500 1.5
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Performance Analysis of AT based ML
[echniques for Address Shuffling

o
=

500

) I
= =

Performance %
NG
=3

1 TERR FURN 1L
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Figure 3: Performance analysis & comparisons

CONCLUSIONS

The evaluation of IP address shuffling technique for IoT security has shown that it is an
effective approach for mitigating various security threats. The approach helps to prevent IP
address-based attacks and enhances the security of loT devices. However, the impact on
network performance and scalability should be considered when implementing the technique
in large-scale IoT networks. Overall, IP address shuffling should be considered as a viable
security mechanism for enhancing the security of [oT devices.

In order to provide security against present and upcoming attacks, predictability-oriented
defence against adaptive adversaries integrates mechanism and machine learning. Our
investigation has highlighted the efficiency of Al-based address shuffling for loT security &
involves using ML algorithms to predict the best time to change the IP address of an [oT device
based on various parameters such as device usage, network traffic, and historical attack
patterns. In IP address shuffling through various Al techniques is an effective approach for
enhancing loT security. The results of the experiment show that all three Al techniques were
effective in generating new IP addresses for the Raspberry Pi [oT device. The RF technique
was the most efficient in terms of accuracy and throughput, while the CNN and LSTM
techniques were also effective. However, the CNN and LSTM techniques took longer to
generate new IP addresses compared to the RF technique. Therefore, loT developers and
security professionals should consider the efficiency, throughput, and time taken, when
selecting an Al technique for IP address shuffling in their IoT deployments. The struggle
between assaults and defences is vital since, for the defender, the speediness is affected by the
frequency of shuffling. If the attacker is swift enough and the shuffle frequency is too low, the
defence cannot successfully lower the attack success rate.

On the other side, while a high level of security may be provided, the system's performance
and service availability would suffer if the shuffling frequency was too high. Thus, it is crucial
to establish the appropriate shuffling frequency.

Nevertheless, in order to provide active protection while preserving mission continuity and
system operation, the shuffle needs to be monitored and managed by the administrator.
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