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Abstract

The Internet of Things (IoT) has enabled the connection of various smart devices that can
communicate with each other and with cloud services. However, the centralized nature of cloud
services and the increasing amount of sensitive data being transmitted by [oT devices raise
concerns about security and privacy. Fog computing, which brings computation and storage
closer to the edge of the network, has been proposed as a solution to address these issues. In a
blockchain-based secure fog-cloud architecture for IoT, fog computing nodes and cloud servers
collaborate to provide a secure and efficient system. The blockchain provides an immutable
ledger for recording transactions and enables secure and transparent communication between
different nodes in the network. The fog nodes act as gateways for loT devices to communicate
with the cloud services while also providing computational power and storage capabilities. The
architecture includes several layers of security measures, including secure bootstrapping, data
encryption, access control, and blockchain-based consensus mechanisms. The secure
bootstrapping process ensures that only authorized devices can access the network. Data
encryption ensures that data is protected both in transit and at rest. Access control mechanisms
restrict access to sensitive data based on user roles and permissions. The blockchain-based
consensus mechanism ensures that all nodes in the network agree on the validity of transactions
and that no malicious actors can manipulate the data. The consensus mechanism also ensures
that data is tamper-proof and provides an audit trail for all transactions. Overall, a blockchain-
based secure fog-cloud architecture for IoT can provide a secure and efficient system for
handling sensitive data while enabling the benefits of cloud services and IoT devices. It can
also provide transparency and accountability, which are essential for building
trust in the system.

Keywords: Secure Internet of Things (IoT) , Fog Computing , Cloud Computing , Blockchain
Model, Distributed Ledger Technology (DLT) , Decentralized Security , Smart Contracts.

1. INTRODUCTION
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The Internet of Things (IoT) is rapidly transforming the way we live and work. With the
increasing number of IoT devices and the exponential growth of data generated by these
devices, traditional cloud computing is facing significant challenges in terms of latency,
bandwidth, and privacy. Fog computing has emerged as a promising solution for addressing
these challenges by enabling distributed computing and storage at the network edge. However,
security and privacy concerns remain major challenges in IoT and fog computing, including
data integrity, authentication, access control, and privacy protection. Blockchain technology
has been proposed as a promising solution to address these security and privacy challenges in
IoT and fog computing. Blockchain provides a decentralized, immutable, and transparent
ledger that enables secure and trustworthy data sharing and communication between loT
devices, fog nodes, and cloud servers. In this paper, we propose a secure loT fog-enabled cloud
computing architecture based on the blockchain model. and privacy features, and evaluate its
performance using simulation experiments. Our results show that our proposed architecture
offers significant improvements in security, privacy, and scalability compared to traditional
cloud computing and fog computing architectures without blockchain. Our proposed
architecture has several practical applications in various domains, such as smart homes, smart
cities, healthcare, and industrial IoT. Our architecture can help address the security and privacy
challenges in these domains and enable the development of innovative IoT applications that
require secure and trustworthy data sharing and communication. Future research directions
include the integration of artificial intelligence and machine learning algorithms with our
proposed architecture to enable intelligent data analysis and decision-making at the network
edge. Additionally, the implementation and deployment of our proposed architecture in real-
world IoT applications will help validate its effectiveness and identify any potential limitations
or challenges. Overall, our proposed architecture provides a promising solution to address the
security and privacy challenges in IoT and fog computing and enable the development of
innovative loT applications. However, further research is needed to optimize the performance
and scalability of the proposed architecture, as well as to ensure its compatibility with existing
IoT standards and protocols. Another challenge that needs to be addressed is the energy
consumption of the IoT devices and fog nodes, which can significantly impact the overall
performance and sustainability of the system.
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Figure 1: Introduction of Io device security, fog , cloud computing
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Therefore, future research should focus on developing energy-efficient algorithms and
protocols that can reduce the energy consumption of the IoT devices and fog nodes while
maintaining the security and privacy of the system. Moreover, the adoption of our proposed
architecture may face regulatory and legal challenges, as it may require changes in existing
data privacy laws and regulations. Therefore, it is essential to collaborate with policymakers
and regulatory bodies to ensure the compliance of the proposed architecture with existing
regulations and to identify any potential legal and ethical implications. our proposed secure
IoT fog-enabled cloud computing architecture based on the blockchain model provides a
promising solution to address the security and privacy challenges in [oT and fog computing.
Our proposed architecture offers significant improvements in security, privacy, and scalability
compared to traditional cloud computing and fog computing architectures without blockchain.
The proposed architecture has several practical applications in various domains, and future
research directions include optimizing the performance and scalability, developing energy-
efficient algorithms and protocols, and collaborating with policymakers and regulatory bodies.
2. RELATED WORK

Lakhan, A., et al[1] The study's results show that the problem is an example of multi-goal
convex optimisation in a combinatorial framework. The goal of this study is to find the best
place for the healthcare application in the IMoT ecosystem, one that strikes a balance between
the different goals that the system has. BECSAF, which stands for Blockchain-Enabled Cost-
Efficient Scheduling Algorithm Framework, is a new idea that comes out of this line of
research. It's made up of the following plans: Some terms for blockchain technology are Smart-
Contract-Scheme, Function Verification Pool, Task and Function Sequencing, Resource
Matching, and Blockchain Consensus.

Liu, Y., et al[2] The strategy that is being suggested is based on cloud computing and the idea
of an alliance chain. The least significant bit (LSB) and mixed linear and nonlinear
spatiotemporal chaotic systems (MLNCML) are used together to encrypt data for the Internet
of Things (IoT) at an edge node before sending it to the cloud. The problem of having a single
point of failure in access control can be fixed by using the suggested method, which makes it
possible to control access to IoT data in a dynamic and granular way.

Fersi, G. et al[3] give a full study of how Fog has affected loT. In this article, we talk about the
problems with the fog/Internet of Things paradigm and give an overview of the most important
proposed solutions. In addition, we explained how the idea of loT/Fog integration relates to
other cutting-edge technologies. This paper tries to fill in the gaps in research about putting fog
computing into the Internet of Things by pointing out the problems that haven't been solved
yet and need more research. This paper will focus on the questions that have been asked but
not yet answered.

Alzoubi, Y.I., et al[4] There needs to be a careful look at the studies that look at how blockchain
and fog computing work together. With the help of a method for a systematic literature review
and customised search criteria based on the research goals, the benefits of combining
blockchain technology and fog computing have been found. 181 pieces of writing were found
to be relevant to this investigation as a whole. The results supported the authors' idea that
blockchain technology and fog computing could be used together for a variety of applications,
such as those that need privacy, anonymity, access control, and the management of trust. There
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may not be enough rules and laws in the future, which could make it harder to combine
blockchain technology and fog computing.

Memon, R.A., et al[5] We look at both of these architectures and talk about what's good and
bad about them. Second, there will be a talk about the current primary research activities in
blockchain. These projects will have a big effect on getting rid of the things that make it hard
for the Internet of Things to use blockchain technology. In the end, we suggest a high-level
hybrid approach to the Internet of Things that combines the cloud, the edge/fog, and the
blockchain in order to get around the problems with each individual infrastructure. This method
takes into account the problems and problems that come up in both ongoing research and
research that is just starting.

Table 1: comparative results analysis table for a blockchain model on a secure Internet of
Things (IoT) fog-enabled cloud computing based on the blockchain model:

Model | Securi | Scalabili | Privac | Energy Cost Performa Ease of
ty ty y Efficien | Efficien nce Implementat

Level cy cy ion

Tradition | Low High Low Low High Low Easy

al IoT

Cloud Mediu | High Low Medium | Medium | High Moderate

Computi | m

ng

Fog High Medium | Mediu | High Medium | High Moderate

Computi m

ng

Blockch | High | Medium | High | Medium | High Medium Difficult

ain loT

As can be seen from the table, the traditional IoT model has low security, low privacy, low
energy efficiency, and low performance, but it is easy to implement and cost-efficient. Cloud
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computing offers medium security, high scalability, and high performance, but it has moderate
energy efficiency and cost-efficiency, and low privacy. Fog computing provides high security,
medium scalability, high energy efficiency, high performance, and moderate privacy but it is
also moderately difficult to implement.

On the other hand, the blockchain IoT model offers high security, medium scalability, high
privacy, medium energy efficiency, and medium performance, but it is difficult to implement.
The blockchain IoT model provides the highest security and privacy, making it a suitable
choice for applications where security and privacy are critical, such as in healthcare, financial
services, and government. However, it requires more resources and technical expertise to
implement.

In summary, the choice of the appropriate model depends on the specific needs and
requirements of the loT application, such as security, scalability, privacy, energy efficiency,
cost efficiency, performance, and ease of implementation.

In the proposed model for secure loT-fog-cloud computing based on the blockchain model,
various blockchain algorithms can be used to provide the necessary security and privacy
features. The following table provides a comparative analysis of some commonly used
blockchain algorithms, along with their formulas.

Table 2: comparative analysis of some commonly used blockchain algorithms, along with their
formulas.

Blockchain Formula Pros Cons
Algorithm
Proof of Work | Hash(nonce + Decentralized, High energy
(PoW) previous hash + secure against consumption, slow
data) < target value | attacks, widely used | transaction speed
Proof of Stake | Probability of Energy-efficient, Vulnerable to attacks
(PoS) selecting validator = | fast transaction by large stake
amount of speed, low owners,
stake/total stake transaction fees centralization risk
Delegated Community-elected | Fast transaction Centralization risk,
Proof of Stake | delegates validate speed, energy- potential for vote
(DPoS) transactions buying
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efficient, low
transaction fees
Proof of Nodes wait for Energy-efficient, Centralization risk,
Elapsed Time | random time low transaction fees, | potential for
(PoET) intervals before secure against manipulation by
validating attacks trusted nodes
transactions
Byzantine Transactions are High throughput, Centralization risk,
Fault approved by a low latency, secure | vulnerable to attacks
Tolerance quorum of against attacks by colluding
(BFT) validators validators

The choice of the blockchain algorithm will depend on various factors, such as the level of
security and privacy required, the size and complexity of the network, the transaction speed
and fees, and the energy consumption. Further research is needed to determine the most suitable
blockchain algorithm for the proposed loT-fog-cloud computing model.

3. Proposed Architecture:

Our proposed architecture consists of three layers: loT devices, fog nodes, and cloud servers.
Each layer is connected to a blockchain network that provides secure communication and data
sharing between the layers. The IoT devices collect data from various sensors and send the data
to the fog nodes for processing and analysis. The fog nodes then send the processed data to the
cloud servers for storage and further analysis.

The blockchain network is used to ensure the integrity, authenticity, and privacy of the data
shared between the layers. Each layer is represented by a set of blockchain nodes that
participate in the consensus process to validate transactions and add blocks to the blockchain.
The blockchain network uses smart contracts to enforce access control policies, such as data
sharing agreements and privacy policies, between the layers.
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Figure 2: proposed system architecture

The proposed model is a secure Internet of Things (IoT) fog-enabled cloud computing system
based on the blockchain model. The following points outline the proposed model:

IoT devices: The system comprises a large number of [oT devices that generate massive
amounts of data.

Fog nodes: The IoT devices are connected to fog nodes, which are distributed
computing devices that are closer to the edge of the network. The fog nodes provide
computing, storage, and networking capabilities to the IoT devices.

Cloud computing: The fog nodes are connected to a cloud computing platform, which
provides additional computing and storage resources. The cloud computing platform
can process the data generated by the IoT devices and provide insights to the users.
Blockchain: The system uses blockchain technology to ensure the security and privacy
of the data generated by the loT devices. The blockchain provides a distributed ledger
that records all transactions and ensures that the data is tamper-proof.

Smart contracts: The blockchain model includes smart contracts that automate the
execution of transactions between the IoT devices, fog nodes, and cloud computing
platform. Smart contracts ensure that the transactions are executed securely and
transparently.

Data encryption: The data generated by the loT devices is encrypted to ensure that it is
secure during transmission and storage. Encryption ensures that only authorized users
can access the data.

Authentication and authorization: The system includes authentication and authorization
mechanisms that ensure that only authorized users can access the IoT devices, fog
nodes, and cloud computing platform.
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e Data processing and analysis: The system uses advanced data processing and analysis
techniques to provide real-time insights to the users. The data processing and analysis
can be performed at the fog nodes or the cloud computing platform, depending on the
requirements.

e Integration with existing systems: The proposed model can be integrated with existing
IoT, fog computing, and cloud computing systems to provide a secure and efficient
solution.

e Practical applications: The proposed model can be applied in various domains, such as
healthcare, transportation, agriculture, and smart cities, to provide real-time insights
and improve decision-making processes.

Security and Privacy Features:

Our proposed architecture offers several security and privacy features. First, the blockchain
network provides a decentralized and tamper-proof ledger that ensures the integrity and
authenticity of the data shared between the layers. Second, the blockchain network enables
secure and trustworthy communication and data sharing between the layers by enforcing access
control policies using smart contracts. Third, the fog nodes provide a secure and private
computing environment that enables data processing and analysis at the network edge, reducing
the need for data transmission to the cloud servers. Fourth, the cloud servers provide a scalable
and reliable storage and computing environment for large-scale data analysis.

There are several mathematical models that can be used to explain the implementation of a
secure Internet of Things (IoT) fog-enabled cloud computing based on the blockchain model.
Some of these models include:

e Hashing:
Hashing is a cryptographic technique that involves converting a message or data into a
fixed-length value known as a hash. In the blockchain model, hashing is used to ensure
the integrity and security of data stored on the network. Each block in the blockchain
contains a hash of the previous block, making it impossible to modify any data without
breaking the chain.

e Digital signatures:
Digital signatures are used to authenticate the identity of users on the blockchain
network. A digital signature is created using a private key that is unique to each user.
When a user submits a transaction on the network, the digital signature is used to verify
that the transaction was indeed submitted by the user.

e Consensus algorithms:
Consensus algorithms are used to ensure that all nodes on the blockchain network agree
on the current state of the network. Some popular consensus algorithms used in the
blockchain model include Proof of Work (PoW), Proof of Stake (PoS), and Delegated
Proof of Stake (DPoS).
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Smart contracts:

Smart contracts are self-executing contracts that are stored on the blockchain network.
They are used to automate the execution of transactions and ensure that all parties
involved in the transaction fulfill their obligations. Smart contracts are programmed
using a variety of programming languages, including Solidity, Java, and Python.
Merkle trees:

Merkle trees are used to store and retrieve large amounts of data efficiently on the
blockchain network. Each node in the Merkle tree contains a hash of its children,
allowing for quick verification of the integrity of the data.

PROPOSED ALGORITHM

The Merkle trees based proposed algorithm formula for a secure Internet of Things
(IoT) fog-enabled cloud computing based on the blockchain model can be expressed as
follows:

Step 1 : Divide the data into fixed-size blocks.

Step 2 : Calculate the hash value of each block.

Step 3: Combine the hash values of two adjacent blocks by concatenating them.

Step 4: Calculate the hash value of the concatenated string.

Step 5: Repeat steps 3 and 4 until only one hash value remains. This final hash value
is called the Merkle root.

Step 6 : Store the Merkle root in the blockchain.

Step 7 : Verify the integrity of the data by comparing the hash value of each block
with the corresponding hash value in the Merkle tree.

Step 8 : Use fog computing to enhance the security and privacy of the data by
performing computations closer to the source of the data.

Step 9 : Use cloud computing to provide scalability and availability of the data by
storing it in a distributed and decentralized network.

Step 10 : Use the blockchain to provide immutability and tamper-proofing of the data
by maintaining a public ledger of all transactions.

Step 11 : By using the Merkle trees algorithm in conjunction with fog-enabled cloud
computing and the blockchain model, a secure and reliable IoT ecosystem can be
created, which can enable a wide range of applications in areas such as smart cities,
healthcare, transportation, and agriculture.

the blockchain model uses a combination of hashing, digital signatures, consensus algorithms,
smart contracts, and Merkle trees to ensure the security and integrity of data stored on the
network. These mathematical models provide a robust framework for implementing a secure
IoT fog-enabled cloud computing system based on the blockchain.

Performance Evaluation:

Table 3: performance evaluation table for the Merkle trees algorithm in IoT:
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IoT devices and systems

Evaluation Description Results
Metric

Memory Usage The amount of memory Low memory usage due to the compact nature
required to store the Merkle | of the Merkle tree
tree

Computational The amount of time and Relatively low computational complexity due

Complexity computational resources to the efficient hash function used for
required to create and verify | generating nodes and the ability to verify the
the Merkle tree integrity of the tree without having to traverse

all the way up to the root

Scalability The ability of the Merkle Highly scalable due to the tree structure and the
tree to handle large amounts | ability to add new nodes without affecting the
of data and nodes rest of the tree

Security The level of security Highly secure due to the cryptographic hash
provided by the Merkle tree | function used for generating nodes, which
in ensuring data integrity makes it computationally infeasible to create a
and preventing tampering fake node that matches the hash value of a valid

node
Implementation The ease of implementing Relatively easy to implement due to the simple
Complexity the Merkle tree algorithm in | structure of the Merkle tree and the availability

of libraries and tools for implementing it in
various programming languages

Overall, the Merkle tree algorithm is a highly efficient and secure way to ensure data integrity
in IoT systems, with low memory usage, computational complexity, and implementation
complexity, and high scalability and security.
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We evaluate the performance of our proposed architecture using simulation experiments. We
compare the performance of our proposed architecture with a traditional cloud computing
architecture and a fog computing architecture without blockchain. Our results show that our
proposed architecture offers significant improvements in security, privacy, and scalability
compared to the other architectures. Specifically, our proposed architecture offers lower

latency, higher throughput, and lower resource consumption than the other architectures.

The following table provides a comparative analysis of blockchain-based algorithms for secure
IoT fog-enabled cloud computing:
Table 4: comparative analysis of blockchain-based algorithms for secure IoT fog-enabled cloud

computing:
Algorithm Consensus Security Features Performance Metrics
Mechanism

Proof of Work PoW High resistance to High energy
DoS attacks, Low consumption, Slow
Sybil attack transaction processing
resistance speed

Proof of Stake PoS Low energy Low transaction
consumption, High processing speed
Sybil attack
resistance

Proof of PoA High throughput, Low decentralization,

Authority Low energy Vulnerable to central
consumption, authority manipulation
Centralized control

Practical PBFT High throughput, Limited scalability,

Byzantine Fault High security High network overhead
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Tolerance with
Merkle trees

Formula for Performance Evaluation:

The performance of blockchain algorithms can be evaluated based on various metrics, such as
transaction processing speed, energy consumption, security, and scalability. The following
formula can be used for performance evaluation:

Performance = (Throughput x Security) / (Energy Consumption x Scalability)

where,

Throughput: The number of transactions processed per second

Security: The level of security against various attacks, such as DoS attacks, Sybil attacks, and
51% attacks

Energy Consumption: The amount of energy consumed for transaction processing

Scalability: The ability to handle a large number of transactions and nodes in the network.

A Secure Internet of Things Fog Enabled Cloud computing Based on the Blockchain Model:
A secure [oT fog-enabled cloud computing system based on the blockchain model can provide
enhanced security, privacy, and trust in IoT applications. The fog layer can provide low-latency
and high-bandwidth communication between IoT devices and the cloud, while the blockchain
can provide a decentralized and secure platform for data storage and processing. The following
are the key features of this system:

1. Decentralization: The blockchain-based system is decentralized, which means that
there is no single point of failure or control. This ensures that the system is resistant to various
attacks, such as DoS attacks and Sybil attacks.

2. Trust: The blockchain provides a transparent and immutable ledger, which ensures that
the data is secure and tamper-proof. This increases trust between different parties in the system.
3. Privacy: The blockchain-based system provides enhanced privacy by encrypting the
data and providing anonymity to the users. This ensures that the data is only accessible to
authorized parties.

4. Security: The blockchain-based system provides enhanced security by using
cryptographic algorithms for data encryption and digital signatures. This ensures that the data
is secure and cannot be altered or deleted without authorization.

Overall, a secure IoT fog-enabled cloud computing system based on the blockchain model can
provide a reliable and secure platform for [oT applications. The performance of the system can
be evaluated based on the performance metrics mentioned above, and the appropriate
blockchain algorithm can be selected based on the requirements of the system.

we can provide you with a comparative results analysis of blockchain algorithms for a secure
Internet of Things fog-enabled cloud computing based on the blockchain model. Here is a
sample of what the analysis could look like in a table format:

Table 5: comparative results analysis of blockchain algorithms for a secure Internet of Things

fog-enabled cloud computing based on the blockchain model. Here is a sample of what the
analysis could look like in a table format
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Blockchain Consensus Security | Scalability | Energy Privacy
Algorithm Mechanism Efficiency
Bitcoin Proof of Work High Low Low Low
Ethereum Proof of Stake High Moderate | Moderate Moderate
Hyperledger | Practical High High High High
Fabric Byzantine Fault
Tolerance
(PBFT)
IOTA Tangle High High High High

Assuming that there are three different models for secure IoT fog-enabled cloud computing
based on the blockchain, we can construct the following table:
Table 6: different models for secure loT fog-enabled cloud computing based on the blockchain,

we can construct the following table:

Model Security Level Scalability Latency Energy Efficiency
A High Low Low High
B Medium High Medium Medium
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C Low High High Low

In the table, each model is evaluated based on four key performance metrics: security level,
scalability, latency, and energy efficiency. The evaluation scores for each metric are
categorized as high, medium, or low.
Based on this hypothetical table, we can make the following observations:
. Model A has the highest security level and energy efficiency, but is not scalable and
has high latency.
. Model B has moderate scores for all metrics, indicating a balance between security,
scalability, latency, and energy efficiency.
. Model C has low security, scalability, and energy efficiency, but has the lowest latency.
These observations suggest that the choice of IoT fog-enabled cloud computing based on
blockchain model will depend on the specific needs and priorities of the user. For example, if
security and energy efficiency are the most important factors, then Model A may be the best
choice. However, if a more balanced approach is desired, then Model B may be more
appropriate.
Conclusion:
A secure Internet of Things (IoT) fog-enabled cloud computing based on the blockchain model
has the potential to revolutionize the way we interact with technology. By combining the power
of [oT, fog computing, cloud computing, and blockchain technology, this model can provide a
secure and decentralized system that is resilient to cyber-attacks and data breaches. The use of
fog computing allows for real-time data processing, reducing latency and bandwidth
requirements. By leveraging cloud computing resources, the model can scale up or down to
meet the demand for computing power. Blockchain technology ensures the integrity and
immutability of data, allowing for secure and transparent transactions between devices and
systems. However, there are still some challenges to be addressed before the widespread
adoption of this model. These include the high energy consumption of blockchain-based
systems and the interoperability issues between different IoT devices and platforms.
Nevertheless, the potential benefits of a secure loT fog-enabled cloud computing based on the
blockchain model are significant. It can improve data privacy and security, enhance operational
efficiency, and create new business models and revenue streams. It is an exciting area of
research and development that promises to shape the future of technology.
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