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ABSTRACT-The Recent advancements in digital technology have made it possible for us to share a
massive volume of files over the internet. However, the security and integrity of such crucial files
become the highest concern in the presence of hostile attackers. The security of these files across the
internet is ensured through steganography. Steganography is the art of encoding and embedding secret
data in cover file in such a manner so as not to be suspicious for eavesdropper. The aim of the paper is
to provide security for the communication between two entities. The cover image is preprocessed; Pixel
Value Adjustment (PVA) and Bit Plane Slicing (BPS) are applied to choose the average of four Most
Significant Bits (MSB) of Cover Image (CI). The secret image is preprocessed, BPS techniques is
applied to choose average of four MSB bits and Forward Discrete Curvelet Transformation (FDCT) is
applied on it. The approximation curvelet coefficient i.e., magnitude is embedded in Least Significant
Bit (LSB) of CI to produce stego image (SI). The histogram of SI and CI is measured to verify the
difference between them. The quality result parameters such as Mean Square Error (MSE) and Peak
signal to Noise Ratio (PSNR) are measured, which proves the chance of hidden information being
detected is reduced.

Keywords: steganography, Bit Plane Slicing, curvelet transformation, PSNR, MSE.

1. INTRODUCTION:

The word steganography is originated from two greek words “stegano” means cover and “graphia”
means writing, it is covered writing [1]. Steganography's primary goal is to communicate secret
information [2] in a way that makes it undetectable to unauthorized users [3]. Each and every one need
internet for digital communication [4] and it is challenging to secure [5] the confidential information
[6] over the insecure channel and network [7]. Cryptography protects the information and allows using
it only for the intended beneficiary [8]. The information hiding technique, steganography is introduced
to safeguard the confidential information [9] within the carrier media such as audio, video and image
for various applications. The confidential information is concealed and shared in a secure manner using
steganography [10]. The classification of data hiding techniques such as reversible and irreversible is
introduced. The information is hidden into an image called cover image (CI) and the image in which
confidential information is hidden is called stego-image (SI).

The biometric trait is utilized for the identification of human being. Steganography maintains the
anonymity and privacy of the biometric data. The main challenge of designing the steganography
system is to provide robustness, high embedding data rate and security.
A. Contribution: In this paper, Fast Discrete Curvelet transformation technique based image
steganography using BPS and MSB is proposed.
B. Organization: Section II is Related work; Section III is the proposed steganography technique.
Section IV and section V results analysis and conclusion.

2. RELATED WORK:
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K.S. Seethalakshmi [11] proposed visual cryptography and neural networks. The data is encrypted using
AES algorithm. Neural network and LSB is used to embed. S. Bukhari, M. S. Arif [12] proposed the
information protection in wireless channel. The embedding of the data is achieved using LSB; the image
is divided into blocks whose size is 8*8. R. Das and I. Das [13] presented an enhanced safe data transfer
scheme in smart Internet of Things (IoT) devices such as home server & cloud server. A. Gambhir and
S. Khara [14] proposed the data encryption using RSA algorithm. Using LSB the encrypted data is
hidden inside audio file.R. Indrayani, H. A. Nugroho [15] proposed the Mp3 file as a cover file. The
confidential information is encrypted using AES algorithm and MDS5 hash function. N. Patel and S.
Meena [16] uses space domain steganography . One image is embedded into another image using a key
as a seed pseudo random number. K. Joshi and R. Yadav [17] proposed the encryption of secret message
using Vernam cipher and data is embedded using LSB. The authors used grayscale images.V. Shanna
and Madhusudan [18] proposed the S-DES algorithm to encrypt the secret message to produce an array.
XOR operation is used to embed the data. M. Mukhedkar, P. Powar and P. Gaikwad [19] used blowfish
algorithm to encrypt the image to cipher image. Then the encrypted image is embedded using LSB
technique in the cover image.

Jing-Ming Guo and Thanh Nam Le [20], measured the quality factor of JPEG images by maintaining
quantization tables and performed some permutations along with this scheme to transmit a hidden file.

Kamal deep Joshi and Rajkumar Yadav [21] combined cryptography with steganography by first
encrypting a message using Verna cipher and then embedding it with an image using LSB technique
with shifting.

Seetha Lakshmi et al. [22] implemented neural networks to identify best locations in the host image to
embed the secret data.

Nikhil Patel and Shweta Meena [23] superimposed dynamic cryptography with steganalysis. The LSB
of the picture element is modified with the MSB of it and pixel selection is done using pseudo random
numbers.

May H [24], proposed the combined image steganography with cryptography. Both encryption and
decryption are done using RC4 stream cipher and a hash function along with RGB pixel shuffling are
used for steganalysis.

A.A.A. El-Latif, B. Abd El Atty [25] proposed two quantum image hiding strategies. A steganography
quantum approach is proposed to hide an image in another image file. Secondly, a quantum
watermarking approach is used to hide a water-marked gray image to a carrier image.

Z. Qu, Z. Cheng et al [26] proposed a quantum steganography approach using matrix coding for color
images.

2.1 Curvelet Transformation:

Discrete Wavelet Transformation (DWT) is a tool for complex mathematical analysis, but has
directionality limitations. Traditional wavelets are not suitable for localizing edge regularities. An
anisotropic geometric transform called "ridgelet" was introduced in 1999 by Candes and Donoho [27,
28] for optimal representation of straight-line and surface singularities. However, the real-time
problems/applications rarely exhibit straight line singularities rather than curved lines. To analyze a
curve or a local line, one way is to split the image into numerous blocks and then use the ridgelet
transform. The block based ridgelet transform is called as curvelet transform, which was developed by
Candes and Donoho [29].
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The Curvelet transforms of the first generation have considerable restrictions due to the blocking effect,
since they require subdividing the image into numerous blocks and applying the ridgelet transform to
each block. The geometry of ridgelet is ambiguous, as they are not a legitimate ridge function in digital
images.
To address these issues, a second generation of the curvelet transform, referred as the Fast Discrete
Curvelet Transform (FDCT) was introduced in [30, 31]. This FDCT approach is simple, faster and less
redundant than the first-generation curvelet transform.

UL = Y fE )it t) e (D
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Where c(j, [, k) are obtained curvelet co-efficient at scalej, orientation [ and spacing k. f (t;,t,) is an
input Cartesian array. ¢ ; is a digital curvelet transform also called mother curvelet.

Figurel. Concentric squares tiling into wedges. (Shaded area represents a

3. Proposed Model:

The proposed model of the image steganography is as shown in Figure2. The Model consists of CI, PI
and FDCT to generate the stego Image.
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3.1 Secure Communication:
Referring to computer-mediated communication, communication is referred as the means of sending
and receiving information, specifically from one computer or device to another [32]. In the context of
this dissertation, secure communication is defined as sending and receiving information with the
certainty that the information remains safe and protected against attacks [33]. The Blocks of Figure 2
is explained as below [34-40].
Cover Image (CI): an image that can hide information.
Payload Image (PI): Actual information that can be concealed in images.
Stego Image (SI): an image with secret information.
Pixel Value Adjustment (PVA): if the pixel value of CI is 255 then subtract it from 15.
Bit Plane slicing (BPS): The image is divided into eight bit planes.
Fast Discrete Curvelet Transformation (FDCT): FDCT is applied on preprocessed payload image to
get approximation coefficient to get magnitude.
Embedding: The average of Four MSB bit planes is embedded in the preprocessed CI.
4. RESULT: The result analysis is depicted in tablel using the proposed algorithm for secure
communication [41-47] and the formula used for Mean Squared Error (MSE) and PSNR [48-
52] is shown in equation 2 ,3 and 4 respectively. Images are used for testing [52,53].

MSE = [-—] ZM, TN (S - CD2...(2)

PSNR = 20log[%=2]...... (3)
N
Where, k is the number of bits required to represent the pixel
for 8-bit grayscale image, PSNR is calculated using equation 4
255

PSNR = 2010g[m] ......... “)
Tablel. Result analysis.

CI PI MSE | PSNR
Horse Hoverflies 0.2378 | 60.60
Town Hall Avenue Tower Bridge 0.2257 | 61.06
Girl Fruits 0.1853 | 62.77
Lena Airplane 0.186 | 62.74
Airplane Lena 0.176 | 63.19
Cameraman Barbara 0.1775 | 63.14
Barbara Butterfly 0.1611 | 63.99
Baboon Zelda 0.1556 | 64.29
Hoverflies Horse 0.137 | 65.36
Arctichare Goldhill 0.1291 | 65.90
Mandrill Lighthouse 0.1218 | 66.41
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Barbara Goldhill 0.1174 | 66.73
Cameraman Cheetah 0.1167 | 66.79
Circuit Coins 0.0732 | 70.83
Lettuce common ivy 0.0591 | 72.70
Lena Kingfisher 0.0402 | 76.04

Tablel. Shows the MSE, PSNR value of color & grayscale CI and color &grayscale PI.

The cover image Horse and the Hoverflies as PI is taken for testing. The PSNR obtained is 60.60; the
MSE is 0.23, respectively.

The cover image Lena and the PI as kingfisher is taken for testing. The PSNR obtained is 76.04; the
MSE is 0.04, respectively.

Result comparison:

Table2. Result comparison

Authors PSNR
M. A. Hameed et al [33] | 36.32
Avi Gupta et al [6] 45.11
Youmin Xu et al [9] 46.71
Kamaldeep Joshi [21] 60.36
Proposed 76.04

V. CONCLUSION:

This paper is providing the information security during the communication. The cover image is
preprocessed; PVA and BPS techniques are applied to choose the average of four MSB bits of CI. The
secret image is preprocessed, BPS techniques is applied to choose average of four MSB bits and FDCT
is applied on it. MSE and PSNR are measured, PSNR achieved from the proposed technique is 76.04.
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