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Abstract

Security problems in computer networks are common nowadays due to various attacks that are
initiated from outsiders and internal users. Cloud network resources are widely utilized for the
benefit of customers to build their own services or products without having physical
infrastructures. The massive count of cloud customers from public and private sectors is
growing day by day to utilize the services. Notably, the distributed cloud networks are more
convenient to manage the resources with optimal computation cost. At the same time, the
customers need efficient security principles and secure cloud perimeter conditions to proceed
with particular service. On the base, various research works are developed to provide
appropriate distributed information security models in distributed cloud environment. Yet these
research works are not significant in terms of providing content aware encryption models, data
optimized confidentiality models and light weight intelligent encryption solutions. In this case,
the proposed Intelligent Data Security for Cloud Computing using Partial Homomorphic
Encryption (IDSHE) model is created to solve the issues. Under this proposed IDSHE model,
procedures such as novel network modelling principles, data modelling principles,
deduplication phases, Long Short Term Memory (LSTM) based data analysis principles and
distributed and restricted homomorphic encryption algorithms are developed. The proposed
model has been implemented and results are compared with crucial existing techniques. The
result section shows that the proposed model overcomes the performance of exiting techniques
by nearly 14% of growth rate.

Index terms—: cloud network, security, homomorphic encryption, deduplication and LSTM.

Introduction

Cloud computing and cloud resource optimization tasks are highly expected for various
application specific services. The cloud services are provided for public services and private
services depends upon user requests. The security metrics expected by private and public users
are completely different and unique according to service level agreement. In addition, the cost
of opting required cloud services are varying from user to user. In this domain, users are
demanding the appropriate and optimal services for the costs.

The cloud network deployment models and logical configuration principles are deciding the
benefit levels of each service. The services of cloud network are given for various users under
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infrastructure level, software level and platform level principles. At any level, the expectations
of security constraints are inevitable and more significant against malicious events.

Distributed cloud networks are deployed to ensure the even handling of workload and avoiding
single node failure at any cost. Notably, distributed cloud networks are created using multiple
physical systems that are operating various services at client level and server level. In addition,
the installation of Virtual Machines (VM) is required to operate multi-level requests and
responses. VMs of cloud network are installed at both physical server machines and physical
client machines. The entire physical and virtual hosts are functioning to provide distributed
cloud services at software points, platform solutions and infrastructure solutions.

On the platform, the data stored and retrieved in the cloud network are traversing around
multiple shared resources. For example, multiple systems are providing data services and
information management solutions in this cloud environment. At this situation, the information
security models play a major role among shared cloud environment. The information security
models and network security models are configured in the distributed systems using the
strategies such as access control mechanisms, encryption techniques, trust model constructions,
event validations, authentication functions, signature functions and multi-level security
procedures.

Among these techniques, most of the existing works are developing security solutions and
encryption procedures to the whole data packets and the files stored in cloud storages.
Basically, the encryption techniques are categorized as either block chiper and stream chiper
modes. These are suitable for improving stored data security and real-time data security
respectively. In this case, homomorphic encryption techniques are emerging to make complex
encryption phases through post-chiper computations in its encrypted mode. These
homomorphic encryption techniques are classified as fully encryption functions and partial
encryption functions.

Popovi¢ et al. [1] described the cloud service types and security principles. In addition, this
work provided the details of protecting the data and functions of networks in terms of
confidentiality, integrity, authentication and non-repudiation principles. At the same time, the
involvement of multiple security features in to cloud environment shall be configured
according to user level security agreements. From this work, the basic needs and deployment
essentials of cloud security features are identified.

Harfoushi et al. [2] provides data security challenges in cloud environment and distributed
network environment. According to this work, information security shall be incorporated
through properly implemented encryption techniques and authentication techniques. The
encryption and authentication solutions are termed as cryptography models such as block
cipher encryption, stream cipher encryption in terms of data handling strategies. At the same
time, the cryptography models are classified as public key frameworks and private key
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frameworks that are applied in data protection mechanisms. Anyhow, the need for various
crypto models is completely depending upon the cloud service limits to the respective user.

Khanezaei et al. [3] and Suthir et al. [4] are discussing the possibilities of modern encryption
mechanisms enabled for cloud security principles. In this manner, Rivest Shamir Adelman
(RSA), Advanced Encryption Standard (AES), Twofish, RC-4, RC-5, elliptic curve
cryptography, digital signature models are discussed with notable technical features. The
important point to note is to improve or customize the existing security techniques helps to
provide more convenient data security solutions in cloud platforms.

Among these cryptography solutions, the application of Machine Learning (ML) and Deep
Learning (DL) techniques with homomorphic encryption models helps to improve the quality
and the benefit of cloud security features. In general, the conventional encryption techniques
and homomorphic models are completely observing and encrypting the payload (files) without
considering the legitimacy of cloud contents [5][6][7]. This is considered as major drawback
and it can be noted as a crucial research problem under distributed cloud models. Moreover,
the conventional homomorphic encryption techniques consume more time and computational
resources. Since the need for intelligent frameworks for improving the efficiency of encryption
techniques, the proposed model has been developed with more improvised deep learning based
homomorphic encryption techniques and deduplication phases.

The proposed contributes the security of distributed cloud networks with following features.
e Data Extraction and Analysis Model-LSTM
e Multi-Level Authenticated Encryption and Homomorphic Solutions
e Effective Data management and Deduplication
e Fusion of AES, MAC and Homomorphic Principles

Based on the contributions, the proposed article is written from literature survey section that
describes the details of exiting techniques and limitations. Section 3 holds the technical
information and suitable security procedures of proposed model. Section 4 has been narrated
with the implementation details, result analysis. Section 5 concludes the proposed article with
its notable contributions and future demands.

Literature Survey

The importance of understanding and analyzing the contributions of existing techniques is
mandatory to decide the model of proposed techniques. At the same time, improvising the
quality of proposed functions happens through the proper identification of the limitations in
existing techniques. Jayashri et al. [8] proposed partial homomorphic encryption technique and
role dependent user control security policies in amazon web cloud platform. In this scheme,
each user is categorized under multiple roles like end user, network administrator, system
administrator, database administrator, local network monitor and others. Based on the user
roles, each access is validated for legitimacy status to proceed safe cloud transactions. Anyhow,
the role based access control mechanism is conventional approach against effective attacks.
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Srividhya et al. [9] proposed multi-party homomorphic encryption technique and access control
mechanisms to secure the network. In the same manner, multi-level threshold functions were
provided to classify the normal user and attackers in the network. This approach is good on
behalf of threshold evaluation models yet the computations methods were not efficient and
fault tolerant against many attacks.

Sarkar et al. [10] applied homomorphic encryption techniques for enabling secure medical data
prediction panels. In particular, this approach was developed to provide secure data
management and prediction schemes for cancer disease. The importance of this model was
stated on the basis of secure patient and disease data management portal for hospitals. On
contrast, this methodology was not properly trained to classify the actual data and malicious
data.

Asharov et al. [11] and Gennaro et al. [12] proposed multi-party encryption schemes and
computation analysis procedures. On behalf of encryption procedures, computations and
computation overload are increasing gradually around the nodes in the cloud network. Usually,
the encryption and decryption techniques are carried out in edge devices or centralized
computing devices. In this regard, these existing techniques were discussed on the load sharing
and encryption principles for multi-party security schemes.

In the same manner, Antwi-Boasiako et al. [ 13] proposed distributed public key infrastructures
with key generation engines and deep learning techniques. In this methodology, the security
flaws happened due to improper third party authorities and vulnerable certificates. Against the
security certificate flaws, this methodology was enriched with certificate-less adaptive
homomorphic encryption techniques and deep learning algorithms. In this techniques, deep
learning based secure datasets were used to observe the malicious events in certificate logs. At
the same time, the effective observation of network and storage events were missed out and
these were considered as major limitations.

On the stream, Chitrapu et al. [14] proposed new application of homomorphic encryption
techniques for improving biometric data security using machine learning approaches. As
growing technology reaches various domains such as medical, industrial, defense and other
sectors, the security aspects are also being improved. In this connection, internet of medical
things is required with completely automated and secured environment solutions. Hence, the
data security and medical user validations were considered as major needs in this methodology.
Moreover, this technique applied complex homomorphic encryption solutions on generating
secure biometric data and validating the same for total protection.

Nivethitha et al. [15] and Jin et al. [16] developed the fusion of federated learning techniques
and homomorphic encryption techniques to build a knowledgebase for improving the quality
of security procedures. As most of the data security techniques are evolving with encryption
methods, the importance of homomorphic encryption lies in the complex computations on
encrypted data itself. At the same time, these techniques were developed for ensuring the use
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of classification models, training procedures, knowledgebase models and integrated learning
procedures in order to increase the toughness of cipher data along cloud environment. At the
same time, the load increased in each system has to be noted seriously.

Similarly, Alzubi et al. [17] proposed multiple key generation and deep learning based
homomorphic encryption techniques for secure data transmission. In particular, this technique
was identifying the security techniques for medical data protection and validation. Generally,
the medical data diagnosis models require more accurate data at each end to assure the state of
disease and issue a treatment phase (L1). In this situation, a single data breach can violate the
originality of medical data and create a serious issue in patient treatment and medical support
solutions. Thus the importance of medical data security is improved using homomorphic
encryption technique.

Kumar et al. [18] and Wibawa et al. [19] proposed deep learning based cryptographic
techniques, role validation techniques, real-time security issues and user mapping techniques
for developing the optimal security perimeter in medical cloud environment (L2 and L3). In
the same manner, these techniques were not producing classified results on behalf of static and
transit data security cases. On the ground, various security principles were introduced and
developed using homomorphic encryption functions and deep learning functions [20][21][22].
Anyhow, the exiting techniques were not good enough for understanding and extracting the
distributed cloud data before it reaches security engines and data security algorithms.

The proposed technique is modelled and developed to build an efficient and optimized
homomorphic functions through authenticated encryption techniques. Particularly, each step in
proposed model has been functioned at distributed yet controlled VMs on behalf of data packets
validation procedures and file validation procedures. This proposed fusion model assures the
existence of deep learning based homomorphic encryption techniques and valid data extraction
phases to minimize the computation load at each session. Section 3 shows the crucial steps of
proposed model.

Proposed Security Model

The proposed IDSHE model has been configured with multiple phases such as network model,
data model, multi-channel data distribution model, LSTM-based packet extraction and file
attribute extraction and authenticate homomorphic encryption. Equation (1) shows the data
collection and distributed cloud model.

Data collection and distributed trust model,

TMCLO (ki) + M(c) ,Py =1
DM =< SMCLO(k,i) + S(c), Fy = 1 (1)
0, Null

TMCLO(k,i): Cloud Packet Data and identifier
SMCLO(k,i): Cloud Disk Data and idenfifier
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Equations (2)=>(3) provides the trust cost computations for packet data and file data block at
each VM. In this case, VMs are implemented for processing both client and server actions
depend upon distributed network principles.

t(Ps; P; S; D; Ty), 1>P

M(c) = {t(Tis Tye), 1>P (2)
t(mg; Tyn), 0
b(NlNDIDTIDS)I 12B
S(c) =4 b(TBy; TByc), 1>B 3)
t(bmg; bTy,), 0

M(c): Packet Trust cost

S(c): Data Block Trust Cost

According to this cost model, packet attributes such as sequence number, internal trust cost
(local node computation), global or network cost, session time, source and destination address,
timestamp and crucial priority bits are taken as the most values attributes for packet analysis.
Similarly, data block, file attributes, authentication properties and owner details are considered
as crucial storage properties for trust cost computation procedures.

t(Tyc; Tyc): Local cost and Global cost

t(m,; T,,): malicious event and time

P:Packet Trust Cost Threshold

b(N,Np, Dy, Dg): Data block number, Data fragments, Time and Data Source
b(TB; TB.): Block local cost and global cost

t(bm,; bT,,): Malicious block and time

B: Block Trust Cost Threshold

On the base cloud network model, the identification of both client and server VMs is
necessary to classify the nodes as indicated in equation (4).
VM_c(k,i) + bc(c), 1
Net¢0 = VM_s(k,i) + bs(c), 1 (4
0, Null

VM . iy: virtual client machines(i), k blocks
bc(c): block computation function in VM client
VMg iy: virtual server machines(i), k blocks
bs(c): block computation function in VM server
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Fig. 1. System Architecture-IDSHE

As indicated in figure 1, the proposed IDSHE model phases are designed and implemented. As
shown, the data are collected from multiple edge devices or users in to cloud environment. In
the cloud, VMs are configured as either server units or client units. From these states, the
proposed procedures are initiated using Restricted-AES and H-MAC procedures according to
extracted features of packets and file data.

Cloud model and Data Modelling

P1: Cloud model and Data Modelling
Input: Cloud Nodes and Data Streams
Output: Modelled Networks

1. Set all nodes (clients and servers)
2: Initiate VM client and VM server configuration metrics
3:Initiate node discovery process and logical deployment process
4: Call cloud model, Net‘L0
5: Initiate Data Model, Data®L? (M (c):S (C))
6:Call Data“?(M(c): S(c)) at VM_s(k, i) and

VM _c(k,i) € Net‘L?
7: Get data in to all VM ;) and VM_c(k,i) € NetL?
8: Call procedure 2
9. Repeat for all VM, ;) and VM _c(k, i) € Net‘L0
End

Procedure 1 illustrates data modelling and cloud network modelling based on separately
configured VM clients and VM servers.. In this the all the VM clients and Servers are
initialized. Procedure 2 shows the importance aspects of data collection points
[24][25].Procedure 2 states the activation of interfaces to collect data from edge devices.
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Similarly, the packet details are collected from the interfaces of interconnecting devices such
as routers and switches.

Multi-line Data Distribution in to VMs

P2: Multi-line Data Distribution in to VMs

Input:Data®“?(M(c): S(c)) at VM_s(k, i) and VM_c(k, i)
Output: M(c,c): S(c,c) and M(s,c): S(s,c) :
client and server

1: Find the interfaces I(c, e),I(s,e), I(VM, c), (VM, s) at computing points
I(c,e):interfaces of edge client
I(s,e):interfaces of edge server
I(VM, c): Interfaces of vitual client
I(VM, s): Interfaces of vitual server
2: Find the interfaces
I(S,R): Interfaces of internal switches and routers
I(G): Interfaces of cloud network gateways
3: Initiate cloud disk storage model,
D;(s,vM(c,s)), Data=1
D(cloud, interface) = { D;(S,C), Data > 1
Others, Disable
4: Enable all interfaces under secure port access principles
5:Do If only I € Secure_Policy(Net‘-?)
5.1: Get data from I and check credentials M(c): S(c)
5.2: Call TM“O(k,i) at I (Recall step 1 and 2)
5.3: Call SML0(k, i) atI (D(cloud,interface),step 3)
5.4: Get the data in to VM clients and VM servers
6: Redo for all data at VMs and storages

End

Procedure 3 shows the implementation of LSTM to extract the packet attributes and storage
file attributes. LSTM network of this proposed model has been trained to identify the legitimate
and malicious features of packet data and file data. In addition, LSTM engines are configured
with data preprocessing techniques to resolve the issues such as data duplication, noisy data,
missing data and other data mismatches.

The data gathering and distributed cloud paradigm is demonstrated using LSTM-based packet
extraction, file attribute extraction, and authentication homomorphic encryption. It provides
the trust cost estimations for packet data and file data blocks at each VM. In this instance, VMs
are used to process both client and server activities that rely on distributed network concepts.
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For packet analysis, factors including sequence number, internal trust cost (calculated at the
local node level), global or network cost, session duration, source and destination addresses,
timestamp, and critical priority bits are considered to be the most important properties. Similar
to data blocks and file attributes, authentication properties, owner information, and ownership
details are regarded as essential storage aspects for trust cost computation processes.

LSTM-P-Data Dissemination and Packet Analysis

P3: LSTM-P-Data Dissemination and Packet Analysis

Input: 1 (Data, TMCLO(k, i)): I(Data, SMCL0 (k, i))
Output: Extracted and Classified Data

1: GetI (Data, TMCLO (k, i)) at network level
: Get I(Data, SM®L9(k,i)) at storage level
: Make stream of packet data, I (Data, TMCLO (k, i)) and collect at local buffer

: Make storage level buffer for Data, SM CLO (K, 1)

: Call data pre-processing and detect duplications and suspicious events

: Get trusted data through buffer, TM¢L0(k,i) and  SMCLO(k, i)

- Call LSTM(I (Data, TMCLO (k, i)) N (Data, SMCLO (, i)))
7.1: Ip = sig(w(data) = I(Data) + h(t — 1) * U + b(data)
7.2: Op = tangent(w(out) x I(Data) + h(t — 1) * U + b(out)
7.3: hp = Op.tangent(c.state) : c.state: cell state
7.4: c.state = Ip.c.stateq + f.c.state(t — 1)

8: Get de-duplicated data streams in buffer, B(TM®L0(k,i); Data, SM®0 (k, i))

9: Call P4

10: Repeat for all data in cloud environment.

~N N L B WD

End

At the end of LSTM procedures, each packet data streams and file data streams are processed
and malicious events are detected using KDD dataset features. At the same time, the event logs
and other abnormal activities are classified effectively to start the proposed homomorphic
encryption procedures [26].

Distributed Homomorphic Encryption and Decryption [R-AES:R-MAC]

Procedure 4 illustrates the authenticated AES and R-HMAC procedures with random
homomorphic encryption functions on cipher text. In this proposed model, the malicious
events, malicious packets, duplicated packets, malicious data injection and harmful data items
are eliminated to minimize the computation load of encryption procedures.

VMs are set up as either server units or client units in the cloud. According to the properties of

the collected packet and file data, the proposed operations are started from these states using
Restricted-AES and H-MAC protocols. Following the completion of the R-AES:R-MAC
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operations, the features from the KDD dataset are used to process each packet data stream and
each file data stream and identify harmful events. The proposed homomorphic encryption
techniques are launched concurrently once the event logs and other anomalous activity are
effectively classified.

P4: Distributed Homomorphic Encryption and Decryption [R-AES:R-MAC]

Input: B(TML0(k,i); Data, SM'O(k, i))
Output: Encrypted and Authenticated data

: Get B(TMCL0(k, i); Data, SML° (k, i))
: Call IDS engine to classify malicious log events in each buffer
: Get alert report of IDS engine and remove malicious data at each buffer
: Call R — MAC(m)V TM®LO(k,i)/Data, SM®LO (k, i)
4.1: R — MAC(m) = h' @ pad!
42: R — MAC(m,K) = K — (h' @ pad?)
43: R — MAC(TM“O(k,i),k) = K —» [TM®0(k, i), k(h* ® pad))]
44:R — MAC(SMC O (k,i), k) = K — [SML0(k,i), k(h' @ pad?)]
5: CallR — AES(m)
5.1: AES(R — MAC(TM®'9(k,i),k),K,) - Chiper Text: C
5.2: AES(Chiper Text,K,) —» Data
6: Invoke homomorphic encryption function
6.1: S1: H(C,l) =1 - [C @ Ry, © Nonce]
6.2: S2: H(S1,11) =11 - [S1+ R — MAC(m) — Nonce]
7: Get encrypted and authenticated data from each interface
8: Verify the data at each virtual server and virtual client
9: Validate the packets at each core (router, switches and gateways) interfaces
10: Repeat and decrypt data based on authentic user request.

AW N —

End

Finally, the proposed model has been implemented as given in procedure 4. The cloud
environment setup and results are illustrated in section 4.

Cloud Testbed and Results

The experimental setup for comparing proposed IDSHE model and the existing techniques L1,
L2 and L3 is simulated using cloud simulator. Under this environment, cloud simulator is used
to build the network environment and python functions are used to implement the proposed
models and existing techniques. Under this scenario, 50 VMs are created including both server
editions and client editions under 120 physical machines. In this case, set of machines are acting
as physical devices for managing storage points and monitoring tasks. The performance
evaluation has been observed through the parameters such as data encryption time
(milliseconds, msec), energy spent (joules), computation overload, secure data rate (Kilo Bits
Per Seconds, Kbps), memory complexity (Kilo Bytes, KB) and internal IDSHE phase
execution time (msec).
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In this evaluation, the proposed IDSHE model has been compared with the existing techniques
such as L1 (deep learning and mealy state model), L2 (deep learning based role validations)
and L3 (Convolutional Neural Network with learning techniques). Figure 2 depicts data
encryption time (msec) against the total number of VMs created in distributed environment. In
this experiment, the encryption time of IDSHE varies from 110 msec to 125 msec as the VMs
are changing gradually. At the same time, L1, L2 and L3 are varying from 150 msec to 220
msec which are more than proposed model. In the proposed model, LSTM and suitable pre-
processing phases are applied to simplify the encryption load that are not available in existing
techniques. Thus the proposed model achieves better time reduction rate than other techniques.
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Fig.3 gives the benefits of using IDSHE in energy domain than other works L1, L2 and L3. In
this experiment, the energy spent by proposed model is minimal than other works (31 joules to
38 joules). As the existing techniques are not properly handling the data using preprocessing
approaches and any data reduction techniques [26][27]. Thus the energy is not optimal for those
techniques. In the same case, computation cost is also higher and directly match the energy
consumption rate for the security systems. In the comparison of computation cost, the proposed
model ensures optimal load (0.26) at maximum while number of data or packets increases
during the sessions.

Fig.4 has depicted for describing the comparison of IDSHE and other techniques. As the
number of computational procedures increases, the energy spent in each VM or physical
machine increases which is unavoidable. Thus the importance of data reduction and lightweight
procedures has to been taken seriously.
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Fig.5 and Fig.6 are showing the details of secure data rate and memory expectations of the
security systems respectively. In this comparison, secure data rate shall be optimized where
the encryption procedures are customized and data is regulated for security procedures. These
are achieved by proposed IDSHE model yet the technical aspects are limitted in existing
techniques such as L1, L2 and L3. Similarly, the data reduction and lightweight encryption
techniques are properly trained in proposed model than L1, L2 and L3. Thus the maximum
secure data rate and memory consumption rate are optimal in IDSHE.
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Figure 7 extracts the timing constraints of proposed IDSHE under the phases of authenticated
encryption and random homomorphic encryption. The first phase includes the time taken to
complete R-AES and R-MAC on packet or data encryption at the source VMs. In addition, the
next phases involve with random homomorphic procedures to create complex cipher text
blocks against attackers in the cloud. The fusion of random homomorphic and authenticated
encryption makes complex cipher text generation and validation models in the proposed
IDSHE model. For the benefit of security concerns, the time take to complete phasel (162 msec
maximum) and phase 2 (113 msec, maximum) are consumed as valid costs. Thus the proposed
IDSHE model gets optimal results than the existing techniques.

Conclusion

The proposed IDSHE has been developed to provide more effective and restricted security
mechanisms using novel homomorphic encryption techniques. Generally, most of the
encryption techniques are applied in the cloud environment to provide common confidentiality
and authentication solutions. In this case, energy wastages and computation load are increasing
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rapidly. Against these issues, proposed IDSHE used well-trained LSTM engines, deduplication
and preprocessing phases, R-AES and R-MAC functions to generate restricted and
authenticated cipher text blocks. On these blocks, random homomorphic functions were
applied to make the cipher text more complex against cipher text attackers and malicious
events.

Due to numerous attacks launched by both external users and internal users, computer networks
now frequently have security issues. Customers frequently make use of cloud network
resources to create their own services or products without physical infrastructures. Utilizing
the services, a sizable number of people from both the public and private sectors are using the
cloud. Dispersed cloud networks, in particular, make it easier to manage resources at the lowest
possible cost of computation. In order to proceed with a certain service, clients must also have
effective security standards and a secure cloud perimeter. In order to provide suitable
distributed information security models in a distributed cloud environment, many research
works are built. Due to the novel aspects, the proposed IDSHE model achieved better
performance than L1, L2 and L3 as shown in section 4. The future idea to improve the quality
of proposed IDSHE has been identified in behalf of random active and passive attacks.
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