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Abstract

Every day, the network transfers millions of photos. We want these photographs to be
transferred securely because some of them are private and confidential. In order to
communicate photos safely, cryptography is essential. To protect the data, in this paper The
combination of Elliptic Curve, Hill Cipher and Fibonacci Matrix method is proposed. Elliptic
Curve Cryptography (ECC) is an asymmetric key encryption and enhanced further using
symmetric encryption of Hill Cipher allowing simple and fast computations over complex
encryption methods of ECC. Hill cipher encryption algorithm is applied to each block using a
randomly generated encryption key. Then Multiply each encrypted block by the Fibonacci
matrix. This helps introduce additional complexity and adds a layer of security. The proposed
image encryption algorithm tested using histogram analysis, entropy, and correlation
coefficients.

Keywords: Elliptic Curve Cryptosystem, Fibonacci matrix, Hill Cipher, Image Encryption,
Decryption.
1. INTRODUCTION:

The mathematical technique known as cryptography is used to protect text and image
data from hackers and increase the security of communication mediums. Before sending an
image over the internet to the recipient, the sender performs encryption, turning the original
plain image into an encrypted image. Decryption is carried out at the receiver's end, converting
the encrypted (ciphered) image back to its original state. The security of content in photos on
the web has become a hot concern as usage of images has skyrocketed. Consequently, the
researchers developed a number of image encryption techniques. These algorithms employ
both symmetric (private-key) and asymmetric (public-key) encryption techniques (Simmons,
1979). The same key is used for both encryption and decryption in symmetric encryption.
These algorithms work well and quickly, especially when dealing with big amounts of data like
photos (Huang et al., 2019; Luo et al., 2018; Setyaningsih et al., 2020). The management and
distribution of keys, however, is a significant flaw with symmetric encryption. The key must
be securely transmitted over the network, but attackers may be able to intercept it in transit. In
fact, the number of keys will suddenly expand as the number of users does, burdening the
network.

These problems are solved by the asymmetric (public key encryption, or PKE), which
uses two keys (public and private) that are utilised independently for encryption and
decryption. It is challenging to extract the private key from the public key. Therefore, since the
receiver has his own private key, there is no need to exchange the private key under this
encryption. As a result, the key distribution problem does not affect encryption. Additionally,
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it can offer a digital signature capability that is not possible with symmetric encryption. Digital
signatures provide non-repudiation, message integrity, and authentication services. The
discrete logarithmic issue and the factorization problem are the two most challenging
mathematical problems in public key encryption. Digital signature algorithm (DSA) and
Rivest-Shamir-Adleman both exploit these two types of issues.

In classical cryptography, the Hill cipher is a polygraphic substitution cipher based
on linear algebra. Invented by Lester S. Hill in 1929, it was the first polygraphic cipher in
which it was practical (though barely) to operate on more than three symbols at once. It has
poor as the sender and receiver share the same private key while transmitting the data over
unsecured channel. Several researchers made an effort to develop and enhance the security of
hill cipher technique. In (Ismail et al., 2006) the author designed an approach called Hill
Multiplying Rows by Initial Vector (HilIMRIV) algorithm. This algorithm generates different
keys for encrypting each block of plaintext rather than using single matrix key for all plaintext
blocks. This improves hill cipher algorithm security, but fails when the plaintext blocks contain
only zeros. A new approach Advanced hill algorithm (AdvHill) (Acharya et al., 2007) is
designed, to solve the problem of decryption when the key matrix inverse doesn’t exist.
AdvHill algorithm generates an involutory key matrix, and the encryption and decryption are
performed with the same key matrix. So, it decreases the computations because there is no need
to obtain the inverse key matrix by the recipient and the improved cipher randomization
increases the algorithm performance compared to the initial Hill cipher. In (Khazaei & Ahmadi
2017) the author strengthens the divide-and conquer ciphertext only attack on hill cipher using
Chinese Remainder Theorem on the code complexity of O(d13d) with a slightly higher data
complexity cost. Evaluating the results of the proposed system or justifying their optimality on
the basis of reasonable assumptions about computational complexity is still an open issue. In
(M Essaid et al., 2012) designed an algorithm to make the encryption technique more efficient,
by encrypting all kinds of images pixel by pixel, even with the images having black background
or the adjacent pixels of image having high correlation.

The remaining of this paper arranged as: Section 2 briefly explains the preliminaries of
the elliptic curve cryptography, its operation and hill cipher. The proposed method is discussed
in section 3. The experimental results of the proposed method are presented in section 4. In
Section 4 security analysis of the proposed method explained. Finally, the conclusion is
presented in the section 5.

2. BACKGROUND
In this section, the elliptic curve cryptography, its operations and hill cipher are discussed
2.1 Elliptic curve cryptography

ECC is a public-key encryption algorithm based on the elliptic curve defined over a
finite field. ECC is a modern encryption algorithm that provides greater security with shorter
key lengths, allowing it to be used by devices with less computational power like smartphones
to communicate securely over the internet.

The representation of Elliptic curve is Ep (a, b) where a, b are confined to mod p and
p is a prime number. The Weierstrass normal form, the fundamental Elliptic curve E utilized

for cryptography is in the form E: y2 = (x3 + ax + b) mod p over a prime field Fp which is
represented in Fig. 1. Here a, b € Fp, p # 2, 3 and the curve should satisfy the condition
4a3 +27b2 # 0 called Non-Singular Elliptic Curve, then it has 3 distinct roots which is suitable
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for ECC. The elliptic curve group Ep (a, b) includes all (x, y) points which satisfies the elliptic
curve E along with an additional point O called as point to infinity.

2

yi=x3t+ax+b
Figure 1 Points on Elliptic curve

o
~

2.1 Operations:
2.1.1 Point addition:

Suppose P1 =(x1,yl) and P2 = (x2, y2), where P1 # P2, are two points lie on an elliptic
curve E. Adding the two points P1 and P2 giving a third point R that should lie on the same
curve E.

s= % R = Pi+P; = (x3, y3) where x3=s>—x1—x2 , y3=s(x1—x*)—y1

2.1.2 Point doubling:

Adding the point P1 = (x1, y1) that lies on the elliptic curve E to itself is called point
doubling. The point R that results from doubling the point P is also lies on the elliptic curve E.
R =2P =P +P=(x3,y3) where s =3x:> +a/ 2y
x3=(s>=2x1) (mod p) , y3= (sx1—sx3 - y1) (mod p)

2.1.3 Scalar Multiplication:

Scalar multiplication is the main operation on EC that consumes more time in encryption and

decryption operations, it depends on point addition and point doubling.
R=kP=P+P+P+ - +P (ktimes)

An effective algorithm to solve point multiplication can be shown as an example:
R=15P=2(2(2P+P) +P) +P

The scalar multiplication of an integer k by the point P = (x1, y1) that lies on the curve E can

be defined by repeating the addition of the point P to itself k times. The result point R also lies

on the elliptic curve E.

2.2 Hill Cipher

In classical cryptography, the Hill cipher is a polygraphic substitution cipher based on
linear algebra. Invented by Lester S. Hill in 1929, it was the first polygraphic cipher in which
it was practical (though barely) to operate on more than three symbols at once. To encrypt a
image, each block of n pixel (considered as an n-component vector) is multiplied by an
invertible n X n matrix, against modulus 256. To decrypt the message, each block is multiplied
by the inverse of the matrix used for encryption.
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2.3 Fibonacci Q-matrix
The elements of the Fibonacci sequence, F,

Fy=F1+F2,n>1

where F; = F = 1.
The Fibonacci Q matrix is given by:

1
°=[1 o]
The nth power of the Fibonacci Q matrix is the matrix defined by:

F F,
no__ n+1 n
Q [ Fn Prr—l ]

where F;, is the Fibonacci number, and the determinants of the Fibonacci Q-matrix is:
DEt(Q”) = F11+1Pn—1 I Fﬁ = (_1)”
The inverse matrix Q™" has the following form:

F —F
| n—1 n
Q |: —Fy Fn+1 ]

3. PROPOSED METHOD

In this section the proposed encryption and decryption algorithm is discussed in detail.
The proposed algorithm uses ECC, Hill cipher and Fibonacci matrix. The encryption and
decryption of the image using this algorithm is described as follows:

Assume that two users are in communication, the User A (sender) transmit the
information in the form of an image (PI) to the User B (receiver) through an insecure medium.
Initially the elliptic curve E should be agreed by both the Users, and the domain parameters
over Fp are shared {p, a, b, G, n, h}, where p is large prime integer, a, b € FP are the
coefficients specifying an elliptic curve E, G is the base point on E, n is a random integer
specifying FP, h is the cofactor. Later, from the interval [1,2,3 ..., p — 1] each user has to select
their private key randomly; nA for User A (sender) and nB for User B (receiver).

The public key generation of User A and User B are as follows:

PA=nA.G

PB=nB. G
In order to obtain the initial key KI, every user performs multiplication on their private key
with the other user’s public key.

KI=nA. PB = (x, y) then
Compute K1 =x.G=(kl1, k12) and K2 =y. G = (k21, k22)

By performing this Elliptic curve key generation, both the users generate the keys K1 and K2
and it is written in the form of 4 x 4 key matrix Km.

Km = ()
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Now, we find Fibonacci Q matrix as:

Fn+1 Fn
— *
Fm =km [Fn Fn — 1]
Encryption Process:

1.

Generate an ECC key pair:

Generate a private key and corresponding public key using ECC algorithms.
Keep the private key secure, and share the public key with the intended
recipient.

Convert the image into a matrix:

Represent the image as a matrix, where each element represents a pixel value.
Apply any necessary preprocessing, such as converting the image to grayscale
or resizing.

Apply the Hill cipher:

Divide the image matrix into smaller blocks, depending on the chosen block
size for the Hill cipher.

Apply the Hill cipher encryption algorithm to each block using a randomly
generated encryption key.

Apply the Fibonacci matrix transformation:
Multiply each encrypted block by the Fibonacci matrix element-wise.
This step helps introduce additional complexity and adds a layer of security.

Encrypt the Hill cipher key using ECC:

Encrypt the randomly generated Hill cipher key using the recipient's public key
obtained from ECC.

This step ensures that even if the encrypted image and Fibonacci matrix are
intercepted, they cannot be decrypted without the corresponding private key.

Combine the encrypted blocks and the encrypted Hill cipher key:

Concatenate the encrypted blocks and the encrypted Hill cipher key into a single
data structure or file.

Transmit this combined data securely to the recipient.

Decryption Process:

1.
2.

Decrypt the Hill cipher key using the recipient's private key obtained from ECC.
Use the decrypted Hill cipher key to reverse the Fibonacci matrix transformation
on the encrypted blocks.

Apply the inverse Hill cipher algorithm to each block to obtain the original
image matrix.

Convert the matrix back into an image representation.

Display or save the decrypted image.

Proposed Encryption Algorithm:
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4. EXPERIMENTAL ANALYSIS RESULTS:
4.1 Histogram Analysis

The Intensity Variation is a very helpful way to evaluate the effects on the picture of
encryption and the distribution of the pixel’s intensity in that image. If the histogram is more
uniform then it represents a good diffusion and hence the encryption is stronger which can
resist the statistical attacks. In the Figure. 1 the original images Lena and its corresponding
original and cipher image histograms are displayed. It is noticed that the original and cipher
images histograms are completely different and the cipher images histogram distributions are
uniform. Clearly, from the encrypted image there is no useful information can be taken hence,
ensuring high security. It indicates that the algorithm suggested has better capacity of opposing
statistical attacks successfully.

Histogram of Plain Image Histogram of Cipher Image

Fig 1. Original Image of Lena

4.2 Entropy Analysis

The concept of information entropy solves the problem of quantifying and measuring
information and can be used to judge the randomness of information. When the information
entropy of a piece of information is close to its ideal value, we can judge that the information
has good randomness. The information entropy of the image can be used to measure the degree
of randomness of the image. The calculation method of information entropy is shown in
formula, where represents the probability that each situation may occur in a model:

H(s) = =) p(i)log,p (i),

i=1

Pixel values are distributed in the interval [0, 255], and the probability of each case
is, so the information entropy of a grayscale image is 8 in an ideal case. If the information
entropy of a grayscale image is close to 8, the image has good randomness. The information
entropy of the cipher image of this algorithm is close to 8, and the result is not inferior to other
algorithms. Therefore, it can be considered that the randomness of the cipher image of this
algorithm meets the encryption requirements. The Table 1 displays the entropy values of the
images executed in the proposed encryption algorithm.

Table 1 Information Entropy

Plain Image | Cipher Image

Lena 7.9986
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4.3 Correlation Analysis

The correlation between adjacent pixels of the plaintext image is very strong. Breaking the
correlation between adjacent pixels can enhance the ability of the encryption algorithm to resist
statistical attacks. We randomly selected 10000 pixels from the original Lena image and the
encrypted Lena image in the horizontal, vertical, and diagonal directions and listed these pixel
values and their adjacent pixel values. There are strong correlations between adjacent pixels in
the original Lena image, but there are almost no correlations between adjacent pixels in the
encrypted Lena image. We can quantify the correlation between adjacent pixels with
mathematical indicators. The correlation coefficient between adjacent pixels is calculated using
formula, where is the mean, is the variance, and is the covariance. The correlation coefficients
are shown in Table 2. By comparing the correlation coefficients of the original images and
cipher images in Table 2.

1N
E(x) = I—\;Elx,»,

D)= L3 (x- E()
x—Ni:1 X; x))",

cov(x,y) = I\I}._E] (x;=E®) (3= E(»),

cov (x,y)

VDD (y)

Table 2

Correlations of original images and encrypted images.

Original image Encrypted image

Images

Horizontal | Vertical | Diagonal | Horizontal | Vertical | Diagonal

Lena 0.9688 0.9348 | 0.9010 0.0049 0.0002 | 0.0017

Fig 2. Adjacent pixel correlation of plain and cipher images of Lena. (a), (b), (c) Horizontal,
vertical, diagonal directions in the plain image. (d), (e), (f) Horizontal, vertical, diagonal
directions in the cipher image.
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5. CONCLUSION

One of the most pressing challenges at the moment is data security. An efficient
encryption technique is proposed in this paper. The combination of Elliptic Curve and
Fibonacci Matrix and Hill Cipher method is proposed. Elliptic Curve Cryptography (ECC) is
an asymmetric key encryption and enhanced further using symmetric encryption of Hill Cipher
allowing simple and fast computations over complex encryption methods of ECC. hence,
suitable for all applications and is reasonable for small gadgets to embedded systems.
Currently, the proposed algorithm is applied on the grayscale images in this paper. Due to the
advantages of the proposed encryption algorithm in future, it may be tested, used on RGB
images and other modes of information such as audio and video to improve the transmission
efficiency.
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