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Abstract
DDoS attacks flood websites and online services with more traffic than servers and networks
can handle. As technology has advanced and the Internet has become more widely used, such
attacks have become more common and easier to carry out. A 2017 Cisco Visual Networking
Index (VNI) report predicts almost an increase of about two times i.e., 14.5 million of the total
number of DDoS attacks by the year 2022. Systems have been proposed for detecting DDoS
attacks in the network in an efficient manner. Machine learning is once again being compared
to other approaches like intrusion detection systems (IDS), which are commonly utilised for
intruder detection and attack type classification. To identify and categorise assaults, the
proposed system employs a combination of machine learning methods like xGBoos , KNN,
Stochastic Gradient Descent, and Naive Bayes and CNN and deep learning approach. The
results demonstrate that XGBoost has the best accuracy, whereas KNN has similar results. The
study is strengthened using a hybridization process by employing a bidirectional LSTM (Long
Short Term Memory) to obtain more accuracy than the prior method, because the existing
method uses machine learning for detection.
Keywords: K-nearest, Naive Bayes, Long Short Term Memory (LSTM), Neural Networks,
Accuracy
Introduction
DDoS attacks combine several attacks using client/server technology to cause a denial of
service. To build attack power, use a computer as an attack platform to conduct attacks on one
or more targets. The conventional peer taupe attack mode has been modified with distributed
denial of service attacks. There are no statistical norms for attack behaviour, because attackers
employ common protocols and services. By protocol type and service alone, it is impossible to
discern between attack and normal behaviour. It's not easy to find a distributed denial of service
assault. The investigation is currently underway. The following tactics are used to defend
against domestic and international DDoS attacks.
The number of source IP addresses, the target port, and magnetic flux density were utilised to
describe the features of multi-sound attacks in the process of DDoS attacks. They really are
Most attack flows can be distinguished by methods, but they employ fewer messages.
information. The majority of them can just use the source IP address and the destination port.
Because it does not identify a specific assault type, the detection rate is low. In forecasting,
machine learning plays an essential role. DDoS attack detection using machine learning has
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also proven fairly successful. progress. The majority of DDoS detection machine learning
techniques are naive. Although the strategies in the preceding literature improve detection
accuracy to some amount, they do not fully use the data stream context.

Related Works

People may obtain information from anywhere in the world using the internet technology, and
it is also easier to distribute information. There are repercussions to the usage of the internet,
in spite of its endless possibilities and advantages. Hackers and spammers(invaders) happen to
be the largest source of annoyance and threat to the internet community. The threats of attacks
and misuse of information in computer systems could be traced back by the actions of many
malicious organizations. Because of the complexity of computer infrastructure, identifying the
invader and intrusion is a challenge [1].

To make the suggested system run on resource-constrained devices, they limited its memory
usage. They suggest two unique strategies, auxiliary shifting and early decision, to alleviate
performance loss due to restrictions in processing power and memory. A large number of
matching operations could be successful reduced on resource-constrained systems using the
above two strategies. Studies reveal a maximum speedup of about 2.14 in scalable
performance, with the help of an loT item.[2].

A light weight methodology was suggested based on an investigation of node consumption in
6LowPAN in this research. This paper also looks at mesh-under and route-over routing
schemes’ 6LowPAN energy consuming models. Sensor nodes with unusual energy use were
labelled as malicious attackers. The results of our simulations suggest that the proposed
intrusion detection system can correctly and effectively detect malicious attempts [3].

An experimental example is shown to demonstrate the active learning method's considerable
performance improvement over the standard supervised learning strategy. While ML
techniques are being traditionally used for interference detection, human-in-the-loop ML is still
in its early stages, which uses both machine and human intelligence to detect loT intrusions
[4].

Many simulations were automated for the sle purpose of comparing the performance and
efficiencies of various models. Data mining tools WEKA and H20 were used to execute
supervised and unsupervised learning models. The models (NSL-KDD) were trained and
tested, with the help of interference dataset from an On-Line system. After that, the models are
assessed for efficiency and accuracy. Supervised learning algorithms were able to outperform
unsupervised learning methods, from the results. Because of their accuracy and training
duration, Naive Bayes, Gradient Boost Machine, and Distribute Random Forest were proven
as the best versions for DDoS detection. Both the Gradient Boost Machine and the Distribute
Random Forest were examined further to see which parameters could produce improved
accuracy [5].

This study suggests us two machine learning approaches known as decision trees and SVM, on
a customized dataset, to discover and label attack signatures. Stock profiles and many DoS
attack frameworks in WSNs are included in the collection. Decision trees had a greater true
positive rate (99.86% vs 99.62%) and a smaller false positive rate (0.05% vs 0.09%) than SVM,
as per experimental results [6].
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We give a detailed literature evaluation of machine learning procedures that were utilised to
look at present challenges in WSNs from 2002 to 2013. The pros and cons of every proposed
algorithm are compared with the given task. A comparison chart is illustrated to assist WSN
designers in designing machine learning answers that are appropriate for their particular
application issues [7].

We employ XGBoost as a detection approach in SDN-based clouds in this research. The POX
is employed as an SDN controller, SDN topologies designed with the help of Mininet, and an
ideal DDoS assault environment simulated with Hyenae. The XGBoost classifier contrasts the
flow packet data set collected by TcpDump to different classifiers, for DDoS detection. It is
evident that our method is more precise, has a lower false positive rate, is faster, and
expandable, from the detection findings [8].

Based on DDoS attack detection methodologies, we classify solutions and establish
prerequisites for an effective solution. A novel architecture for detecting and mitigating DDoS
works in a large-scale network is presented - a smart city that is constructed on SDN
infrastructure based on our findings. Our suggested framework have the potential of detecting
and mitigating DDoS attacks against specific applications. This paper makes two key
contributions: analysing and explaining SDN-based DDoS attack detecting and mitigating
systems, and its classification based on detection approaches; a proactive, SDN-based DDoS
Defense Framework that exploits SDN's network security features (ProDefense) [9].

First, the current datasets are evaluated in depth and a new taxonomy for DDoS attacks is
suggested in this work. Second, a new dataset, CICDD0S2019, is created, addressing all the
current flaws. Finally, a new detection and family classifying strategies are offered which
works on a collection of network flow attributes with the help of the generated dataset. Finally,
the most relevant feature sets are listed for detecting various types of DDoS attacks, along with
their respective weights [10].

Proposed Method

1st Method
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Fig2. Flowchart of the Machine learning algorithms
1st Method
BLSTM
1) The dataset is downloaded
2) Data is pre-processing is carried out
3) Data is selected with features with respect to BLSTM
4) Data is allotted for training and testing phase
5) Data is featured to plot the BRNN accuracy and loss plot
6) Data prediction confusion matrix is derived with graphs
7) Finally, data accuracy is predicted for the considered dataset KDD

Bidirectional LSTM

Bidirectional LSTMs train two LSTMs instead of just one on the input sequence in problems
of input sequences, where timesteps for each are known i.e., the first LSTM on the original
input sequence, and the second one on a reversed replica of it. This gives the network more
context and helps it understand the problem quicker and more thoroughly.

Recurrent neural network (RNN)

The detection of network intrusion using a recurrent neural network is receiving more interest
in the domain (RNN). The Recurrent Neural Network (RNN) is a sort of artificial neural
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network that contains a linear graph between nodes with a temporal sequence. This class
allowed a temporal exhibit to have dynamic behaviour.

The internal memory state RNNs can be utilised to process sequence inputs. RNNs are capable
of memorising and perceiving by establishing a feedback loop that is related to the previous
time step, which is distinct from feed-forward neural networks.

Some studies suggest a three-layer RNN with reduced size hubs that are only partially
connected between layers.

2nd Method

Using large data set

1) The data set has been downloaded

2) Data has been preprocessed and cleaned

3) The dataset considered has been and again normalised

4) The normalised data set has taken for feature selection

5) After fracture selection data has been allotted into train and testing sets
6) Then classified using the machine learning algorithms

7) Finally got the best predicted algorithm for such large dataset!

K-Nearest Neighbour (KNN)

0 The easiest Machine Learning algorithms, that extensively works on supervised
learning approach.

0 Assumes the similarity of upcoming case/data and existing cases and places the
upcoming case in the category/class that is most comparable to the existing categories.

0 Saves all existing data and classifies the fresh data points in accordance to their
similarities over again.

0 Used for both regression and classification. However, it is mostly used for the latter.
0 Also called as a lazy learning algorithm as it does not learn from training set instantly:

it saves the dataset and utilizes it to take actions on it during classification.

0 Saves the dataset throughout the training period, and when new data is received, it
classifies them into a category that is same as the new data. It is a non-parametric algorithm,
that is it does not make assumptions about the data it utilizes.
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Fig3. Shows the flowchart of the KNN algorithm
Naive Bayes Classifier Algorithm

0 Supervised learning method that addresses classification problems based upon the
Bayes theorem.

0 Used in text classification with a high-dimension training dataset.

0 Basic and productive classification method that helps in developing faster machine
learning models competent of making quick predictions.

0 Predicts based on an object's probability (probabilistic classifier).

XGBoost

0 Machine learning method that has monopolized ML analysis for structured data.

0 High-speed and high-performance execution of gradient boost decision trees.

Data Pre-processing

. Gather data

. Discover and assess data

. Cleanse and validate data

. Formatting and combining data

. Analysing the data
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Results and Discussion
BRNN Model Accuracy
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Fig4. Accuracy of the LSTM model.
To find the accuracy of the LSTM, the model accuracy is predicted by drawing the graph
between number of epochs and accuracy of the model as shown in figure4. For the same model
the loss decreases as the number epochs increased as shown in figure5.
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Fig5. BRNN Model Loss

| scores = model.evaluate(X_test, Y_test, verbose=0)
print("¥s: %.2f%¥X" ¥ (model.metrics_names[1], scores[1]*100))

accuracy: 100.00%

Fig6. Code for accuracy of the LSTM model
In this method, we got the result by using Bidirectional LSTM. Only the accuracy has been
considered and as the result shows it’s 100%.
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2nd Method:

Naive Bayes
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Fig7. Classification Report of Naive Bayes algorithm (Accuracy, Recall and F1 Score are

calculated)

K Nearest Neighbour Classifier
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Fig8. Classification Report of KNN algorithm (Accuracy, Recall and F1 Score are calculated)
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XGBoost Clas

sifier
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Fig9. Classification Report of XGBoost algorithm (Accuracy, Recall and F1 Score are

calculated)

In this method, multiple scores are considered such as accuracy, recall, f-measure. As
mentioned above, we have used three algorithms namely, Naive Bayes, KNN and XGBoost

classifier.

In the 1st method, we have increased the accuracy by using BLSTM and its speed is high and
also the efficiency is better as number of epochs are increased and compared to the existing
methods. In the 2nd method, the accuracy can be obtained fast if we have a good processor and
graphics user card in our systems. XGBoost has obtained more accuracy for large dataset as

shown in tablel.

Tablel. Performance of models

Algorithms Accuracy Precision Recall F1-Score
RNN 100
Naive Bayes 78.316 0.76 0.86 0.833
KNN 87.009 0.80 0.87 0.832
XGBoost 89.298 0.92 0.89 0.877

Finally, the accuracy rate obtained has been increased a lot and also the time taken will be
depending on the dataset used.
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Conclusion

As we have analysed that data of DDOS is large in further, one can develop a software or apps
on this and make available for all to use this, in the field of hybridizing the machine learning
algorithms by using the Particle Swarm Optimisation(PSO) and Genetic Algorithm feature
selections, as the result shows more accuracy, in case of deep learning, we can further more go
and research into it and work the new RNN with LSTM and CNN based on the Artificial
Intelligence for giving more advanced and highly efficient with high accuracy prediction of
the attacks, which can further expand its wings into the Internet of things as well.
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