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Abstract
Dark Web patterns in structural patterns mining increases a number of issues (including a lot of
unessential and avoidable information), which in turn boosts a many cybercrimes like illegal
trade, child abusement, criminal activity, and unlawful online purchasing. Structural patterns of
this study is the danger level of dark web mining is predicted using the Naive Bayes and
Decision Tree algorithms. Using datasets from the ToR, a system forecasts the patterns. Because
of the more variety of data, it might be difficult to analyse these illegal data in online. In order to
investigate a current request for improving the structured data as a client profile, a technique for
evaluating criminal conduct is required. Structural Patterns mining in the Dark Web forum
contains multi-dimensional data sets that yield suspicious findings. Uncertain categorization
outcomes are the root of this forum.
Keywords: Dark Web, ToR, RNN, SVM, Cyber Attacks

Problem Definition

In today world, the enormous attacks in Dark Web Forum. Cyber Security contains large
information, which is difficult to process by manual methods, Data Science is the challenging
one because data contains large amount of records. It is proposed to develop centralized cyber
attacks in Dark Web system using Data Science. In the cyber security large set of records take as
input and it is aimed to extract the needed information from the record by using Machine
Learning Algorithms. It is very difficult to find Cyber attacks of Dark Web Forum and its
structure.

Introduction

The expert and experienced Scientists are not also available against the large population
sometimes cyber datasets are being neglected. The existing system is not able to extract all the
information and knowledge from datasets. Complex query for the Dark Web Structure
Identification is very difficult to analyze the Cyber Attacks in Dark Web Forum. The proposed
system is named as “Patterns Classification and Prediction in Dark Web Mining”. In this
system, overcomes all these limitation and hiding patterns of the existing system called as
unlabelled data will be changed to Labeled data by using RNN based Machine Learning
Algorithms.
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Logistic Regression Algorithms

Logistic regression is a statistical method, which is useful for Machine Learning. For binary
classification issues (i.e., values of two class with issues), Logistic regression is the quality
approach. The goal of both linear and non-linear logistic regression determines coefficient
values that weigh every input variable. The logistic function is a non-linear function that
modifies predictions to produce distinct results. The logistic role resembles a value S which will
reconstruct the range from 0 to 1. The result of the logistic function will be used to forecast the
class value and a snap value to 0 and 1.

L ogistic Regression
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Figure 1 Probability Chart

Recurrent Neural Network

The RNN algorithm is very easy to use and quite powerful. The full training dataset serves to
the model representation for RNN. The entire training set will be searched for R instances which
are neighbors. While comparing R instances—the predicted variable for those R instances is
summed in order to create predictions for the incoming data point. This could be the modal (or
most often) class value in a classification task, or the mean which is called as output variable of
the regression problem.

Understanding the degree of similarity between the data instances is the difficulty. In cases
where all the attributes are on the same measure like inches. For example, the simplest method
is the Euclidean distance, which can be computed immediately from the input variable
differences.
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R-Nearest Neighbors
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Figure 2 R-Nearest Neighbors

Support Vector Machines Algorithm

Backing the vector machine is the most well known as well as extensively discussed machine
learning techniques. The input variable space splitup is called a hyperlane. To classify the points
in the input variable space into classes 0 or 1, the best hyperlane is chosen by using Support
Vector Machine. Assume for the moment that a line representing this in two dimensions can
completely separate each of our input points. The SVM learning technique finds the coefficient
that offers the best hyperlane partition of the classes.

Support Vector Machines
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Figure 3 Support Vector Machines

Naive Bayes Algorithm

One of the most predictive modeling technique is called Naive Bayes algorithm. By using
training data this model is classified into two probabilities:

They are 1) Every Class probability; and 2) Condition x value of probability in each class. Once
established, the Bayes Theorem applies the probability model to generate predictions for fresh
data. In real-world data, the common practice is the Gausssian distribution assumption. It may
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a form of bell curve in order to facilitate fast estimation of probabilities. This algorithm is used
to get unique value of each input variable. Though it is highly accepted the obstructive of actual
facts, the approach is remarkably effective for a wide range of complex problems.

Naive Bayes
I Samples(x_i,u_i)withy_i=y | | Samples (x_i,y_i) with x_i=x

Figure 4 Naive Bayes Samples

Decision Tree Algorithm

The decision tree algorithm is a member of the family of supervised machine learning
algorithms. It is applicable to problems involving both classification and regression. The main
aim is to develop a model that forecasts the value of a target variable. This is accomplished by
using a decision tree, in which the internal node of the tree represents attributes such as labelled
or unlabeled data, and the leaf node corresponds to a class label.

Structure Of Decision Tree

Decision Node — Root Node

—————— F-— o

f
& 1
: Sub-Tree Decision Node ' Decision Node
1
: | : |
L F 1 3 a
: Leaf Node Leaf Node 1 Leaf Node Decision Node
R e ey s s e T l
Leaf Node Leaf Node

Figure 5 Nodes Description about Decision Tree

Random Forest Algorithm

Another one effective and successful machine learning algorithm is called Random Forest
Algorithm. This kind of ensemble machine learning algorithm is known as "bagging,” or
Bootstrap Aggregation. An effective statistical technique for estimating a quantity from a
sample of data is the bootstrap. Multiple samples of the data are gathered, and used to calculate
the mean, mean values and average to have a better idea of the true mean value.
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The same method is applied in bagging, but for estimating complete statistical models, most
frequently decision trees. The training data is divided into many samples, and models are then
built for each sample. Each model creates a prediction when you need to make one for new data.

Random Forest Simplified
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Figure 6 Random Forest Simplified

Because of this, the models developed each sample of the data are dissimilar with the previous.
If not, they are nevertheless accurate in their own unique and special ways. The true underlying
output value is more accurately estimated when the estimates are combined. A high variance
algorithm (such as decision trees) that produces good results can frequently be bagged for even
better outcomes.

Dataset Description (Cityscapes, Dark Zurich)

The proposed system uses CSV files for input (Comma-Separated Values). The CSV file
includes Cityscapes, Dark Zurich are used to predict crawler information based on what we
require. This is the year wise data detected from 2014 onwards. This graph represents how the
RNN is used to detect the dark net crawler in Dark Web. The RNN Model is used to show
crawling site of the users while comparing other models like LSTM —Long Short Term Memory
is a type of Recurrent Neural Network.
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Figure 7 Dataset Description
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Methodology

o Predict whether a pattern is labeled or unlabelled data. If it is Positive (+) = 1,
labeled data or Negative (-) = 0, unlabelled data.

. Try out various Classification Models to determine which produces the most accurate
results.

. Analyze correlations and trends within the dataset.

. Identify the characteristics that Positive/Negative labeled data values the most.

. Comparative analysis of RNN with Logistic Regression, Decision Tree, Naive Bayes and Support

Vector Machine.

Correlation Matrix

Within seconds, the correlation matric can be determined whether a relationship exists between
a variable and our predictor (target).Labeled and target (our predictor) have a positive
connection. This makes sense because there is a higher likelihood of identifying patterns when
there is more structural behavior. Text is Value 1, text size is Value 2, identical words are Value
3, and semantic analysis is Value 4.

Furthermore, observation of a negative connection between structured and unstructured data.
When the unstructured data will communicate with the client the attacks might be happened.
This unstructured data may result if the data arrival in the path compared to the semantic
analysis.

Filtering data by positive & negative labeled data

It is clear that the means of several Darkweb Datasets differ significantly when positive and
negative data are compared. We can see from looking at the specifics that the positive and
negative numbers average. Additionally, positive individuals show roughly a third less ST
depression during exercise compared to rest.

Prepare Data for Modeling

Just keep in mind the acronym ASN (Assign, Split, Normalize) when preparing data for
modeling. Divide the set of data into the Training and Test set by assigning the other features to
column X, and our classification predictor in the last column. Normalize: The distribution will
be altered to have a mean of 0 and a standard deviation of 1 by normalizing the data.

Modeling/Training

On the training set, we will now train multiple classification models to see which produces the
maximum accuracy. We will contrast the precision of Naives Bayes Classifier, Decision Trees,
Random Forest, Support Vector Machine, and Logistic Regression. Finally, it may be concluded
from a comparison of the six models that Model 6: RNN produces the highest accuracy with
about 80% accuracy.

The F1-score is the harmonic mean of the precision and recall values. The F1 score can range
from a minimum of 0 to a maximum of 1. Two times ((precision x recall) / (precision + recall))
is the F1 Score. The samples in the real response that classifies to that class as support.
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Confusion Matrix
According to our data, there are 21 True Positives and 28 True Negatives.

There are three and nine errors total. Nine Type 1 errors, also known as False Positives, were

found to have erroneously predicted a positive result. Three Type 2 errors (false negatives) exist,
all of which you correctly predicted to be false.

As a result, #Correct Predicted/#Total represents accuracy when calculated. The numbers for

true positives, false negatives, false positives, and true negatives are denoted by the letters TP,
FN, FP, and TN, respectively.

(TP+TN)/(TP+TN+FP+FN) equals accuracy.
(21+28) / (21+28+9+3) = 0.80 = 80% accuracy

Predicting the Test set results

The first value is our estimated value, while the second is our actual value. If the data line up,
our prediction was accurate. Given below the data visualization is mapped in a diagonal point.
This diagonal point is used to identify the network path of the criminals Dark Web. Datasets

named as VIDHARBA also mentioned below to identify the path as well as produce the
accuracy in Machine learning Algorithms.

Data Visualization
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Figure 8 Data Visualization in Structure Patterns
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Analysis of Dataset in VIDARBHA

SUBDIVISION YEAR JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC ANNUAL Jan-Feb Mar-May Jun-Sep Oct-Dec

285  VIDARBHA 1901 368 399 309 261 73 1207 2953 3688 1234 362 00 00 10033 766 643 972 32
2853  VIDARBHA 1902 16 01 00 65 41 380 2707 2047 1509 206 161 267 7489 17 106 6643 724
2854  VIDARBHA 1903 52 40 01 25 378 1212 4755 3255 1548 1008 20 00 12204 93 403 10770 1028
2855  VIDARBHA 1904 43 24 129 02 148 1489 1583 1518 1969 617 00 09 7832 67 219 6869 627
285  VIDARBRA 1905 73 127 124 162 140 810 2545 2163 3213 60 02 00 9418 200 426 8731 62

Table 1 Analysis of Dataset in VIDARBHA

Future Enhancement

There are several approaches to enhance this prediction system's scalability and accuracy.
Now that we have a generalized framework, we can use it to analyze different types of data sets
in the future. The performance of this prediction can be significantly improved by controlling
multiple class labels during the prediction process, and this could be a productive area for
further investigation. Since the crawling data in DM warehouses is usually highly dimensional,
future research will likely have difficulty identifying and selecting critical attributes for more
accurate data prediction.

Conclusion

Some people are still unaware of the Surface Web. Many times, people get confused between
the web and the Internet. Actually, they are two different names that have certain things in
common. The Internet consists of the extensive network infrastructure of multiple networks. It
allows a million computers to be connected by creating a network where any computer can
communicate with any other computer as long as it is connected to the Internet. Finally, we may
draw a conclusion from this article using a recurrent neural network model that was created
expressly for the setting of the surface web. This methodology is used to examine the illicit
content that anonymous online crawlers find. Our RNN Model produces results with an
accuracy of 80%. A decent accuracy rate is one that is above 70%.
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