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Abstract 
Digital image watermarking technique is being used for confirmation of proprietorship and 
copyright protection. A novel resilient image watermarking approach that relies on the 
Redundant Discrete Wavelet Transform and Singular Value Decomposition techniques for 
these applications were first suggested by Khoo and Makbol (2013). In this research, we 
provide two ambiguity attacks on this approach to show that it is ineffective for robustness 
concerns including transaction monitoring, proprietor identification, and ownership assurance. 
Keywords: Redundant discrete wavelet transform; Singular Value Decomposition; Ambiguity 
attack 
 
Introduction 
among the most significant benefits of the mathematical period, which is ubiquitous usage of 
the network that technology, which has made transfer of computerized information a simple 
task. Furthermore, a large number of associated metadata can easily swappable using 
Mentoring technique. The astounding digital advancement from analogue to arithmetical 
innovation did not occur without causing concern about the safeguard of researchers' privileges 
and the battle against hacker attacks, because those records can be easily reproduced and altered 
by anybody with no worsening. As a result, it is critical for authors of digital content to defend 
themselves and protect their own records because they have suffered severe liquidity problems. 
Digital watermarking was presented in this frame of reference to ensure the authority and 
authenticity of digitized information to incorporate watermark to such records[1-2]. The 
fundamental concept behind watermarking is to embed hidden confidential message into 
secured multimedia data. 
 
The suggested watermarking systems in the literature may be categorized in two groups 
predicated on the transform and spatial domain. Original pixel of cover image is altered in 
spatial domain to insert watermark. In contrast, the transform domain includes image of 
watermark to embed it with actual picture frequency domain coefficients. Decomposing a 
picture into It is not always advantageous to use a standard basis set in the frequency domain. 
As a result, utilizing linear algebra techniques like SVD-based approaches, several transform 
representations for watermarking were examined. (Tan and Liu, Raman and Bhatnagar, Hu et 
a1., 2012 2009, 2012;). Additionally, It has been proven that SVD watermarking techniques 
have a very high resistance to many different types of attacks. Some SVD-based watermarking 
techniques are ineffective and have unacceptably large rates of false positive detections as 
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described by Liu and Tan, 2002; Shieh et al(2006), Eskicioglu(2005), Ganic,and Lai(2011) and 
Abdallah et al(2007) and these are reported in the literature by Rykaczewski (2007), Loukhaou 
(2009), Zhang et al. (2005) and Loukhaoukha and Loukhaoukha (2012, 2013). 
This article examines the method suggested by Makbol and Khoo's(2013) for watermarking 
techniques RDWT and SVD for digital images[4-6]. We demonstrate that this system is 
inefficient for transaction monitoring, validating ownership, and identifying ownerss since it 
does not connect an original picture to a watermark. The topic notion of singular value 
decomposition is briefly discussed in Section 2. Also, Section 3 provides a description of 
algorithm of watermarking developed by author Makbol and Khoo in 2013. Two ambiguity 
attacks on this watermarking approach are given in Section 4 of the paper. Also Section 5 
presents the experimental findings about these attacks. Section 6 wraps up the project 
completely[7-10]. 
 
Singular Value Decomposition Technique 
 The watermarking technique SVD may be used to break down any matrix of size M x 
N, however we will only discuss square matrices in this exposition (SVD). The SVD method 
is described in the following way for image of size N x N: 

I = U . S . VT                                                                                                             …………………………….      (1) 
 

where U ϵ ℜN x N and V ϵ ℜN x N are left and right singular vectors used to describe orthogonal 
matrices.  

Also S ϵ ℜN x N is a diagonal matrix with nonnegative terms that has a single valued. The following 
gives a basic illustration of the SVD operation[11-12]: 

 

 
A number of the singular value decomposition's properties include: 
 
 Singular values represent the image's brightness. Assuming that the SVD is used to 
decompose the picture shown in Figure 1, the principal components are first multiplied by 2 
and afterwards divided by 2. The pictures that were acquired are shown in Fig. lb and 1c, 
respectively[13]. It is obvious that as the pictures' single values change, their brightness also 
does.   
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Fig. 1. Effects of changing Singular Values of images 

 
Fig. 2.  Changes in Singular Vectors' Effects. 

 
 Single-vector systems describe the image's innately geometrical characteristics. The 
single-vector systems of identical picture are substantially modified as in Fig. la. The matrix U 
is increased by 0.025, and the matrix V is decreased by the same amount. The resulting picture 
is shown in Fig. 2, where the image's geometry has been drastically altered. 
 
• The great stability of single values suggests that even a little alteration has no effect on how 
the image is visually perceived. In Fig. 3, a case of the constancy of the singular values is 
illustrated by the addition of a minor disturbance having a value of 5. The value of PSNR of 
both the original and rebuilt images are identical to 63.29 dB, demonstrating that this 
disturbance has no effect on how the reproduced image is perceived visually[14-15]. 
 
Singular Value Decomposition Watermarking Technique 
In this part, the robust blind picture watermarking method is discussed. This method is 
developed by Makbol and Khoo using SVD and RDWT watermarking techniques[16-19]. The 
following steps make up the embedding of a watermark: 
(1) To split the original image into the four sub-bands LL, LH, HL, and HH, use the RDWT 
one level approach. 
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(2)  Use the following watermarking SVD procedure on each of the four sub-bands: 

  𝐼௜= 𝑈௜   .  𝑆௜   .    𝑉𝑖𝑇  

 

Fig. 3. Impact on images 
 
 

 

 



ROBUSTNESS OF IMAGE AGAINST AMBIGUITY ATTACK FOCUSING ON SINGULAR VALUE DECOMPOSITION AND REDUNDANT 
DISCRETE WAVELET TRANSFORM WATERMARKING TECHNIQUES 

Journal of Data Acquisition and Processing Vol. 38 (1) 2023      1538 

  
Fig. 4. Diagram depicting first attack 

Ambiguity Attack 
The groundwork for the ambiguity attack has been shown by Craver et al in 1998. This 
approach allows the owner to separate his watermark from the watermarked information. 
Similar to how the attacker may remove his own watermark, no client can establish which of 
them is correct, leading to uncertainty and the inability for anybody to assert ownership[24-
27]. The digital watermarking technique developed by author Makbol and Khoo in 2013 and 
subject to attacks in this section. It proves that it is not suitable for identification and 
authentication. These attacks are based on Redundant Discrete Wavelet Transform and 
Singular Value Decomposition watermarking techniques.  
 
First attack 
Assume that Alice, the proprietor, followed steps 1 to 6 to and insert personalized watermark 
named W into the host picture named I, resulting in the watermarked image designated by I. 
Alice completes the extraction procedures in order to assert her ownership of picture I. (from 
1 to 4). She is regarded as the true owner if her watermark is effectively removed from the 
watermarked imageI_WO^ . The SVD watermarking technique is then claimed to Bob's private 
image of watermark, which provides the result UWF and VWF., Now step 4 is performed Bob. 
Following are the measures he takes while extracting the watermarked picture I in order to 
demonstrate his ownership of it[28-32]: 
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Second attack 
Imagine that the image I belongs to Alice and watermark is now inserted to it, making it the 
original watermarked image rather than I. Because Alice and Bob each have the ability to 
remove their own watermarks, they are both equally able to claim possession of the actual 
picture in this circumstance, which raises questions about who exactly the rightful owner is. In 
the end, nobody is sure if Alice or Bob are communicating the truth. In Fig. 5, the attack's block 
diagram is shown[37-42]. 
Outcomes of Experiments 
Experiments are conducted in this part to demonstrate the potency of the attacks suggested in 
Section 4. The original pictures Lena and Peppers are utilized The size of images are 256 x 256 
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as shown below. Owner and attacker watermarks, also listed below in same size, are shown in 
Fig. 6[43-44]. 
 
We assume the role of Bob in this part and two experiments are run in response to each attack. 
First, Proprietor of the actual pictures is Alice. Image Lena is designated as I1 and the image 
Peppers represented as I2. . Also, her owner watermark WO is added in the image by using the 
embedding method just as described in Section 3[45]. Now I_Wo^1  and I_Wo^2 are the 
current watermarked pictures respectively. 
 

 
Table 1 
Watermarks are retrieved from sub-bands and watermark image of attacker, with a normalized  
correlation. 

 
 

 
First attack 
The extraction procedure outlined in Section 3 is carried out to remove the watermark from the 
watermarked pictures I1Wo and I2Wo. If UWF and VWF, which are calculated from the 
attacker watermark WF, are not employed as opposed to the singular vectors UW and VW 
based on owner's watermark WO as shown in Fig. 6d. The extracted watermarks are W*i1F 
and W*i2F, where i is corresponding to the watermarked image sub-bands. I1Wo and I2Wo 
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are false watermarks which resemble the attacker watermark both geometrically and visually. 
The attacker watermark WF and the watermarks that were retrieved from the watermarked 
picture, I1Wo and I2Wo ,are correlated in Table 1 using normalized correlation values 
(NC)[46-48]. 
 
Figures 7 and 8 shows embedded and extracted watermarks respectively. Although the 
watermark that is included in the original pictures is the watermark of the owner. The recovered 
watermarks are obviously geometrically and visually same as watermark of an attacker[49].  

 

Fig. 10. Extracted watermarks from watermarked images  I_WOF^1 
 
Second attack 

The watermark WF of the attacker, as described in Section 3, is added to the watermarked 
images  𝐼ௐ௢

ଵ  𝑎𝑛𝑑  𝐼ௐ௢
ଶ to create pictures with watermarks named 𝐼ௐைி

ଵ  and 𝐼ௐைி
ଶ  as shown 

in Fig. 9b and 9d. Theses have PSNR values that are identical to 48.26 dB and 49.18 dB for 
their original images respectively. 

The watermarked pictures 𝐼ௐ௢
ଵ  𝑎𝑛𝑑  𝐼ௐ௢

ଶ  accordingly in Figures 9a and 9c. These are 
extracted to provide the watermark 𝑊ଵ

∗௜ 𝑎𝑛𝑑 𝑊ଶ
∗௜ of Alice, in accordance with the scenario 

described in Section 4.2. It is evident from looking at Figs. 10 and Fig.11 that recovered 
watermarks are aesthetically and geometrically comparable with owner’s watermark WO. 
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The watermarks that were retrieved as well as the owner's WO watermark 
𝑊ଵ

∗௜  𝑎𝑛𝑑 𝑊ଶ
∗௜have normalized correlation (NC) values of 0.9989, 0.9942, 0.9939, and 

0.9975, and 0.9982, 0.9946, 0.9940, and 0.9922 respectively [50-52]. 

Additionally, we can also eradicate the watermarks 𝑊ଵை
∗௜ from the watermarked images 

𝐼ௐைி
ଵ . These extracted water- marks are introduced in Fig. 10, when they resemble the 

watermark of the attacker named WF both geometrically and visually.   

 
Additionally, we are able to recover the watermarks WF from the I_Wo^1  and  I_Wo^2 
watermarked pictures. It is clear from Fig. 10 that these recovered watermarks are 
geometrically and visually identical to the attacker’s watermarks I_WOF^1  and I_WOF^2. 
They have a normalised correlation (NC) of 0.9993, 0.9970, 0.9965, and 0.9934 with the 
intruder watermark OF, where I denote the sub-bands of image[53]. 
Additionally, we can recover watermarks W2'QF from the watermarked pictures. These 
retrieved watermarks are shown in Fig. 11, where it is obvious that they share many visual and 
geometrical characteristics of attacker’s watermark OF. Along with the attacker watermark, a 
normalized correlation value is also available. These values are 0.9991, 0.9967, 0.9972, and 
0.9918, where I stand for the sub-bands of image[54]. 
Retrieved watermarks are shown in research observations above which create a scenario. Due 
to the fact that it is impossible to tell if Alice or Bob are telling the truth, it is unclear who the 
real owner of original photograph I is. Accordingly, it is not recommended to utilize the 
watermarking techniques SVD and RDWT suggested by Makbol and Khoo (2013) for proving 
ownership and owner verification[55-60]. 
 
Conclusion 
The study presents an image watermarking technique based on redundant discrete wavelet 
transform and singular value decomposition developed by Makbol and Khoo in 2013 to be 
ineffective against the two ambiguity attacks. During the separation process, an attacker 
possibly asserts that using the precise vectors of any false watermark, the watermark is 
implanted so the user may take possession of the watermarks. Every watermarked image in the 
massive attack is visible to the public and is eligible for re-watermarking with the attacker's 
watermark. The implanted watermark can be claimed by this individual. According to testing 
results, Use of this technique for authentication and identification purposes is not advised. 
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