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Abstract—Wireless Sensor Networks (WSN) provides extra vulnerabilities to overflow
observer intruders because of the revealed pattern of authority overloading via the leader node.
Studying packet overflow for an attack requires skill.

Aim/objective: The main challenge is to find a correlation between the cost of energy used,
packet forwarding reliability, and the sensor network's level of protection. In this collective,
previous methods focused mostly on cryptographic algorithms to achieve better packet
security; however, this only shows a detachment of the safeguard matter of fact based on a
mixture of operational network security and an energy-aware messaging platform that gives
the same level of security. Still, it uses more energy during the route discovery process.
Methodology: This research demonstrates how a method called "Enhanced Security Against
Intruder Based on Bafflement" (ESAIB) can use to make rank-based route changes safer. It
depends on how the routes overlap, how much energy they use, how much the links cost, and
how safe the nodes are. After which, the k-anonymity model says that monitoring nodes with
the scrutiny algorithm can choose several intruder receiver nodes that look exactly like real
target nodes. Ultimately, the best routes and selected items are chosen, and a higher risk level
is reached without sacrificing energy efficiency.

Findings: The simulation results show that this method can effectively stop traffic monitoring
attacks and hide the network topology for software-defined WSNs. Also, the proposed
approaches can make attacks less likely to work while using less energy and making the
network last longer. It needs to use the least energy and time from beginning to end. It makes
it easier to find things, lasts longer, delivers more packets, and makes the network safer.
Keywords— Wireless Sensor Networks, energy-aware communication, Enhanced Security
against intruders based on the Bafflement technique, scrutiny algorithm, k-anonymity model,
security management intrusion detection.

I INTRODUCTION

As seen in Figure 1, a WSN is a wirelessly connected network consisting of devices that are
set up separately and use sensors that monitor their surroundings [1]. WSNs are used for many
things, including video surveillance, tracking the surroundings, monitoring targets, military
defence, detecting intrusions, etc. The primary reason why protection in WSNss is still evolving
is that there need to be more effective security schemes; rather, the primary reason is that the

Journal of Data Acquisition and Processing Vol. 38 (1) 2023 1878



ENHANCED SECURITY AGAINST INTRUDER BASED ON BAFFLEMENT TECHNIQUE FOR WIRELESS SENSOR NETWORK USING TRACKING
NODE WITH SCRUTINY ALGORITHM

majority of the already available schemes are inadequate due to the distinctiveness of WSNs
[2]. That is, nodes in WSNs are limited in how much they can compute and how much energy
they can use. In WSNs, sensor networks can talk to each other, but their main purpose is to
sense, collect, and process data. All such data is transmitted to a sink that might use them or
send them to other networks through some hops. For WSNs to communicate well, they need
routing algorithms that work well [3]. They make it easier for devices in WSNSs to talk to each
other by finding the best way to send data and keeping track of those routes. Because the nodes
in WSNs are distinctive, network protocols had to be made for each WSN. For example, there
is a network protocol that is only used by MWSNs and procedures that are only used by SWSNs

[4].

Coverage area £

Fig. 1. A typical architecture of wireless sensor networks (WSN) [1].

In a WSN, there are two kinds of communication: single-hop and multi-hop. In a single-hop
data transfer, the source node sends its data packets directly to the destination inside a single
hop. In WSNss, the sensor networks may need to rely on each other to send packets to faraway
places, named "multi-hop" communication. Multi hop is a type of routing in which data is sent
from the source node to the destination node with the help of intermediate nodes [5]. It
enhances the efficiency of WSNs by letting a node with low energy send data to the destination
node through its neighbours on the routing path. Multi-hop routing comes with some safety
and privacy problems. These problems, such as eavesdropping, wormhole, malicious attacks,
Sybil, clone, black hole, impersonation attacks, etc., affect the WSNs' data security,
accessibility, and truthfulness.

The sensors can use a multi-hop route discovery in various sensor network models to send data
to the access point or sink. In summary, the WSN routing algorithm determines the best way
to send the data from the source node to the base station (the destination node) [6]. Most of the
WSN's performance depends on routing, which affects how long the network will last. Routing
protocols are a big part of making networks last longer and more reliable. They do this by
considering that sensor nodes have limited resources, such as a small amount of energy and a
slow processor [7]. Reducing the amount of communication needed to send the data and figure
out the best route is a difficult issue that needs to be kept in mind. The clustering method is the
most widely recognized and often used for routing protocols [8].

As the need for real-time information has grown, WSNs that use a multi-hop transmission
scheme to get around their limitations have become more useful. The main problem with multi-
hop transmission is that the nodes' source data and affiliations can be attacked while hopping
[9]. For a WSN with limited resources where the source node sends data to the destination
nodes through several intermediate nodes, an attacker can break in, find out who the source
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node is, glean information from the source data, or change the source data. Often, WSNs work
in dangerous locations and can be attacked through side channels like differential power
analysis. In such attacks, the attacker keeps an eye on the system, does the same thing
repeatedly, and carefully measures the amount of energy used from cycle to cycle to either find
the secret key or change it [10].

Several security solutions for WSNs have been thought of, but some don't work because sensors
need more resources. Some WSNs, in contrast to other connections, are made up of mobile
nodes that modify the network's structure from time to time, which means that these mobile
networks can't use protocols made for networks with static nodes [11]. Furthermore, WSNs
transfer a lot of data, adding to the traffic on their wireless telecommunications infrastructure.
These things show that security and confidentiality solutions for WSN must not only be light
in computation power, information exchange, and resource overheads, but they must also
endorse accumulation and multi-hop to cut down on traffic and make the networks last longer.
In the meantime, most security mechanisms already out there don't meet these performance
standards.

Encryption technology, which uses a key to protect the original data, is a technique often
discussed in the literature to secure these kinds of networks and can use the same key to encrypt
and decrypt data or different keys for both encryption and decryption. The keys used in
cryptography take up a lot of storage and energy space, which are in short supply in WSNs
[12]. Access control is also hard because it must be sent to all network nodes, even those trying
to harm. For security and decryption, cryptanalysis needs keys. Each node that joins a network
is given its unique key. So, for complex systems, making a key is more difficult, takes up more
space, and needs more hardware, increasing the amount of power used. For security, hybrid
cryptographic techniques like elliptic cryptography, message authentication, and a mix of both
symmetric and asymmetric cryptographic algorithms are also used. But these methods might
not work well in WSNs because a large network makes things more complicated [13].

This work proposes a new ESAIB based on four important criteria: route overlap, energy usage,
link costs, and node trustworthiness. This new ESAIB is designed to maximize the costs of an
attack while being efficient and easy to use. Then, a tracking node with a scrutiny algorithm is
made by choosing several intruder sink nodes that look exactly like real sink nodes by the k-
anonymity model. Lastly, many simulations show that the proposed methods can effectively
stop traffic analysis attacks and hide the topology of software-defined WSNs' networks. Also,
the proposed approaches can lower the number of successful attacks while using less energy
and making the network last longer.

Here's how the rest of the paper is put together. In Section II, we talk about work that is related.
Section III shows the network and threat models and gives an overview of the ESAIB
framework. In Section IV, an evaluation of ESAIB's work is given. Section V wraps up the
paper and discusses what needs to be done in the future.

I1. RELATED WORK

As was said above, the difficulty of detecting intrusions in WSNs can be modelled as the issue
of finding the best way to encompass the intruder continuously and well. The Intrusion
Detection Mechanism for Empowered Intruders in WSN (IDEI) that Wang et al. [ 14] proposed
is made up of an intended pursuit algorithm for mobile sensing automobiles and a sleep-
scheduling approach for node density. Remote sensing and geographical information

Journal of Data Acquisition and Processing Vol. 38 (1) 2023 1880



ENHANCED SECURITY AGAINST INTRUDER BASED ON BAFFLEMENT TECHNIQUE FOR WIRELESS SENSOR NETWORK USING TRACKING
NODE WITH SCRUTINY ALGORITHM

automobiles will accompany the armed intruder and fill in the gaps in media attention. At the
same time, static nodes will consider a sleep schedule and be woken up by proximity
identification nodes when the intruder is found. Simulation experiments are done to compare
the proposal to established techniques of how well they detect intrusions, how much energy
they use, and how far sensor nodes can move. Simulations are also used to study how sensitive
IDEI is to parameter changes. The results of the conceptual model and the simulations show
that the proposal can improve availability and reliability.

Basan et al. [ 15] came up with a way to find malicious nodes when physical features are broken.
The suggested method is based on probabilistic functions, determining the coefficient of
determination, and determining how likely the identified parameters will be outside the error
range. The method is new because this part estimates the likelihood that an observation will fit
into the error range and doesn't compare it to the statistical distribution. Most intrusion
detection systems (Id cards) look at network traffic, but the proposed method looks at the
physical characteristics of a malicious node. The idea's benefit is backed up by the fact that
there could be attacks against workouts (e.g., node movement disorders, communication
noises, etc.). Because an intruder can physically attack a sensor node, the Private Key
Management strategy is useful for many WSN problems.

Kamble and Jog [16] suggested that the flexibility of the nodes is used to make key
management in WSN less efficient for communication security using protocol certificates.
Even if a new node joins a cluster, a GEO makes it easy to update the keys and keeps the keys
secret. By removing a vulnerable node, the protocol limits the damage a malicious node can do
to protect active communication links. An authentication process of this method showed that it
worked well in a fight against a mobile wireless sensor network with many nodes. Network
protection is the most difficult part of stopping deleterious types of attacks, and it's also a
security issue in WSN and data security application fields.

The sensors in a WSN are set up so that their detection method can process data and talk to
other sensors wirelessly. One of the best and most efficient ways to find and stop an intruder
is to use traffic analysis to look for unusual patterns. In many WSN applications, one of the
most important things to do is to safeguard the network of sensing devices from bad actors and
attacks. Here, Kalnoor and Agarkhed [17] talk about some sophisticated preventative measures,
security measures and intrusion prevention systems that help find and stop security problems
in WSN.

Nabizadeh and Abbaspour [18] came up with IFRP, an Intrusion/Fault-tolerant Routing
Protocol that uses both single and multi-path to enhance stability and resilience while also
taking energy efficiency into account. In response to malicious behaviour by the local warden
method, packet switching has been transitioning from a single route to a multi-path. IFRP also
utilizes a local warden method and centralized decision-making to find and isolate nodes that
have been hacked or aren't working properly. The experiments revealed that IFRP could make
the network more reliable and productive against endpoints that drop packets without using too
much energy.

Rajkumar and Vayanaperumal [19] suggested a Leader Based Intrusion Detection System
[LBIDS] to find and stop DOS and other attacks like Sybil and Sinkholes in networks by putting
them in base stations in the network systems. The proposed method uses three main security
problems: authorization, providing positive incentives, and stopping DOS. In addition, it will
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do message and IP validation to increase the accuracy of finding and stopping threats in
networks that differ from each other.

Fan et al. [20] came up with a user authentication process for two-tiered WSNs that works well
and is vulnerable to DoS attacks. The proposed method minimizes the work on the computer
because it only does simple things like exclusive OR and one-way hashing. This feature is
better for sensor nodes and portable devices that don't have a lot of resources. And expert nodes
don't need to send login access requests to the access point or keep a long list of users. Also, a
pseudonym identity is added to protect the privacy of users. The suggested methodology can
stop smart card breaches by being well thought out. Lastly, protection and needs improvement
demonstrates that the scheme works well and is strong.

Raja and Beno [21] showed a new security mechanism and method for wireless sensor
networks and an example of how this algorithm could be used. Multifactor authentication
against Denial-of-Service attacks is the plan's goal (DOS). Network simulator2 is used to test
the plan (NS2). Then, this plan is looked at in terms of how often network packets are delivered,
and discovered that throughput has increased.

Ovasapyan and Ivanov [22] used the trust model to consider security in wireless sensor
networks. The design parameters of sensor networks are looked at, and a list of the different
ways to route data is made. Attacks on Wireless Sensor Networks (WSNs) that have already
happened are looked at and analyzed. The trust model is used to develop a way to protect
against compromised nodes. A WSN simulation model is used to model how the technique
works so that it can be tested to see how well it works.

Das [23] suggested a way for WSNs to increase security with three factors. This scheme also
has a higher level of security and better security features than other schemes. This part also
uses the widely used AVISPA (Automated Validation of Internet Security Protocols and
Applications) tool to replicate the scheme for the formal security analysis. The outcomes of the
simulation clearly show that the strategy is also safe.

Umarani and Kannan [24] proposed Hybrid Anomaly Detection Systems (HADS), also called
Artificial Immune Systems in WSNs. In this schema, a new intrusion detection algorithm is
made using the Hybrid Tissue Growing Algorithm (HTGA) to find networks acting strangely
and an interaction tissue structure that works well to send data packets. This algorithm is used
in the Networked Tissue Growing (NTG) model and the Swarm Tissue Growing (STG)
algorithm. Both are self-sufficient because they can warn when they see something out of the
ordinary on the route. The numbers of entries in the neighborhood table and route maintenance
are the main things that affect the interconnectivity computation. If the surface predicts that a
network will die in a week, it will immediately get rid of that network to keep it from becoming
an intruder. The network-based computation retains the network in a clustering state that
changes over time. This article aims to create a pertinently aware IDS by combining the concept
of tissues. It will give stronger, more flexible, and more accurate protection against attacks in
the sensor network from outsiders.

Das et al. [25] showed secure smart card-based biometrics-based user authentication system
for WMSNSs. This part shows that the strategy is safe from known attacks by conducting a
thorough formal and informal security analysis. Also, this segment simulates the system using
the Automated Verification of Cyber security Procedures and Implementations tool, which is
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broadly used and acknowledged, and the results show that the system is safe. Compared to
similar schemes, this one is also good at computing and communicating.
Das [26] devised a new way to authenticate users with three factors that work well for
distributed WSNs. The plan is simple because it only needs an efficient hash function for
cryptography and symmetric cryptographic decryption and encryption operational processes.
Also, this plan is safe from known attacks, proven by a thorough informal and formal security
analysis. This part also uses the Automated Verification of Internet Security Applications and
Protocols tool to simulate the formal security authentication scheme. The simulation results
clearly show that the scheme is safe from passive and active attackers.
Kumar and Sivagami [27] discussed a fuzzy logic system for finding malicious nodes. Using
this fuzzy system, each sensor node of the network gets a trust score. The identification of
malicious nodes is dependent on the trust score that has been generated. The Improved Elliptic
Curve Cryptography (IECC) algorithm sends data securely. Oppositional Particle Swarm
Optimization (OPSO) is part of ECC. The simulation results indicate that this suggested
technique is better than the existing ones in terms of how much energy it uses, how long it lasts,
and how long it takes to do something.
Orea-Flores et al. [28] came up with two ways to reduce the packets' size to send visual
information for outdoor monitoring. Such techniques use a hashing algorithm of the descriptive
statistics of image data in various formats to send small packets with necessary information
about the surroundings being watched. Also, this part suggests an ON/OFF scheme cut down
on energy use even more. The effectiveness of such solutions in various contexts is assessed
using a telegraphic study. Increasing system longevity and high identification probability often
compete for efficiency goals, but the resulting statistical model makes it possible to fine-tune
the system characteristics to meet both.
Ngai et al. [29] showed a new way to find the intruder in an attacker node using an automated
system. First, the algorithm checks for reliability in the data to discover a list of suspicious
nodes. Afterwards, it analyses the dynamic network information to find the intruder on the
ranking. The method is also strong enough to handle multiple bad nodes working together to
conceal the actual intruder. This part used numerical models and experiments to test how well
the proposed algorithm worked. These tests showed that the algorithm worked well and was
accurate. The results also show that wireless sensor networks' computational and
communication costs are not too high. Table 1 shows the research gap's details and its pros and
cons.

TABLE 1. @ THE RESEARCH GAP OF EACH METHOD WITH ITS

ADVANTAGES AND DISADVANTAGES

Method Advantages Disadvantages
IDEI [14] The proposed plan has a good detection But a very large number of sensors are
system against intruders with more power needed to build a complete barrier.
and a lower cost of energy.

Security Key management technique [15] In intrusion detection, this technique meets | The initial placement of the sensor nodes
the need for reduced latency service. has a big effect on the quality of the
coverage.
GEO [16] This method has a high coverage rate, and But the way the test was performed in the
the detection nodes use less energy. scheme was pretty stable, so it couldn't

accurately describe how intruders and
nodes moved.

Preventive security mechanisms [17] These methods provide better levels of But sensor nodes only have a limited
security. amount of processing power and memory,
so the old ways of doing things can't just
transfer to WSNs.
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individually or dispersed.

IFRP [18] This method reduces the energy used and But it is still hard to figure out how to
makes the network last longer. choose the best edge nodes in the system.
LBIDS [19] It offers protection for all the connections, There is a desire for a multi-sensing

platform that combines various

technologies to identify human intrusion
with enhanced system precision in flat
disputed areas.

But they are open to security attacks
because they are hardto deploy and have
few resources.

But this technique is restricted in many
ways, such as its limited intelligence to
compute, its limited energy resources, and
its susceptibility to put more emphasis,
making it a specific security challenge that
needs significant improvement.

But in its applications, WSN still faces
problems with limited resources like
devices, information processing, and
energy, as well as other problems that have
to do with availability, reliability, and
security.

It does not safeguard against sheltered
insider attacks.

But secure transmission of data packets is
the most important issue in this network
because WSNs are vulnerable to attacks
like black holes and warm holes.

This approach needs to be in the
registration stage for the sensor network.
This system can still be attacked by a
privileged insider or a sensor node, and it
doesn't protect user anonymity.

During the credential update phase, it
doesn't update the user's new password
correctly.

It doesn't allow for interactive sensor node
extension after the network's nodes have
been set up.

This method has a lot of extra work and
needs all of the nodes to coordinate with
each other in terms of time.

DoS-resistant user authentication scheme High data transmission and lifetime of the
[20] network.

DoS security mechanism [21] High data transmission, long network life,

and the least amount of energy used.

Trust model [22] This method makes the WSN as safe as

possible.

AVISPA [23] The longest network life and the least
amount of energy used.

Minimal transmitter hubs that can move
into the target area to collect interesting

information.

HADS [24]

Secure biometrics-based user
authentication scheme [25]

a novel three-factor user authentication
scheme [26]

Better efficiency and longer network life.

High efficiency with the least amount of
energy used.

Fuzzy logic system [27] High performance and network

connectivity.

Hash function [28] The system uses less energy because of

this method.

SET [29] This identification technique is quite
effective at tracking intruders by analyzing

their path.
Summary: The results of recent study evaluations are shown to give an idea of how security

works. Recent analytic presentations will make it easier for people to get to work and connect
in a safe and reliable way. Future work on this problem will include third-party authorization
for each sensor network or new arrivals to the network, along with better key scheduling to
make it harder for people from elsewhere in the network to get in easily. It will additionally
show that approved sensor nodes in a wireless connection can act as third-party verification
servers for each other and help the access point find intruders.

III. PROPOSED METHODOLOGY

This work suggests a way to make the network more secure against attacks from internet traffic
intruders. The suggested solution strikes a balance between the need for protection and the
limits on resources and trust. A ranking-based route mutation mechanism is proposed, in which
the Bafflement Technique (Algorithm 1) is used to choose paths for flows' routes in the
network. These routes are chosen based on various factors that ensure a high standard of base
station security in the network by overlapping routes and considering WSN necessities like
energy use and link cost. Also, numerous pathways that have been changed can be made to
trick the enemy and provide scrutiny algorithms (Algorithm 2) for fully-centered WSNs.
Numerous intruder sink nodes are chosen to trick an attacker trying to find the sink node, where
a fitting parameter is used to take into account the residual energy of the neighbours of the
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chosen intruder sink nodes due to the expected extra communication cost in their region. Also,
the suggested solution is not too expensive and can be used for large sensor networks.

Start process

Input: source node
destination node and
message packets

Route overlap, energy consumption,
link costs, and node security [30]
statistics of each node are updated

Find a secure route path
using Algorithm 1

Create an empty secure route list

Yes Is the secure route No
list being empty
Selecting Output secure routes
fake and terminate
receiver Algorithm 2
nodes using
Algorithm 2

Node authentication using the
k-anonymity method

Stop process

Fig. 2. Flow chart for the mechanism of proposed secure routing paths against an intruder in
WSN.

A. Threat Model Assumption

In this research, this part assumes an outsider adversary, which is an unauthorized user who
does not have permission to control the sensor network. The adversary wants to attack the
network availability; however, s/he cannot attack the controller directly. To launch an effective
attack, the adversary must learn the network topology and identify the high-profile nodes that
play significant roles in network communication, including sink nodes, intermediate nodes, and
shared nodes of both control and data traffic. Most messages are transmitted alongpaths with
high-profile nodes and produce pronounced traffic patterns that reveal traffic path information,
direction, and thus the location of these nodes. The adversary must first launch a traffic analysis
attack, a remote software-based attack, or a physical attack on the network. This adversary can
hijack (capture) sensor nodes; consequently, s’he can obtain its flow table, eavesdropping
communications within the node's range (passive monitoring), and reveal some statistics about
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the neighbourhood. The adversary can gather information about the network without detection,
as the sensor node will continue to act normally with no malicious actions. The adversary can
compromise only a small number of nodes at any reasonable cost (time). In this research,
without loss of generality, this part considers that the adversary can only compromise one node
during a control period At

In this work, imagine an intruder, which is an unauthorized client who does not possess
authorization to govern the sensor system. The enemy desires to target the availability of the
system. Nevertheless, they can't directly attack the controller. For an attack to work, the
attacker needs to know how the network is set up and find the high-profile nodes that play
important roles in communication networks, such as sink nodes, intermediate nodes, and nodes
that control data traffic share. Often these messages are sent along pathways with nodes with a
lot of traffic that make clear traffic patterns that show traffic path information [31], the traffic
orientation, and where these nodes are. The enemy must launch a traffic monitoring attack, a
faraway software-based intrusion, or a violent assault on the network. This enemy can take
over sensor nodes, so they can get the node's forwarding table, listen in on conversations within
the node's range, and share some information about the neighbourhood. The adversary can
learn about the system without being noticed because the sensor node will keep doing normal
things and not do anything bad. At any reasonable cost, the enemy can only take over a simple
number of nodes. The cost of a route is the sum of all the links in that path .

cost(p)=Y.,, . cost(E,) ()

Where E is the edge of the network structure and ‘energy’ is the residual energy consumed by
each node, and it is an important factor in choosing a convinced node in the pathway and
computing the energy level’s weightiness of a node as follows:
=L )

dist
Here energy consumption model of packet transmission is a role of distance dist between two
nodes of u and v. As aresult, the distance is considered to determine the edge energy cost for
edge .
B. Enhanced security against intruders based on the Bafflement technique
The proposed method employs an ESAIB to monitor wireless networks with more than one
hop. The source node (S), the destination node (D), and the intermediate node ( ) make up a
sensor network [32]. The sensor node has enough coverage to keep a constant eye on the
information exchange. The other nodes are called non- nodes. It uses up the node's energy by
being idle. ‘In’ does observe within its range of transmission. The idea behind ESAIB is to find
the nodes that are supposed to be somewhere other than there in a large-scale scalable network.
The 's job is to keep an eye on the new entry node, collect information about the node's settings,
and decide whether or not to add the new entry node to a scalable network. The suggested
method finds the intruder in the terrain and gives them a safe way to talk. Due to its ability to
sense, WSN has limited energy, ‘In’ node is to watch the transmission of the two nodes, such
as the source address and the neighbour node, within its range and regularly update the
information about the neighbour node till it reaches its destination node.
ESAIB is used to choose the right set of nodes needed to monitor certain network connectivity
from the node mobility. The sensor nodes know where they are being put. The algorithm in

uv
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utilizes the most energy as the parameter to monitor communication within that range. While
it's doing this, it drains some energy and chooses a new node from what's left. The sensing
power is divided by the time it takes for the network to communicate, and the ‘In’ node keeps
an eye on this. The In changes based on how much energy is left.

Bafflement Technique: Figure 3 shows that the In-based monitoring mechanism comprises a
sensor node in the network. ‘In” has the most energy to find the external nodes and verify them.
In a multi-hop wireless network, a malicious node can interfere with connectivity. This problem
can be solved by the ‘In’, which verifies only trusted nodes and ensures that communication is
secure within the transmission range. It sits at the edge of the network's transmission range and
finds the bad node in a network with multiple hops. When an intruder node interacts with
another node in the network, there is poor communication, which leads to more network
congestion. It can be stopped by the authentication of the In, which finds the intruder node and
blocks communication with it. Table 1 shows the step-by-step process of ESAIB, and Fig. 2
shows a flowchart of the process.

TABLE II. ALGORITHM FOR ENHANCED SECURITY AGAINST INTRUDER
BASED ON BAFFLEMENT TECHNIQUE (ALGORITHM 1)

S- Source node

D- Destination node

Pack-packet

Step 1: sender --> (pack)

Step 2: for each node, find the best node

Step 3: if (node == similar)

Step 4: S->Pack.

Step 5: sender select that common node for data transmission.
Step 6: destination organize the information

Step 7: Pack->D

Step 8: elseif (node == dissimilar)

Step 9: sender node eliminate that common node for data transmission.
Step 10: node discover another node for communication

Step 11: End if.

Step 12: discard < — (node)

Step 13: discover< —( node)

Step 14: end for
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Start

v

The sender sends the packet

.

Find the best node based on Route
overlap, energy consumption, link
costs, and node security [30]

v

Yes If (node==similar) No
sender select that The sender node
common node for eliminates that
data transmission. common node for

data transmission.

Repeat the process until
it reaches the
destination node

Fig. 3. Flowchart of ESAIB Model

C. Selection of Intruder Nodes using the scrutiny Method

This method separates the network into K networks that don't overlap, keeping the traffic load
as low as possible. Then, one of the k intruders sinks nodes is chosen from each network to
create local maxima, where deceptive traffic is made between the members of a network and
the selected intruder sink node depending on the number of nodes, their distances, and how
much traffic is projected. To find the intruder sink node in a network, the controller sorts all
the nodes in the network by an energy-based fit score. Then, the top access points in each
network are used to make the Sset. As all the nodes start with the same amount of energy, Sset
is chosen randomly under the protection constraint. But after one round, the energy left over
will be different. When the residual energy of the network's intruder sink node falls below one
threshold thenergy, which is calculated depending on the energy level of all nodes in the
network, the controller reselects the network's intruder sink node and updates the flow rules so
that the cost of choosing the intruder to sink for each network is minimized as long as the
selected node's residue left energy is higher than thenergy:
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When a node in the S set is chosen, both its energy level and the tiers of the nodes around it is
important. All the network nodes send false information to this intruder sink node. The leader
nodes are sorted by a fit score (Fitenergy) to reduce the energy used by fake traffic inside the
network. The fit score considers the node's energy level and the energy levels of its m nearest
neighbours in the network. If the neighbour node has some less hop interconnection to the
leader node, then its fit score has a bigger effect. Due to fake traffic delivery, the nodes nearest
to the intruder sink node will use more transmission energy.

For instance, if node v is a leader node, node u is v's neighbour and is only one hop away, while
node w is three hops away and takes three connections to reach v. When figuring out the fit
score of node v, the energy levels of neighbouring nodes u and v are taken into account. But
because node u is closer, its energy level must have more of an effect than that of node w. The
challenge is to create it and take the enemy as many steps as possible to find the sink nodes.
So, the higher steps mean that the level of obfuscation is higher. Use the cost of travel (TC) of
a k-anonymity of the genuine and intruder sink nodes to figure out how many steps an adversary
must take to move from a maximum local trap to the next closest trap. Table 2 and Fig.4 show
the algorithm procedure of tracking nodes to find intruders with the scrutiny method and
flowchart, respectively.

TABLE III. TRACKING NODES FOR INTRUDER DETECTION WITH
SCRUTINY METHOD (ALGORITHM 2)

Step 1: for each node, observe its neighbour member node

Step 2: if (node == intruder)

Step 3: discover another optimal next-neighbour node

Step 4: data transmission proceeds for the next neighbour node

Step S: else

Step 6:if (node! = intruder)

Step 7: Select the optimal threshold level node

Step 8: data transmission is performed for this neighbour node

Step 9: end if

Step 10: minimize energy consumption, end to end delay, and improve security

Step 11: End for
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Fig. 4. The flowchart of tracking nodes for intruder detection with scrutiny method

IV.  EXPERIMENTAL RESULTS AND DISCUSSION

This part looks at how the proposed plan would work out. This section looks at how useful the
proposed method and mechanism are and how much it will cost to implement. Also, the
presented scheme ESAIB is judged by comparing its performance with existing schemes like
GEO [33] and SET [34], which is done by simulating the results using the well-known tool
NS-2 and looking at metrics like energy consumption, security, End-to-End Delay, Detection
Efficiency, Network Lifetime, and Packet Delivery Ratio (PDR).
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Energy consumption.Fig.5 shows how the energy consumption of the current system and the
proposed systems' energy consumption compare in a heterogeneous setting. The proposed
system cuts down on communication costs because it eliminates intruders before routing data.
When the network size is 100, the percentage of the system still alive for existing methods like
GEO and SET is 213 and 180, respectively, but it is only 157 for the proposed system. Lastly,
the proposed secure routing scheme keeps intruders out by keeping the energy consumption
ratio as low as possible. The experimental observations are that in ESAIB, the average energy
consumption is low for the first-time data is sent. The energy consumption in the first round of
the ESAIB protocol with a single data transmission phase is higher because the initial setup
cost is a little higher, and the energy used in the first phases is considered energy consumption

when the k-anonymity and scrutiny method is used.
0 ) Graph for Energy Consumption

Fig. 5. Energy Consumption Comparison Results Between Proposed Method and Existing
Method
TABLE IV. NUMERICAL RESULTS OF ENERGY CONSUMPTION

COMPARISON RESULTS BETWEEN PROPOSED METHOD AND EXISTING

METHOD
No of nodes Energy consumption
Existing GEO Existing SET Proposed
ESAIB

20 176 146 110
40 188 154 121
60 194 164 130
80 204 173 145
100 213 180 157

Security.Fig.6 shows how the existing and proposed systems compare in terms of security in a
WSN environment. The proposed system reduces the time it takes to send a message because
it eliminates both black hole attacks before the actual data routing. When the size of the network
is 100, the percentage of the system that is still alive with existing methods like GEO and SET
is 41 and 50 percent, but it is 87 percent with the proposed system. Lastly, the proposed secure
routing scheme keeps intruders from getting in, which is done by making the ratio of
connections as high as possible. The observations show that the average level of security in
ESAIB during the first data transmission periods is high. In the ESAIB protocol with security
measures, the reason for more trust scores in the first round is that the initial setup cost is a
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little bit higher, and trust score in the first phases is considered to be wasted energy when a
security model with trust is used.
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Fig. 6. SecurityComparison Results Between Proposed Method and Existing Method
TABLE V. NUMERICAL RESULTS OF SECURITYCOMPARISON RESULTS
BETWEEN PROPOSED METHOD AND EXISTING METHOD

No of nodes Security(%)
Existing GEO Existing SET Proposed
ESAIB

20 36 45 83
40 37 47 84
60 39 48 85
80 40 49 86
100 41 50 87

End-to-End Delay.Table 6 shows that the time it takes to send a packet from the source node
to the destination node is used to evaluate the end-to-end delay. Information about each node
is kept in the routing table. Especially in comparison to GEO and SET, the proposed ESAIB
scheme has less delay from beginning to end.

End to end delay = End time — Start time  (3)

Fig.7 shows an analysis of the end-to-end delay of the current system and the proposed system
in a uniform environment. For a homogeneous network, the proposed system has a lot of
energy. For example, when the size of the network is 100, the time the system stays alive with
the existing approaches, GEO and SET, is 18.2s and 21.3s, respectively, but it only stays alive
for 10.9s with the proposed system. The observations show that the average end-to-end time
for ESAIB with the first data transmission times is low.
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Fig. 7. End-to-End Delay Comparison Results Between Proposed Method and Existing
Method
TABLE VI. NUMERICAL RESULTS OF END-TO-END DELAY COMPARISON
RESULTS BETWEEN PROPOSED METHOD AND EXISTING METHOD

No of nodes End-to-End Delay(sec)

Existing GEO Existing SET Proposed
ESAIB
20 13.5 17.2 6.7
40 15 18.8 7.2
60 16.2 19.4 8
80 17.8 20.8 9.9
100 18.2 21.3 10.95

Detection efficiency. When comparing detection efficiency based on how much energy is used
per packet, Table 7 shows that ESAIB has high detection efficiency with less energy. The
observations show that the average amount of energy used in ESAIB during the first data
transmission periods is higher. On the other hand, when GEO and SET are compared with more
rounds of data transfer, SET is better than GEO. In ESAIB with a single data transmission
phase, the average amount of energy used in the first round is higher because the initial setup
cost is higher and the energy used in the first phases is considered to be overhead energy. But
GEO and SET use less energy per packet than ESAIB after the whole round.

Fig.8 compares how well the existing and proposed systems can find intruder in a mixed
environment called detection efficiency. The proposed system makes it easier to find intruders
because it gets rid of them before actual data routing. When the network size is 100, GEO and
SET have a 48 and 63 percent chance of keeping the system alive, but the proposed system has
an 80 percent chance.
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Fig. 8. Detection Efficiency Comparison Results Between Proposed Method and Existing
Method
TABLE VII. NUMERICAL  RESULTS OF DETECTION  EFFICIENCY
COMPARISON RESULTS BETWEEN PROPOSED METHOD AND EXISTING
METHOD

Yoo

No of nodes Detection Efficiency(%)
Existing GEO Existing SET Proposed
ESAIB

20 43 58 74
40 44 59 75
60 46 61 77
80 47 62 79
100 48 63 80

Network Lifetime.It is measured as the amount of time until the message loss rate goes above
a certain level. The numbers are shown in Table 8. "Time to network partition" is a better way
to describe how long a network will last. When there is a break in the network, this is called a
"Slashed." It will be launched as a new metric that uses the difference in energy:

!
ZNU,. N N

N

Network lifetime = E-

4

E is the total initial energy at each node (full battery charge), Ui is the average used
energy, and N is the total number of nodes in the network.
Fig.9 compares the current system's network lifetimes and the proposed system in a mixed
environment. Because it gets rid of both black holes before actual data routing, the proposed
system makes the network last longer. Existing methods, like GEO and SET, keep the system
alive for 38 and 66 minutes when the network size is 100, but the proposed system keeps it
alive for 82 minutes. The observations show that the network lifetime used in ESAIB during
the first data transmission periods is higher. On the other hand, when GEO and SET are
compared with more rounds of data transfer, GEO is better than SET. In ESAIB with a single
data transmission phase, the network lifetime used in the first round is higher because the initial
setup cost is higher. The energy used in the first phases is considered overhead network
lifetime. But ESAIB does better than GEO and SET regarding how much life it uses on average
per packet after its whole round with cost score.
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Fig. 9. Network Lifetime Comparison Results Between Proposed Method and Existing

Method

TABLE VIII. NUMERICAL RESULTS OF NETWORK LIFETIME
COMPARISON RESULTS BETWEEN PROPOSED METHOD AND EXISTING
METHOD
No of nodes Network Lifetime(%)

Existing GEO Existing SET Proposed

ESAIB

20 32 61 76
40 34 62 77
60 35 64 78
80 36 65 80
100 38 66 82

Packet Delivery Ratio (PDR).Table 9 shows that the number of packets received is proportional
to the number of packets sent at a certain speed. Node speed is sometimes different; simulation
mobility is always 100. (bps). Compared to the existing methods, GEO and SET, the ESAIB

scheme increases the number of delivered packets.

Number of packet received

PDR = * speed (5 )

sent
In a heterogeneous environment, Fig. 10 shows how the existing and proposed systems

compare in terms of PDR. Because it gets rid of an intruder before actual data routing, the
proposed system makes the network last longer. Existing methods, such as GEO and SET, keep
the system alive for 54 and 41 minutes when the network size is 100, but the proposed system
keeps it alive for 84 minutes. The observations show that more packets are delivered during
the first data transmission periods in ESAIB. On the other hand, when more rounds of data
transfer are used to compare GEO and SET, SET is found to be more efficient than GEO. In
ESAIB with a single data transmission phase, the average energy used in the first round is
higher because the initial setup cost is higher. The energy used in the first stages is considered
overhead PDR. But GEO and SET use less energy per packet than ESAIB after the whole
round.
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Fig. 10. Packet delivery ratio Comparison Results Between Proposed Method and
Existing Method

TABLE IX. NUMERICAL RESULTS OF PACKET DELIVERY RATIO
COMPARISON RESULTS BETWEEN PROPOSED METHOD AND EXISTING

METHOD
No of nodes Packet delivery ratio(%)
Existing GEO Existing SET Proposed
ESAIB

20 47 36 78
40 48 37 80
60 52 39 82
80 53 40 83
100 54 41 84

V. CONCLUSION AND FUTURE WORK

This part of the presentation talked about an ESAIB framework that makes wireless sensor
networks safer. There are two ways to look at it. On the one hand, the Bafflement technique
describes a set of custom methods for hiding information that works safely. On the other hand,
use k-anonymity and the scrutiny method to protect sensitive data stored in WSN nodes from
being shared. The simulation results show that the proposed solution works: while the
confusion factor went up, protection went up, and the overhead caused by the intruder changes
was minimal in terms of energy use, network lifetime, delay, and how well it could find
intruders. The ESAIB's methods make it hard to translate instructions and share sensitive
information. Compared to other detection models, it makes it much easier to find an intruder
in WSN. At the same time, the model's k-anonymity does not slow down the rate of detection,
which means that the model can be found in real-time. In future research, this work will
concentrate on figuring out how accurate intruder detection is in the case of an unbalanced
intruder and how to tell normal system data from intruder data. At the same time, this will also
concentrate on solving the problem of how much energy the system uses and how to make the
algorithm work better in future research.
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