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Abstract  

Dark data refers to all of an organization's underused, unidentified, and unexplored data 
generated in the course of a consumer’s everyday online communication with different 
devices. Dark data is anything from machine-generated data to unstructured data retrieved 
from social media. Although dark data is a subclass of big data, it accounts for the majority of 
the entire volume of big data acquired by businesses each year. Businesses very rarely process 
or handle dark data for a variety of reasons, but this does not diminish its significance in terms 
of business impact. There are two perspectives on the significance of dark data. Unanalyzed 
data, according to one viewpoint, includes hidden key insights and represents a missed 
opportunity. From the other side of the argument, unanalyzed data that isn't handled properly 
can cause a lot of problems, including legal and security problems. This work also discusses 
the simple mathematical model of analyzing dark data and ways to convert unstructured data 
into structured data with example.   
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1. Introduction  

We are all around data everywhere. The data that is generated is not only of a single 
type or from a single person. The type of data may be text, audio, video, etc. The generator of 
data may be a person, a system, surveys or anything. It is not only generating but propagating 
data that is also one of the favorite tasks of human beings. Data generation and sharing have 
become pocket-friendly. When data was small, only one system could handle it; now, data is 
generated rapidly and in a variety of forms. As we enter into the era where massive amounts 
of data are being generated, the issues of dealing with it still exist. Even though information in 
the current generation, where data has evolved in an enormous way, can only become even 
bigger to be filled up into a single machine, it also means that almost all conventional mining 
algorithms or business intelligence formed for a centralized process of data analysis may not 
have been readily adaptable straightforwardly to big data. Researchers point out that big data 
means the data is unable to be handled and processed by most current information systems or 
methods [1].  

The researchers in the field proposed a really good concept (also referred to as the 3Vs) 
for what constitutes "big" data: volume, velocity, and variety. Volume indicates that the size 
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of data is enormous. Velocity indicates that the data is being generated quickly. Variety means 
that the data exists in several formats and that data will be obtained from various origins, etc. 
[2]. Current research finds that the 3Vs concept is inadequate to describe the current state of 
big data. To provide some supplemental description of big data, some more V's, i.e., veracity 
and value are added to it. Veracity indicates the authenticity of information added to make data 
big. After considering the four V's, there is one more V to consider, i.e., Value! The vast 
majority of useless data is useless to the organization until it is converted into something useful 
[3] [4] [5]. Figure 1.1 broadly gives the types of V’s that convey the "big" of big data.  

 

Figure 1.1: Five Vs of Big Data 
The following case study gives a glimpse of dark data in the era of big data:    

Case study 1: Corporate organizations acquire and keep massive volumes of information about 
employees and other stakeholders for compliance purposes. Once the employee leaves the 
company, their data is stored for some years, but after several years, it is eventually thrown 
into the database; neither is evaluated nor processed. That is dark data in big data related to 
corporations.  
Case study 2: Educational institutions gather all the data from students while admission or 
registration, such as date of birth, Aadhar id, basic student information, additional information 
including SSC marks, HSC marks, JEE score, each subject marks etc. All this data is stored in 
ERP. This data is also required by different accreditation bodies. In accordance with the 
suggestions of the National Education Policy of 1986, the All-India Council for Technical 
Education (AICTE) formed an autonomous accreditation committee, the National Board of 
Accreditation (NBA), and the University Grants Commission (UGC) accreditation committee 
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is the National Assessment and Accreditation Council (NAAC) [6][7]. When several batches 
of data are admitted, the previous decade of stored data becomes useless; it goes untapped. No 
inference is drawn from this data, though it has the potential to draw insights related to 
students' analytics. All that unexplored big data becomes dark data.   
Case Study 3: Utilizing surveillance video footage, enormous volumes of data are collected 
and warehoused. It is investigated for a period of time in accordance with the criteria and 
requirements of data. After that, the data is scraped from the database. If such data is analyzed, 
it can provide valuable information on consumer sentiments, which can be a thought-
provoking step in the business world.  
Case Study 4: Customer recordings are another massive amount of data stored in 
telecommunications for quality purposes. It is also processed for a period, but after a decade, 
the data becomes dead as per its importance but lives in the database. This is according to one 
group of researchers. Another group states that data can not be dead. It provides helpful 
insights that can in turn be used to create various applications such as analyzing human 
behavior, future actions etc.   
Figure 1.2 gives the state of "dark" data in "big data" with respect to the three case studies.  

 

Figure 1.2 State of “Dark” Data in “Big” Data 

2. Literature Review  

Dark data exists due to the enormous amount of data being generated and not utilized. 
If it is processed and used to get inference from it, then it may have a positive impact on the 
business domain and improve the value of it. Although very few researchers did research on 
dark data due to the unavailability of the required datasets, this section outlines what has been 
done so far with aspects of dark data.  

Trajanov et al. outlined the awareness of said possibilities, which are being investigated 
through the use of dark data in businesses and institutions, by providing a brief summary of 
the theoretical underpinnings, presenting a methodology, and demonstrating examples of dark 
information sets in the field of the IoT domain. Data should be accessible as well as available 
in order to take full advantage of data-driven science and machine learning. A huge amount of 
data is needed so that it can be fed into a machine learning algorithm. The author suggested 
two methods for it. The initial method is to design software innovations that gather all of the 
data needed to train machine learning, then publish the app, gather data for a period of time, 
and finally use the dataset to train machine learning techniques. The second technique is to 
identify all existing records, collect them, and then attempt to construct machine learning 
algorithms depending on the statistics currently collected and gathered [8].  
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Cafarella et al. organized an honest discourse regarding Dark Data and the right data 
management issues in coping with it. Schema design, schema retrieval and development, 
knowledge extraction methods, constant data filtering, data integrity reasoning, and machine 
learning are all aspects of data management difficulties. The author sheds light on a new logical 
and reasonable difficulty that the organization must address in order to play a leading and 
influential role in the area of dark data [9].  

Rahul et al. explain the reasons for the importance of dark data to scientific progress, 
along with some of the features of dark data and the technological challenges of managing it 
effectively. As per the researcher's study, several potentially valuable institutional and 
technical solutions are being developed. However, these approaches are primarily theoretical 
and need further investigation due to a shortage of resources, according to their study [10].  

Kevin et al. gave firms advice about how to use the corporate intelligence tools and 
applications to uncover heretofore unrecognized or neglected data. This is accomplished via 
analyzing secondary information and professional accounts in depth to gain a better 
understanding of the many methods and theories required for discovering significant 
relationships and correlations in an organization's information systems. The author also 
focused on the strategy of business intelligence. The goal of developing a business intelligence 
strategy is to assist a company with long-term planning, operational monitoring, and day-to-
day deliberation in order to run the company efficiently. The aim of the method is to provide 
employees with the knowledge that they have to accomplish their respective activities more 
effectively [11].  

Angelo et al. tried to bridge the gaps and provide essential assistance to operational 
efficiency and productivity by recognizing the existence of dark data in business 
circumstances, identifying it, and promoting dark data utilization campaigns. The research also 
gave scientists a way to look into information systems in businesses to make them more 
creative and efficient. The suggested description and accompanying analysis of dark data in 
production hybrid features from a review of literature referenced with information gleaned 
from interviews with industry partners. The source and format of dark data, as well as their 
worth, were described. Using a balanced approach and combining data from intellectual and 
industry sources, multiple types of facts were used to learn more about "dark data" and come 
up with a good way to describe it [12].  

Md Ajis et al. suggested Dark Information Management Framework includes one basic 
core regulatory element, four major procedures, and a few tasks. Because the procedure should 
indeed be performed continually, not just to acquire new data but also to store the data, the 
paradigm was offered as a frame for handling dark data.  
The suggested model doesn't include dark data mining algorithms because it focuses on safety 
precautions that can be taken with existing dark data, depending on how each company values 
its data [13].  

Munot et al. discussed dark data, its significance, the threats it poses, and the need for 
and ways of structuring the unorganized component of it. It also goes over how dark data is 
used in the banking industry and what percentage of a bank's data is unorganized. The study 
demonstrated the use of Natural Language Processing technologies such as Named Entity 
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Recognition and Topic Modelling to detect textual input (natural language) parts and the 
subject that the text revolves around. The author stumbled upon NER that can be used to 
identify entities and keywords, and topic modelling could be used to discover hidden trends 
and purposes [14].  

Schembera et al. focused on the importance of dark data in the era of big data. Many big data 
studies have concentrated on the applications of material relevant to the research problem, 
omitting treatment of information that is stored on computers but is unknown to research 
groups. This is known as "dark data," and it is presented and explained with aspects of high-
performance computing capabilities. For this purpose, the author presented data from the High-
Performance Computing Center Stuttgart, a prominent HPC center in the European region. 
They also suggested a new role specifically designed to deal with dark data and data 
management in general. The role of scientific data officer is to distinguish itself among 
common HPC positions like chief data officers, system administrators, and security officers 
[15].  

According to the above literature, very few academics have conducted research on dark data. 
Many people have used big data, but only on a subset of it. Concepts are evolving theoretically, 
and little effort needs to be made in practical regards. It is critical to make logical efforts to 
discover hidden patterns in dark data.to the above literature, very few academics have 
conducted research on dark data.   

3. Approach to convert unstructured data into structured data  

Dark data exists in an unstructured and unorganized format. It is very important to convert the 
unstructured and unorganized data into a structured and organized one. Structured data, when 
analyzed with techniques of natural language processing, data analytics, and data mining, can 
produce valuable hidden patterns and trends that can help stakeholders in the business domain 
as well.  

Following steps convert unstructured data into structured and then it can be fed into a 
model to get insights in the form of graphs, charts, and wordcloud. As it is said, "pictures 
convey louder messages than text messages."  
Step1: Import the dataset:   

Once the problem is defined, the selection of a dataset is very important. Once it is chosen, it 
should be loaded into the programming environment. Once it is loaded, the shape of the dataset 
can be explored with the description of every attribute or feature in that particular dataset.  

Step 2: Identify the missing values from dataset  
Null or missing values do not have much importance in dataset analysis. They also 
unnecessarily create numerical confusion. If there are a greater number of null values, then it 
is necessary to handle them.  

Step 3: Remove the null values/ fill it with some method of filling  
So, once it is identified, it can be either deleted or filled with the mean value, previous or next 
data item value.  
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Step 4: Remove the punctuation  
As big data is massive data, it may consist of punctuation such as full stops (.), commas (,), 
semi-colon (,), exclamatory marks (!), and question marks (?), which is not desirable for 
processing purposes. So, it can be removed with the help of the language processing function.  

Step 5: Remove the emojis, special symbols  
Data is generated on the web, mostly in today's era of social media. Data consists of emojis 
and special symbols, which are also not very helpful while drawing inferences, so they can be 
removed.  
  

Step 6: Remove the HTML, web-based URL  
If we consider the dark data related to social media, then it may consist of URLs or html tags 
that need to be ignored while processing.  
Steps 4, 5, and 6 are implemented with the way of only keeping characters from a to z/A to 
Z/numbers from 0-9 except the other characters or symbols.  
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Figure 3.1 Architecture of deriving insights from Dark Data 

Figure 3.1 illustrates detailed architecture of deriving insights (unknown or hidden) patterns 
from dark data.   

Step 7: Remove the stop words  
Stop words such as "am, is, are, of, the, etc." can be removed to save the computational space 
for analyzing the dark data.  

Step 8: Apply the tokenization  
Rather than analysing a complete paragraph or sentence at once, tokenization can be applied. 
Sentence tokenize splits the sentences into paragraphs and word tokenize splits the words in 
the sentences. The output of this step is tokenized words, which in turn provide a feature for 
generating visualizations.  

Step 9: Apply the stemmer or lemmatizer    
Tokenized words can be converted into simpler forms by applying a stemmer or lemmatizer.   
The stemmer generates the stem word from inflected words, whereas the lemmatizer infers 
lemma from actual words.  

Step 10: Fed above step output features into model to understand analytics in view of creating 
visualization  

Features extracted are now fed into the model, which helps to create charts and graphs using 
visualization libraries and tools that derive insights from them. Visualization analytics help to 
identify hidden patterns from dark data. Dark data is unused data and manually extracting 
insights is not possible for large amounts of data. Artificial Intelligence (AI) based techniques 
help to extract meaningful patterns from it.   

4. Mathematical Model for Analyzing Dark Data  

To form the mathematical model for analyzing dark data in ocean of big data, there are various 
variables (properties of dark data) that converts analyzing into concluding remarks.   

𝑛                           (𝐸𝑞𝑢𝑎𝑡𝑖𝑜𝑛 4.1)  
In Equation 4.1, x1, x2 … xn denotes data variables whereas Ϲ is concluding remark. Here, 

iterating over data from inception of data to the infinity (last maxima of the data), and after 
careful investigation reaching to conclusion.   

5. Examine Dark Data using Natural Language Processing  
Agora's data set is considered here to comprehend the hidden pattern in dark data. This is a 
data parsing of market information that was taken from Agora, a dark web marketplace, over 
the time frame between one particular year and the next. Drugs, guns, literature, services, and 
more are all included. Duplicate listings have been deleted, and prices for any remaining ones 
have been averaged. There are nearly 100,000 unique listings in the csv file that contains all 
of the data [16]. The majority of transactions on darknet markets feature illegal goods since 
Agora has a perilous aspect. The analysis is not meant to promote irresponsible darkweb 
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browsing or whatsoever way advocate criminal activity. Instead, it seeks to analyse one of 
these market platforms that is the largest in order to determine its traits and actions.   

Figure 5.1 gives screenshot of dataset considered, 5.2 gives detailed information consisting 
column values of dataset.  

  

Figure 5.1 Screenshot of Dataset  

  

Figure 5.2 Detailed Information of Dataset  

Details regarding the item's sources and destinations are shown in the following visualization 
5.3. According to the dataset, the majority of dealers claim to be from the United States, and 
the majority of dealers have access to international distribution. The following figure 5.4 
shows the boxplot representing insights from rating. It extracts meaningful information related 
to reviews. The figures 5.4 conveyed those positive reviews are very common.    
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Figure 5.3 Number of item count by origin and destination  

  

Figure 5.4 Insights from Rating variable  

The graph 5.5 demonstrates how a certain individual dominates particular classes of illegal 
narcotics.  

  

Figure 5.5 Vendor Listing 
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6. Conclusion and Future scope   
Dark data refers to unstructured data that is not evaluated.  That's the data online storage and 
in data warehouses as a consequence of multiple network activities that either sits around 
enough to fulfill the company's statute of limitations or is preserved since data warehousing is 
so inexpensive. Dark data produces a lot of potential to get useful insights into hidden patterns 
or trends that can help business to grow. This paper discussed the different case studies about 
how dark the data in in “big” data. This paper also suggested approach to convert unstructured 
data into structure data as structured data helps to derive the insights and meaningful patterns. 
Further aims to create a working prototype of suggested approach that can be used to generate 
inferences from dark data.  
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