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Abstract— The proposed study was primarily concerned with the creation of a lightweight
data security model for an IoT data transmission-based application for data transmission and
storage in smart cities. The suggested security model's primary contribution is the development
of aunique hashing algorithm based on the distinctive pattern of the previous sequential change
in value. The Delta Probabilistic Hashing (DPH) based architecture of key extraction technique
for data security may do this. Based on the hash key signature approach, this kind of safe data
handling procedure provides a random key for data encryption, which may simplify the model
and speed up the algorithm's operation. The size of the architecture can be reduced by reducing
the number of iterations. This value is the retrieved bit size from the encrypted data. To verify
the improvement in our technique, the suggested work is compared to other existing research
techniques.
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L. INTRODUCTION

Due to the nature of the IoT ecosystem, security is one of the biggest obstacles to IoT
implementation and is very difficult. The likelihood of a security breach increases as the type
and quantity of connected devices utilized in [oT continue to increase. There is still opportunity
to expand the possible attack surfaces for hackers despite the fact that [oT plays a significant
role in boosting human welfare and business efficiency. Growing vulnerabilities against data
security in the transfer of data, poor software protection, and insufficient authorization are only
a few causes for this [1].

Massive volumes of personal data are gathered by real-time IoT applications from corporate
transactions in the areas of finance, home, smart lifestyles and healthcare. To access user data,
the heterogeneous real-time [oT necessitates the deployment of appropriate security methods.
Despite the fact that there are several security methods, they are unable to give the IoT
environment higher level security. It is challenging to implement sophisticated data encryption
algorithms in [oT devices due to their energy limitations. Therefore, it is necessary for light-
weight security algorithms that provide a greater degree of security for loT data with a low
overhead for transmission and processing on these IoT devices [2]. Below is a list of the
primary justifications for the requirement of higher level security algorithms.
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. Lightweight IoT devices: Because loT devices are set up with a light operating system,
it is impossible to apply security fixes on loT devices. A lightweight [oT operating system also
suffers from a lack of modules to accept and incorporate new programs or libraries.

. Low speed CPU: The Central Processing Units (CPUs) that loT devices utilize are
intended to operate at low speeds and are powered by batteries. As a result, it is more difficult
to execute traditional encryption techniques that demand intricate processing [3].

. Heterogeneity of [oT environment: The IoT paradigm includes a variety of wireless
protocols, including ZigBee, Z-Wave and Wi-Fi, as well as many device kinds, including
computers and RFID tags. The implementation of suitable security solutions is further
hampered by this heterogeneous mixture of various devices.

. Low data-rate radio interfaces: loT devices are accustomed to communicating utilizing
low data-rate radio interfaces. Because IoT-based systems employ low bandwidth
communication medium, it is challenging to directly implement traditional security
mechanisms [4].

. Devices with limited memory: IoT devices often have limited memory. For devices
with little memory, there is no security system specifically created.
. Sudden change in network topologies: Because mobile IoT devices are constantly

moving, it's possible for them to join or leave a network without any previous preparation. The
effectiveness of current security protocols in network topologies is impacted by this nature.
Therefore, there are less prospects for these strategies to be applied in the IoT environment [5].
IoT data protection from different security assaults is the main goal of protected IoT. Complex
data encryption algorithms are challenging to implement because of the limited capabilities of
IoT devices [6]. The majority of customers anticipate being able to access loT data easily and
quickly without having to go through a lengthy verification procedure. Instead of focusing on
the devices involved in obtaining [oT data, some authentication methods merely authenticate
individuals.

Objectives of this paper are as follows:

. To reduce the limitations of existing techniques related to complexity in data
transmission and storage in data security.

. To develop a new technique for data security in the blockchain environment using Delta
Probabilistic Hashing (DPH) technique-based architecture.

. To develop a novel lightweight data security with optimal key generation system.

. To analyse the proposed work based on experimentation work and generate better

results as compared to other existing methods.

The paper is divided into six main sections. Section I deals with introduction to research work
with basic explanation of concepts. Section II is about the related work and to evaluate the
review for new proposed work. The section III deals with the explanation of proposed work
mainly with the proposed methodology and algorithm. The section IV and V described about
the experimentation and results. Last section VI contains conclusion of paper and future
recommendations of the proposed work.
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I1. RELATED WORK

Based on their block size, number of rounds, structures and key size several lightweight
cryptographic methods were examined. The security architecture for restricted devices in an
IoT context was explored by the authors. [7]

The author of [8] discussed the state-of-the-art in terms of portable cryptographic
primitives. In-depth information was provided on the lightweight block cyphers, hash function,
stream cyphers, low resource devices and high performance systems.

A novel, lightweight, compact encryption scheme was created by the author in [9] using
bit permutation instructions Group Operation (GRP). Using bit permutation instructions, the
S-box of PRESENT and the confusion property for GRP were introduced. With regard to both
gate equivalents and memory space, the suggested hybrid system produced results that were
more compact.

Secure 10T (SIT), a minimal encryption scheme, was suggested by [10]. It offered a
simple framework appropriate for an IoT setting. It operated with a 64-bit key and plain text
and was a symmetric key block cypher. A 64-bit block cypher was necessary, as well as a 64-
bit data encryption key. The design of the suggested algorithm made use of feistel and a mix
of substitution-permutation networks.

In [11] author assessed the lightweight symmetric cyphers' hardware and software
implementations. The lightweight cyphers were scrutinized based on criteria like cost, speed,
efficiency, and balance.

A lightweight block cypher called Hew based on hash functions was presented by [12].
Based on the block cipher FeW the key expansion technique slowed down the FeW hash
function's performances. HeW was subjected to security examination against slide attack,
rotational distinguisher, differential cryptanalysis, and length extension attack.

It is clear from the aforementioned study that an effective, lightweight, and safe
lightweight algorithm is required for data security in the [oT blockchain data context [13], [14],
and [15]. The algorithm's implementation aims to improve security system performance in
comparison to other conventional security models.

1.  PROPOSED WORK

A novel light-weight data security with optimum key generation system is provided for
data storage and the transmission process in order to lessen these restrictions and to increase
both the performance of data transmission and security. Through a transmission means that
transfers the encrypted data, the data is shared with other users. [16] The vast majority of binary
sequences that are retrieved from the input data may be used to implement the encryption
procedure. [17] In order to recover the functionality of data decryption, this can gather details
about the pattern of the signature and the size of the key generation in a sequential procedure.
[18]
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Fig.1: Flow dxiagram of proposed work

For the parameters of error rate, time complexity, and other factors, this suggested
work's outcome may be compared to those of current algorithms like ECC, AES, DES and
RSA. [19] Last but not least, this can simulate in the data security application to analyse the
performance in standard data and then use cutting-edge techniques to validate the outcome of
the suggested task. The suggested solution was put into practice using Python scripting, and
the performance of the lightweight security system was represented by error rate, throughput,
efficient key selection, transmission latency, and other characteristics. [20], [21]
A. Proposed architecture
A lightweight cryptographic system employing DPH and a Double-String Data Cryptographic
(DSDC) based encryption and messaging approach is used in the security process. According
to this, the DSDC, data encryption is addressed at random using a function-generated key. [22],
[23]
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Fig.2: Detailed architecture of proposed model

Due to the ideal key size of the cryptographic approach, the suggested security procedure
minimizes the buffer size and has the potential to reduce power consumption. [24] The
developed DPH algorithm and combined it with the DSDC in the data security technique. The
look-up table of the security model refers to the random key formation, which may produce the
public and private key for the security process. [25]

B. Proposed Encryption algorithm

The main intension of this data security algorithm is to optimize the data size with high security
model. For this process, the light-weight encryption model was integrated to achieve the high
security model with reduced size of data bits. This overall encryption model is depending on
the hash key pattern generation block to retrieve the encoded data from the bit stream of data.
The architecture of the encryption and the decryption model is shown in figure 3. In that the
encoder was divided as two individual blocks to represent the generation of random address
and the random key value for the data encoding process. This it refers the generation of private
and public key pattern generation for the overall encryption model. The step-by-step procedure
with the equation model of IDSE algorithm was presented in the algorithm 1.
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Algorithm 1: DSDC based Data Security algorithm

Input: Data samples (D;)

Output: Encrypted Data (Ep)

Select the random key size as 64-bit chipper (R}).

Split the data samples into 16-bit block size. This can be
represent as the function block f.

Construct the data blocks.

Retrieve the Ry, fi, by extracting the 16-bit blocks from
D.

Construct M1, M2, M3, M4 matrix from eqn (2) to (5)
based on the block function ‘f.

Estimate the keys as K1, K2, K3, K4 from (6) to (9).
Estimate the key K5 from (10).

Perform the XOR operation to extract the bitwise
character ‘Yoi,j’ and concatenate encrypted bit sequence

from (11).

Let the message can be segment as the blocks which can be represent as in (1).

Ra;fi = f(Rb;ify) (1)
Where,

Rbify = H (Rb4(j—1)+i)j=1

To estimate the encryption key pattern, the transformation can be estimate by the random table
value that are from the Hexa-decimal value. The table can be represented by the matrixes M1, M2,

M3 and M4 respectively. This can be followed by the equation (2) to (6).

[Ra,f; .. Raifs]

M1 = (2)
[Ra;fiz ... Ragfiel
[Ra,fi ... Rayfy]

M2 = (3)
[Rayfi3 ... Rayfiel
[ Raszfi ... Rasfy]

M3 = (4)
[Razfiz ... Rasfiel
[Ra,f; ... Raufy]

M4 = (5)
[Rayfiz ... Rayfiel

The key pattern can be represented by concatenating the bit sequences that are for each block

which can be estimated by the equation (6) to (10).
K1 = {{a4, a1}, {as ...ag},{as; ...aq}, {a;3 "'a16}} (6)
K2 = {{b4, b1}, {bs ...bg},{b15 ... bo}, {b13 ---b16}} (7)

K3 ={{cy, ..c1},{C5 ...Cg}, {C12 . Co}, {Ca3 - C16}} (8)
K4 = {{d4, wdi h{ds ...dg}, {dq2 ...do}, {dq5 ... d16}} (9)
K5 =@/, K; (10)

From this the ciphered data can be represented as in (11).
Ep = {Rs1, Rs2, Rs3, Rs4} (11)
Where,

Ve, OK: i j=1{L4)
Vi @K j =2
Ve, ®K; j=3
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C. Proposed Hashing algorithm

From the cryptographic system, the data security can be defined by the bit size of
random key that are initialized for encryption process. The more the size of key size can
increase the security level in traditional cryptographic system. This will lead to increasing the
data size for storage and transmission process. This may also lead to reduce the throughput of
overall system. To overcome, the key pattern are needs to improve and to reduce the size of
key with the rate of high security level. This can be achieved by using the light-weight
cryptographic system. Compare to the traditional model such as AES, DES, ECC and other
types of encryption techniques, the key size was managed and the size was appropriately used
according to the properties of data streams that are to transmit over the hash-key structure.

The detailed steps for the DHP based data encryption model was described in the
algorithm 2.

Algorithm 2: DPH based Hashing Technique

Input: Data input, D,
Output: Hash key pattern Er.
Fori = 1ton leop// ‘n’ is the size of data, T; in meta-
blocks M,
Forj = 1tom loop all resources // Loop running for
all the selected resources R;
Calculate the pattern of key formation, C;; = D;; +
R;
Where, R; — Random weight value for the related
parameters of data structure. Ranges from 0->1.
While Key Bins in Mv do
Find the bins of data structure for each data
samples with respect to time.
Ty = sort(Ci(t))
Find the respective key bits to encrypt the data
from Tj.
Y = min(Ty)
Estimate binaries for Y to the random sequence R;
Make zero’s in  Tythat are irrelevant to the
pattern from M,
End while
Update R;
Update C;; for all i
End loop ¢j°
Perform XOR operation to represent the hash key
result of overall bit size E7 (i)
End loop ‘i’.

IV. RESULT

The results of this paper work is validated based on the parameters that are referring the security
level and the rate of complexities that are can be measured from the proposed lightweight
security model. The performance of the proposed work can be validated and compared with
the existing models that are referred from [26-29]. According to that the proposed model of
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data security was developed in the PYTHON (3.8V) script. The overall work was implemented
in the blockchain environment with the different data size and its parameters. The table 1 shows
the comparison result of proposed lightweight cryptography with the other traditional
encryption model. In this table result, the lightweight cryptographic model achieved the better
throughput and the efficient key selection that the other traditional model of data security.

Table 1: Comparison table of lightweight method with traditional cryptography

methods
Parameters ECC DES AES Light-
weight
(Proposed)
Throughput 126 137 114 154
(kb/s)
Transmission 7.94 7.3 8.77 6.49
Delay (ms)
Error Rate 12.42% 10.58% 7.63% 4.36%
(%)
Efficient 78.14% 82.57% 88.15% 92.55%
Key Selection
(%)
Correlation 0.791 0.824 0.867 0.916
Coeff.
Entropy 0.7854 0.8436 0.9287 0.9638

The complexity of the cryptographic algorithm can be expressed by the time and the security
level by considering in the both encryption and decryption process. The comparison of the
complexity was referred by the parameters of Security (%) and the execution time for both
encryption and the decryption process. These comparison is shown in the table 2 and 3. In that,
the Packet Delivery Ratio (PDR) and the security (%) states the transmission speed of process
and the efficiency of security level for different number of transmission.

Table 2: Comparison table of PDR (%) and the Security (%) for different transmission

count
# of LWC-DFFF Proposed
Transmission - -
PDR Security PDR Security
(%) (%) (%) (%0)
50 99.2 96.17 99.6 97.24
100 97.8 93.67 98.3 95.15
150 90.2 89.75 93.4 91.27
200 86.26 97.1 89.6 98.53

Table 3: Comparison table of Encryption and Decryption Time (Sec) for different
transmission count
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# of LWC-DFFF Proposed
Transmission Enc. Dec. Enc. Dec.
time (s) | time(s) | time (s) | time (s)
50 10.0 13.0 9.73 11.2
6 8
100 17.8 24.5 16.4 21.7
8
150 23.0 259 20.61 23.83
7 8
200 26.6 32.6 25.7 29.5
8 6

Further the complexity of algorithm can be described by representation the equation model in
terms of processing iteration and the number of functions that includes in the overall result.
This was represented in the table 4 and 5 in terms of computation cost and the communication
cost respectively. Here, the notations that are used for the cost value estimation can be

expressed as
G' - Group in bilinear pair
T¢,, — Scalar Multiplication on group G'.
Tg, — Scalar Addition on group G'.
Tnm — Modular multiplication in key agreement.
Ty, — Hashing function.
Tx — Total Key estimation.
Tra — Block function.
Tone — Encryption function.
T4ec — Decryption function.
|T| — Length of timestamp.
|ID| — Length of Identity.
Enc(logq) — AES Cipher length of an element.
Enc(log,) — Proposed Cipher length of an element.

From these comparison of computational cost and the communication cost, the result shows
that the proposed model achieved ~1.2% less computational cost and the ~1.6% less
communication cost compare to the existing model of Blockchain assisted authentication [27].

2Tg,, + Tg, + 2Ty + Ty (12)
2(Tg,,, + Tg, + Tn) + 2Tenc + Taec (13)
2T, + T + Trq (14)
Tenc + Tdec + Z(TK + TRa + Th) (15)
Table 4: Table representation for Computation cost of proposed model compare with [27]
Scenario Blockchain Proposed
assisted
authentication [27]
Message Eqn. (12) Eqn. (14)
Authentication
Key Eqn. (13) Eqn. (15)
Agreement
[ID| +|T| + log, (16)
3|ID| + 2Enc(log,) (17
[ID| +|T| + logy (18)
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[ID| + 2Enc(logy) (19)
Table 5: Table representation for Communication cost of proposed model compare with [27]
Scenario Blockchain Proposed
assisted
authentication [27]
Message Eqn. (16) Eqn. (18)
Authentication
Key Eqn. (17) Eqn. (19)
Agreement

This also compared with the functions of structure in terms of time consumption at each stage
of existing system from [28] and to the proposed lightweight model. For this, the table 6
represents the execution time for each functions such as the hashing function, encryption,
decryption, Cryptographic verification, and point multiplication. Relatively, table 7 shows the
comparison result of storage cost in the range of bytes for the existing and proposed model for
the same functionalities respectively. The size of data storage is represented in the range of
bytes that is to represent the buffer size of the storage / transmission of data to validate the
performance of overall functions. This was validated by the key size and the overall byte size
of data encryption to store the data.

This was also estimated for the overall execution time (ms) and the storage space (bytes) that
is displayed in the graphical representation in figure 3 and 4. The figure 5 shows the comparison
of energy consumption in the unit of Joules to compute the encryption and decryption process
of proposed and existing model [28].

Table 6: Table comparison of execution time (sec) for proposed with [28]

Functions ECC-SHA256 Proposed
[28]

Hashing 0.008 0.007
function

ECC 0.2 0.16
Enc/Dec
function

Cryptograp 8.63 4.38
hic
Verification

Point 24 17.4
multiplication

Table 7: Table comparison of storage cost (bytes) for proposed with [28]

Functions ECC-SHA256 Proposed
[28]

Hashing 32 16
function

ECC 32 16
Enc/Dec
function

Secret key 20 14
generation

Point 20 14
multiplication
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These comparison graphs are representing the time, storage cost and the energy consumption
of proposed lightweight algorithm is less compare to the existing model of ECC-SHA256 based
lightweight cryptographic technique. These measures are estimated for the system
configuration of PC with the cycle of process.

To validate the performance of key generation, the time complexity in seconds compare with
the existing model of cryptographic technique QBCPDA referred from [29]. This can be
represented in the bar plot as shown in the figure 6. Here, the comparison graph shows the
execution time for the function of hash estimation and the random key formation in terms of
seconds. The proposed achieve the less time consumption than the existing model of QBCPDA.

40
= QBCPDA [29]

I ™ Proposed
0 I I I

Hash Function (Sec) Random Key Function (Sec)

Time Consumption (Sec)
— [ ¥] [ ] e w
» o »n o »

—
o

g

Fig.6: Comparison of time consumption (Sec) in key generation
Result Discussion: As per the comparison table result and the graph representation, the
proposed model was validated with the different functions of cryptographic structure and the
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different parameters. This validation results are expressed to estimate the performance of
proposed lightweight cryptographic model in the blockchain architecture of data storage and
the transmission system. The application that are simulated in the blockchain environment are
presented to represent the amount of message data that are used to validate the functional
modules. According to that, the time consumption, storage range, security level of
cryptographic system, energy consumption, transmission time, key size, etc. are calculated and
compare with the existing models. From these comparison result, the proposed lightweight
cryptographic architecture gains the better result of complexity estimation than the other
cryptographic system in the same environment of blockchain. The analytical result proves and
justifies the performance of proposed security system in blockchain environment compare to
other state-of-art methods and the security system.

V. CONCLUSION

The development of a novel lightweight data security model based on loT data transmission-
based applications for data transmission and storage based on smart city routing was the main
emphasis of this work. In this paper a new technique for data security in block chain
environment using Delta Probabilistic Hashing (DPH) technique-based architecture is
developed with optimal key generation system. The experimentation work confirms the
enhancement of proposed model and generate better results as compared to other existing
methods. From the above study, it is evident that there is a need for an efficient, lightweight
and secured lightweight algorithm for data security in blockchain IoT environment. To lessen
the complexity in data transmission and storage limits of current solutions for data security.
For future work some problems related to cost effectiveness and time efficient calculation and
comparisons to other existing algorithms can be considered.
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