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Abstract: The important benefit of light weight algorithm are tiny block sizes, tiny key sizes, 
Simpler rounds, Simpler key schedule as we know Complex key size increase the memory 
usage , execution delay and the power consumption of implementations; therefore, for many 
applications like Wireless sensor network lightweight block ciphers use simple key structure 
that can generate sub-keys.  
In this paper the performance analysis of Light Weight Cryptographic CLEFIA based on 
energy consumption is discussed, so for this purpose MSP-EXP430FR5994 Launch Pad 
Development Kit [25] is used which belongs to MSP430 family, It is the product of Texas 
Instruments (TI) Company. The CLEFIA algorithm supports 128-bit block size having three 
different key sizes 128-bit, 192-bit, 256-bits respectively. 
Key words- Lightweight cryptography, Clelia, key size.    
 

1. Introduction  
This paper describes the details of performance analysis of light weight algorithm CLEFIA 

128. The CLEFIA cipher operates on 128-bit block size with three different key sizes 128-bit, 
192-bit, 256-bits. Cryptographic algorithm can be used more effectively for very small size, 
low energy consumption and small devices such as RFID tags, sensors, and smart cards which 
are contactless. As my first objective is to Study and analysis of existing light weight algorithm. 
So, in this paper I am going for analysis of the parameters such as energy consumption, power 
consumption, voltage, current and battery life. 
2. CLEFIA 128 algorithm- 
CLEFIA is a 128-bit block cipher with its key length being 128, 192 and 256 bits, which is 
consistent with Advanced encryption standard (AES). CLEFIA consists of two parts the first 
part is a data processing part and second is a key scheduling part.  CLEFIA uses a generalized 
Feistel structure which is a symmetric structure with four data lines, and the width of each data 
line is 32 bits. 
2.1 Performance analysis and Results 

In this analysis, MSP-EXP430FR5994 Launch Pad Development Kit [25] is used from 
MSP430 family, the product of Texas Instruments (TI). For performance analysis parameter 
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related to energy and power consumption is used. The kit used is a development platform 
consist of MSP430FR5994 microcontroller. This microcontroller operates with 16 MHz clock 
frequency and it has 256 kB ultra-low power consumption Ferroelectric Random-Access 
Memory (FRAM) which is permanent memory. Also, MSP430FR5994 has low power 
consumption and is very effective as consist with Low-Energy Accelerator (LEA) technique 
which uses minimum power for execution. This microcontroller process analog data in real 
time mode. The built-in   
 e Z-FET debugging feature gives better performance and so with this feature, the performance 
of the encryption code can be tested and analyzed. The Code Composer Studio (CCS) used in 
devices manufactured by Texas Instruments TI, has been used as a software development tool 
used to write, build, test, and debug a program [25]. The Code Composer Studio Version: 
11.0.0.00012 with OS: Windows 10, v.10.0, x86_64 / win 32Java version: 11.0.11 is used. 

 

 
 

Photograph1 overview of MSP-EXP430FR5994 Launch Pad Development Kit. 
 The photograph 1 shows overview of MSP-EXP430FR5994 Launch Pad Development Kit. 
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Photograph 2 MSP-EXP430FR5994 Launch Pad Development Kit. 
 

 
Photograph 3 Practical set up for measurement 

The lightweight CLEFIA algorithms was executed and complied with C code in CCS and 
codes were transferred to MSP430FR5994 device. The energy, power, and current 
measurements of the CLEFIA algorithms for three different key sizes 128-bit, 192-bit, 256-
bits was carried out with help of Energy Trace software available in CCS [25]. The Energy 
Trace technology is based on energy code analysis that measures and displays the energy 
required for the algorithm execution. This technology also helps for enhancement which 
reduces power consumption. The energy trace software works in unified mode within Code 
Composer Studio (CCS). The practical set up for measurement is shown in photograph 3. 

The basic energy measurements can be made with the Energy-Trace mode using CCS. 
The supply voltage in the microcontroller is species continuously to measure energy and power. 
This mode can be used to verify the application’s energy consumption Without accessing the 
debugger.  

With operating of energy trace software, the MSP430FR5994 will work into active 
mode (AM). The mode (AM) in every second, it will perform the encryption or decryption 
process, and then it will go into the power saving mode LPM (Low Power Mode. [25].  The 
device is operating for 10 seconds and hence Energy, power, and current data of algorithms 
were measured. 
 
3. Measurement of various Parameter of CLEFIA 128 Block Cipher  

Using Energy Trace technology, the energy consumption of CLEFIA light weight 
algorithm is measured and displayed. This software also helps for enhancement in ultra-low 
power Consumption. This software works within Code Composer Studio in unified mode. 
 
3.1 Energy consumption 

The simulation windows of energy trace technology are generated showing Energy 
consumption, Power Consumption. The device is capable of showing mean value of power as 
well as variation in power with minimum and maximum mode. 

The electric parameter Voltage with its mean value and current with its mean including 
maximum and minimum variation is also generated by this software 
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3.1.1 Energy consumption for key length 128 
The energy consumed for CLEFIA 128 is 8.735mj (millijoule) operating the device for 

10 seconds. The screen shot of actual measurement is as shown in Figure 1 
 

 
 

Figure 1 Screen shot of actual measurement for CLEFIA 128 using energy trace software 
 
3.1.2 Energy consumption for key length 192 

The energy consumed for CLEFIA 192 is 8.781mj (millijoule) operating the device for 
10 seconds. 
 

 
Figure 2 Screen shot of actual measurement for CLEFIA 192 using energy trace software 

 
3.1.3 Energy consumption for key length 256 

The energy consumed for CLEFIA 256 is 8.786 mj (millijoule) operating the device for 
10 seconds. 
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Figure 3 Screen shot of actual measurement for CLEFIA 256 using energy trace software 
 

The Comparative analysis of energy consumption CLEFIA 128 with Feistel 
Architecture is as shown in table 1 
Table 1 Comparative analysis of Energy Consumption for CLEFIA 128 

 
3.1.4 Energy plot for CLEFIA  
Energy plot for CLEFIA 128 is as shown Figure 4 
 

 
Figure 4 Energy plot for CLEFIA 128 

 

Block length  Key length  Number of 
rounds 

Energy (mJ) Energy Difference in 
mJ 

128 128 18 8.735 -- 

128 192 22 8.781 0.046 

128 256 26 8.786 0.051 
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3.2 Power consumption 
3.2.1 Power consumption for key length 128 
Referring Figure 1 The Power consumed for CLEFIA 128 is 0.8653mw (milliwatt) operating 
the device for 10 seconds. 
 
3.2.2 Power consumption for key length 128 
Referring Figure 2 The Power consumed for CLEFIA 192 is 0.8698mw (milliwatt) operating 
the device for 10 seconds. 
 
3.2.3 Power consumption for key length 256 
Referring Figure 3 The Power consumed for CLEFIA 256 is 0.8703mw (milliwatt) operating 
the device for 10 seconds 
The Comparative analysis of Power consumption CLEFIA 128 with Feistel Architecture is as 
shown in table 2 
Table 2 Comparative analysis of Power Consumption for CLEFIA 128 

 
3.2.4 Power plot for CLEFIA  
Power plot for CLEFIA 128 is as shown Figure 5 
 

Block 
length  

Key length  
Number of 
rounds 

Power 
(mW) 

Power Difference 
in mW 

Max and 
Min Power 
in mW 

128 128 18 0.8653 -- 
Max 0.8776 

Min 0.0000 

128 192 22 0.8698 0.0045 
Max 0.8786 

Min 0.0000 

128 256 26 0.8703 0.0050 
Max 0.8803 

Min 0.0000 
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Figure 5 Power plot for CLEFIA 128 

 
3.3 Voltage and Current Measurement 
The voltage and Current measurement are made for different key size 
The Comparative table for measurement of voltage shown in table 3 for various key size. 
Referring to Figure 1,2 and 3  
Table 3 Comparison for measurement of voltage 
 

From the table 3 we can see that their no much more effect on voltage consumed by device 
while executing on various key size. 
Similarly, the Comparative measurement of current shown in table 4 for various key size. 
Table 4 Comparative measurement of current 
 

Block length  Key length  Number of rounds Voltage 

(Mean) 

128 128 18 3.2867 

128 192 22 3.2866 

128 256 26 3.2866 
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3.4 Estimated battery life 
The working capacity of the device with battery CR 2032 estimated battery life is tabulated in 
table 5. 
 
Table 5 Comparative analysis of estimated Battery life 

Block 
length  

Key 
length  

Number of 
rounds 

Battery life 
(CR 2032) Estimated 
lithium coin or button cell 
battery 

128 128 18 1 month 1 day 

128 192 22 1 month 21 hours 

128 256 26 1 month 20 hours 
 
A CR 2032 battery is a non-rechargeable (primary) lithium coin or button cell battery that is 
20mm diameter and 3,2mm thickness. It has a voltage of 3 volts and capacity up to 240mAh. 
Referring to Figure 1, 2 and 3 the Comparative table for estimated battery life shown in table 
5 for various key size. 

In this way, the device can work with CR 2032 lithium coin or button cell battery. 
Batteries for 1 months and 1 day for key length of 128, 1 month 21 hours for key length of 192 
and 1 month 20 hours for 256 respectively. 

When the performance results obtained in the analysis are checked, it can be seen that 
the number of loops and block size of the CLEFIA algorithms make a slight difference in terms 
of energy consumption, current measurement, Hence CLEFIA is the encryption algorithm that 
has the largest block length among the other light weight algorithms examined with 128-bit 
block length, while, in other algorithms, 64-bit is preferred as block length. This is important 
for the devices operating in application such as the Internet consisting low-capacity devices 
[25]. Using the CLEFIA, the encryption time is enhanced due to small size blocks.  
 

Block 
length  

Key length  Number of 
rounds 

Current 
(mA) 

Difference in 
Current mA 

Max and 
Min Current 
in mA 

128 128 18 0.2633 -- Max 0.2669 

Min 0.0000 

128 192 22 0.2647 0.0014 Max 0.2673 

Min 0.0000 

128 256 26 0.2648 0,0015 Max 0.2678 

Min 0.0000 
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4. Conclusion:   
From obtained results it is concluded that with increased key size increases the energy 
consumption and power consumption that degrade the efficiency of system. But it is seen that, 
the larger the key size is, the better the security is provided. Hence the applications such as IoT 
where sensors are working in wireless mode for 24*7 that’s why the energy consumption, 
power consumption voltage, current measurement estimated battery life carried out with 
Energy Trace technology which is based on energy code analysis and it is tool that measures 
and it shows the energy required for the application. This technology also helps for 
optimization that reduces power consumption   
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